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Goals	
  

•  Simplify	
  and	
  automate	
  public	
  key	
  cer5ficate	
  
process,	
  yet	
  keep	
  it	
  secure	
  
–  simple	
  for	
  NDN	
  testbed	
  users	
  to	
  submit	
  applica5on	
  
for	
  cer5ficate	
  and	
  retrieve	
  cer5ficate	
  (if	
  approved)	
  

–  simple	
  for	
  NDN	
  testbed	
  site	
  operators	
  to	
  approve,	
  
issue	
  and	
  publish	
  cer5ficates	
  

•  Keep	
  operators	
  in	
  the	
  loop	
  
–  The	
  system	
  automa5cally	
  validates	
  only	
  email	
  
– Operators	
  need	
  to	
  validate	
  name,	
  affilia5on,	
  etc.	
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Name	
  conven5ons	
  for	
  NDN	
  cer5ficates	
  

•  Cer5ficate	
  namespace	
  based	
  on	
  ins5tu5onal	
  email	
  
address*	
  
–  tom@cs.ucla.edu	
  -­‐>	
  /ndn/edu/ucla/cs/tom	
  

•  Request	
  to	
  approve	
  cer5ficate	
  within	
  ins5tu5onal	
  
namespace	
  are	
  automa5cally	
  directed	
  to	
  NDN	
  site’s	
  
operator	
  
–  UCLA	
  operator	
  for	
  tom@cs.ucla.edu	
  (/ndn/edu/ucla/cs/tom)	
  
–  WashU	
  operator	
  for	
  bob@wustl.edu	
  (/ndn/edu/wustl)	
  

•  *	
  Non-­‐ins5tu5onal	
  addresses	
  and	
  addresses	
  of	
  ins5tu5ons	
  
that	
  are	
  not	
  part	
  of	
  testbed	
  assigned	
  guest	
  NDN	
  
namespace:	
  
–  alex@gmail.com	
  -­‐>	
  /ndn/guest/alex@gmail.com	
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Cer5fica5on	
  system	
  overview	
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NDN users NDN sites’ operators

submit	
  
cer5fica5on	
  
requests	
  

download	
  
issued	
  
cer5ficates	
  

download	
  
requests	
  

upload	
  
approved	
  
cer5ficates	
  

①	
   ②	
  

③	
  
④	
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User	
  guide	
  
1.  Go	
  to	
  hLp://ndncert.named-­‐data.net,	
  ini5ate	
  

cer5fica5on	
  by	
  submibng	
  email	
  address	
  
2.  Check	
  mailbox	
  and	
  click	
  to	
  open	
  cer5fica5on	
  

submission	
  page	
  
3.  Generate	
  cer5fica5on	
  request	
  in	
  the	
  specified	
  

namespace	
  (derived	
  from	
  email)	
  
4.  Submit	
  name,	
  other	
  informa5on	
  to	
  associate	
  with	
  the	
  

cer5ficate,	
  and	
  public	
  key	
  
5.  Wait	
  for	
  email	
  no5fica5on	
  of	
  the	
  approval	
  by	
  the	
  

site’s	
  operator	
  
6.  Follow	
  the	
  instruc5ons	
  to	
  install	
  the	
  issued	
  cer5ficate	
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1.	
  Go	
  to	
  hLp://ndncert.named-­‐data.net	
  and	
  
ini5ate	
  cer5fica5on	
  by	
  submibng	
  email	
  address	
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2.	
  Check	
  mailbox	
  and	
  click	
  to	
  open	
  
cer5fica5on	
  submission	
  page	
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3.	
  Generate	
  cer5fica5on	
  request	
  in	
  the	
  
specified	
  namespace	
  (derived	
  from	
  email)	
  

8	
  NDNcomm	
  2014	
  09/04/14	
  



4.	
  Submit	
  name,	
  other	
  informa5on	
  to	
  associate	
  
with	
  the	
  cer5ficate,	
  and	
  public	
  key	
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5.	
  Wait	
  for	
  the	
  approval	
  by	
  the	
  site’s	
  
operator	
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6.	
  Check	
  mailbox	
  and	
  follow	
  the	
  instruc5ons	
  to	
  
install	
  the	
  issued	
  cer5ficate	
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Congratula5ons	
  

•  You	
  now	
  have	
  an	
  NDN	
  Testbed	
  cer5ficate	
  for	
  
your	
  public	
  key	
  

•  ChronoChat	
  is	
  a	
  first	
  app	
  that	
  makes	
  use	
  of	
  
these	
  cer5ficates	
  
– hLp://named-­‐data.net/download/	
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Operators	
  guide	
  

1.  Wait	
  for	
  no5fica5on	
  about	
  users’	
  
cer5fica5on	
  request(s)	
  

2.  Log	
  in	
  (ssh)	
  to	
  the	
  cer5fica5on	
  host	
  
3.  Run	
  ‘ndnop-­‐process-­‐requests’	
  command	
  and	
  

make	
  decisions	
  to	
  approve/reject	
  request	
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1.	
  Wait	
  for	
  no5fica5on	
  about	
  users’	
  
cer5fica5on	
  request(s)	
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2.	
  Log	
  in	
  (ssh)	
  to	
  the	
  cer5fica5on	
  host	
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3.	
  Run	
  ‘ndnop-­‐process-­‐requests’	
  command	
  and	
  
make	
  decisions	
  to	
  approve/reject	
  request	
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Current	
  NDN	
  Cer5ficate	
  Format	
  

•  Just	
  an	
  ordinary	
  NDN	
  Data	
  packet	
  with	
  special	
  
payload	
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// DER Encoding !
CertificateDerPayload ::= SEQUENCE { !
    validity            Validity, !
    subject             Name, !
    subjectPubKeyInfo   SubjectPublicKeyInfo, !
    extension           Extensions OPTIONAL   } !
!
Validity ::= SEQUENCE { !
    notBefore           Time, !
    notAfter            Time   } !
!
Time ::= CHOICE { !
    GeneralizedTime   } !
!
Name ::= CHOICE { !
    RDNSequence   } !
!
RDNSequence ::= SEQUENCE OF !
                RelativeDistinguishedName!
!
RelativeDistinguishedName ::= !
    SET OF AttributeTypeAndValue!
!
SubjectPublicKeyInfo ::= SEQUENCE { !
    algorithm           AlgorithmIdentifier!
    keybits             BIT STRING   } !
!
Extensions ::= SEQUENCE SIZE (1..MAX) OF !
               Extension !

// NDN-TLV Encoding !
Certificate ::= DATA-TLV TLV-LENGTH !
            Name !
            MetaInfo (= 
CertificateMetaInfo) !
            Content (= CertificateContent) !
            Signature !
!
CertificateMetaInfo ::= META-INFO-TYPE !
                        TLV-LENGTH !
            ContentType (= KEY) !
            FreshnessPeriod (= ?) !
!
!
CertificateContent ::= CONTENT-TYPE !
                       TLV-LENGTH !
            CertificateDerPayload!

hLp://named-­‐data.net/doc/ndn-­‐cxx/
current/tutorials/security-­‐library.html	
  	
  

NDN	
  Data	
  packet	
   X.509-­‐based	
  Data	
  packet	
  content	
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Open	
  issues	
  

•  Current	
  cer5ficate	
  model	
  does	
  not	
  have	
  “site’s	
  
operator”	
  as	
  part	
  of	
  cer5fica5on	
  chain	
  
–  site	
  operators	
  collec5vely	
  “own”	
  site’s	
  private	
  key	
  

•  Cer5ficate	
  storage	
  has	
  limited	
  infrastructure	
  
support	
  
–  Currently	
  using	
  repo-­‐ng	
  
–  Plan	
  to	
  switch	
  to	
  NDNS	
  as	
  soon	
  as	
  it	
  becomes	
  
available	
  (~	
  October	
  2014)	
  

•  Limited	
  revoca5on	
  support	
  
–  Currently	
  based	
  only	
  on	
  validity	
  period	
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