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Goals

e Simplify and automate public key certificate
process, yet keep it secure

— simple for NDN testbed users to submit application
for certificate and retrieve certificate (if approved)

— simple for NDN testbed site operators to approve,
issue and publish certificates

* Keep operators in the loop
— The system automatically validates only email
— Operators need to validate name, affiliation, etc.



Name conventions for NDN certificates

e Certificate namespace based on institutional email
address*

— tom@cs.ucla.edu -> /ndn/edu/ucla/cs/tom
 Request to approve certificate within institutional

namespace are automatically directed to NDN site’s
operator

— UCLA operator for tom@cs.ucla.edu (/ndn/edu/ucla/cs/tom)
— WashU operator for bob@wustl.edu (/ndn/edu/wustl)

* * Non-institutional addresses and addresses of institutions
that are not part of testbed assigned guest NDN
namespace:

— alex@gmail.com -> /ndn/guest/alex@gmail.com



Certification system overview

http://ndncert.named-data.net
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User guide

Go to http://ndncert.named-data.net, initiate
certification by submitting email address

Check mailbox and click to open certification
submission page

Generate certification request in the specified
namespace (derived from email)

Submit name, other information to associate with the
certificate, and public key

Wait for email notification of the approval by the
site’s operator

Follow the instructions to install the issued certificate




1. Go to http://ndncert.named-data.net and
initiate certification by submitting email address

® 00 NDN Certifications » Named Data Networking v

zr) | < | » | (D] [ 2] ] + | @ ndncert.named-data.net ¢ )

N ETWO RKING
NDN Certifications

Hello, please enter your email to begin NDN Testbed cert g o o NDN Certifications » Named Data Networking .

Email a N - m @ . b € ndncert.named-data.net/tokens/reque: & luReader, Q
(Eanasev@cs.ucla.edu > ' m -] D ATA '

e NETWORKING
NDN Certifications

Please check your mailbox (afanasev@cs.ucla.edu) with further

instructions how to proceed.
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2. Check mailbox and click to open
certification submission page

® O O [ |[NDN Certification] Request confirmation — Inbox

Bt [eiw>] = L

NDN Testbed Certificate Robot November 11, 2013 9:39 PM
To: Alex Afanasyev <afanasev@cs.ucla.edu> Hide Details

[NDN Certification] Request confirmation — =
® 00 NDN Certifications » Named Data Networking =

3
m@ | + | @ ndncert.named-data.net/cert-req & | Reader Q @ .

Greetings!
N NAMED|DATA
Somebody has initiated issue of NDN Testbed NETWORKING
certificate. If it was you, please visit the
following URL to continue the process: L
NDN Certifications

. ncert.named-data.net/cert-reques b
mail=afanasev@cs.ucla.edu&token=V89zQfgbrVQhb!
u lzttORQaEVttakNNJEGFAGCTyh Please fill information about you and submit NDN certfication request.

Sincerely, o Note that a limited number of characters are allowed to be included in NDN certificates, including lower and
NDN Testbed Certificate robot upper case latin letters, numbers, and punctuation symbols.

To generate NDN certification request, please follow the instructions below:

Ensure that you have installed NDNx

Open terminal and issue the following command:

ndnsec-keygen /ndn/edu/ucla/cs/afanasev

Copy the output of the command into the ‘NDN certification request’ field below

Full Name:

Homepage URL:
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3. Generate certification request in the
specified namespace (derived from email)

To generate NDN certification request, please follow the instructions below:

Ensure that you have installed NDNX

Open terminal and issue the following command:

@eygen /ndn/edu/ucla/cs/afanasev L

Copy the output of the command into the ‘'NDN certifi

Full Name: [cawkad@cawka-mac ~J_ndnsec-keygen /ndn/edu/ucla/cs/af anaseyv
BIICqgOyEIUr8SYjcKoSwisdauleichal lnd i Lekk IDyhuaQdSidSeZtULan /A
ZsBD1c70sDRevINYDHppSstPYKpPXaHOMsha LOFWmb jwNyYHPs9Cedd 7D /11b0asS
KhNCfkK4qas2W0Iqgf f faldH3alHIz36bYwWWNQaqF 33Ghnf Ghgs LpPFROM3UABX1
6k2eq/FWRDSuUoDXMUbER+Re7B4 jhGolB+s jPFca?m06opEwYKTDZYIZEAIy2byur
Sh0sgYroVjcUda9cZKLvYntY7KIwRgqhkE je¥dpzdjcr /kxEPKdZKRBezEZ9bSoc
pY¥ZJAr75ZPdN lacQ9mLEUF s7Dxwo+7xbAADy+pluZG4a+pl [ ZHUA+qVYLYZ2xhaPGY
Y 3MA+sVhZmFuY XN LdgDenUtFWODESWE zayBxMzgaM jH2ZMDAZAPQISUOLQBYSYADS
rfAcPnNsAAABogP i AoWUBf hDWS4BCE067GDa0YzzATZ0Z2y | 1+d9RaFHLAN jxAAC
urUFKBw+c2BAAe IBovLenWSkbgDenWYkdQDEpXY JbGEA+pY jowDEXWFmYWEBhe2V2
APQAdSaVYZAPY1a3NrLTEZODQyMzYwMDYA+r LIRCIDRVIUAAAAAAABMHINMI IEF TAL
GASYMDEZMTExMjAwMDAWMFoYDzZ IwMzMxMTEyMDAWMDAWY jAXMCEGALUEKRMoL 25k
bi9 1 ZHUvdWNsYS9jeyShZmFuY XN Ldi9rc2stMTH4NDIzNjAwNjCCASIwDQY JK0ZI
hvcNAQEBBOADGQEPADCCAQOCaEBAMT xeZZGyHKOKZBLYS 1 Hwz JoGNGE S /uconE+
4yDXRFWYiHoAwtdFel 9psY?32EK fbJqrNa4yV 70T TE5uS4LPYSZUD3IWD jR4T 3K Cm
JBJC3K+CALUMs5a+Ppe3ILOYYP/ L X+4n1Ik6fUgeESQ233YKpEKMBu+CZLYEYEf O
Sb/BK7UsT /mE4YsPe0g0HzsuBxu?yMaesi lyROLEILCP4 15+ XcY34mW o4y TUMSK
DARQAIYTFZ0zAfveN7PMIwnGntrovpecIulfWe/ /Dr9vHdegvk xab6DNE+QpNSFxhg

09/04/14 560 jb6khRlacEb320eUDt 3opgk pUxhf eveQKwHX 1 0XHLESHUsDYUCAWEAAQAA
[cawka@cawka-mac ~]$




4. Submit name, other information to associate
with the certificate, and public key

® 00 NDN Certifications » Named Data Networking w

(12r] [ « L > | O] (2] [ + @ ndncert.named-data.net
Full Name:
Alexander Afanasye

Homepage URL:

ttp://lasr.cs.ucla.edu/afanasyev/index.htmil

Institutional Gr: ame (optional):
Internet Research Laboratory
Advisor Name: (optional)

NDN certification request

BIICqgOYEIW1EBOGIzCQS5qCaFGuXByasDMvWm+pWuNMUA3IUDX1SrG8I5Sgxh+Vw
/UlzZNpsIRAGGTRpnxXNVmv1P4vz/+xD1j7TGMRWiQ0xd6AbHaNVaBLjYi09ngLnK
NhOXxPdEcTx9¢c1lpYolWyQiZsboX0sP5SLERM01hZcORfoxvYBozR+M4 £L.CQ7ufhD7
Ls6Ind+xcMNddNgND17h8QC7LYGEWIEbL7NL4yOzA9uGVRCYHtY 7ThPu9HMgA+gbM
ZP/sm31cizRvpgCKGgHUWIbBVigbTDzVjoU6VA/gf6foDevMbwKleT2gNgO+s8iK
FGPVS0J03TeFW+i1B3Xob6Lr82zVQapvZAADy+pluZG4A+pllZEUA+gQV1Y2XhAPQV
Y3MA+sVhZmFuYXN1dgD6nUtFWQD69Wtzay0xMzgOMjM2MDA2APGISUQLQOVSVADE
rf0cWjnLAAABogPiAOWUOfhDW54BCB0o67GDaQVzzATz0Z22yli+d9RaFHLAN jXAAC
urUFKBxaOcsAReIB6VL6NW5kbgD6nWVkdQD6pXVjbGEA+pPVjcwWD6XWFMYWS5hc2V2
dSO0VZAPrla3NrLTEzODQyMzYWMDYA+r1JRC1DRVJUAAAAAAABMhiNMIIBETAL

EzZMTExMjAwWMDAWMFOYDz IwMzZMXMTEyYMDAWMDAWW jAXMC8GA1UEKRMOL25k

UvdWNsSYS9 jcy9hZmFuYXN1di9rc2stMTMANDIZN jAWN jCCASIWDQYJKOZI
hVcNAQEBBQADggEPADCCAQOCggEBAMTXeZ 2GYHKQKzBLVS51iHwzJOGNG5c/uconE+
4yDXRFWViHOAWtdFeL9psV732EkfbIJqrN04V70TTS55u54LPV52UD3WDjR4T3KVem
JBJjC3K+CALUMs5a+Pp63ILQYrP/1X+4n1Ik6£fUgeESQ233YKpEKkM8u+CZLY6YEfoO
Sb/0K7UsfQ/mE4YsPeOgOHzsuBxu7yMae5il1yROt 6 ILCP4I5+XcV34mW94r IuMSX
OARQAIY£ZOzAfvCN7PMIwnGntrovpcIulfvve//Dr9videgvkxa6DNE+QPN5SFXhd

5007b6kkPbcBD3zQeUDt 3opgkpUxhfeyeQKwHXi0XHLB5 HUSDYUCAWEAAQAA |

Submit
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5. Wait for the approval by the site’s
operator

e 00 NDN Certifications » Named Data Networking e

@ (<[> | [L‘@ ndncert.named-data.net,

NAMEDIDATA I NDN

NETWORKING
NDN Certifications

[CERT

Your request for NDN certificate has been received. Your l y
request will be processed and you should receive an
email when your certificate is generated.

——— (P
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6. Check mailbox and follow the instructions to
install the issued certificate

® OO0 ") [NDN Certification] NDN certificate issued — Inbox

LE ¢ || &< > | =118
NDN Testbed Certificate Robot November 11, 2013 10:29 PM
To: Alex Afanasyev <afanasev@cs.ucla.edu> Hide Details

[NDN Certification] NDN certificate issued

Greetings, Alexander Afanasyev!

Your NDN certificate has been approved and is ready for download. You can download and install it using the

«fdnsec-install-cert "http://ndncert.named-data.net/cert/get/?name=%2Fndn%2Fedu%2Fucla%2FKEY%2Fcs%2Fafang
To see what certificates has been installed on the -stem and which ones are default, you can use the follo
ndnsec-1s—-identity -C
Other useful commands include:

ndnsec-dump—certificate

nAdncar_nat_dafaul+

® 00 & cdvka ¥

Last login: Mon Nov 11

You have new mail.

[cawka@

cla#ZFKEY sk=1:

OK: certificate with name [/nhdn/edu/uc

en successfully installed
[cawka@cawka-mac ~]$




Congratulations

e You now have an NDN Testbed certificate for
your public key

 ChronoChat is a first app that makes use of
these certificates

— http://named-data.net/download/




Operators guide

. Wait for notification about users’
certification request(s)

2. Login (ssh) to the certification host

3. Run ‘ndnop-process-requests’ command and

make decisions to approve/reject request



1. Wait for notification about users’
certification request(s)

® 00 ) [NDN Certification] User certification request — Trash

NDN Testbed Certificate Robot November 11, 2013 10:28 PM
To: Alex Afanasyev Hide Details
[NDN Certification] User certification request

Hi, Alexander Afanasyev!

An NDN testbed user Alexander Afanasyev has requested issue of the NDN
certificate.

Please, login to your certification host and run "ndnop-process-
requests" command-line tool to get more information about the request(s)
and approve or reject the request(s).

Sincerely,
NDN Testbed Certificate robot

09/04/14 NDNcomm 2014
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2. Log in (ssh) to the certification host

® OO /> cawka — cawka@ucla-certs: ~ "

| cawka@ucla-certs: ~ |

[cawka@cawka-mac ~]$ ssh ucla-certs
Welcome to Ubuntu 12.04.3 LTS (GNU/Linux 3.2.8-55-generic-pae 1686)

* Documentation: https://help.ubuntu.com/
Last login: Tue Now 12 99:52:35 20132 from 137.116.160.249
cawka@ucla-certs:~$

09/04/1% NDNcomm 2014
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3. Run ‘ndnop-process-requests’ command and
make decisions to approve/reject request

® OO 4> cawka — cawka@ucla-certs: ~ "

cawka@ucla-certs: ~

cawka@ucla-certs:~$ Indnop-process-requests
DONE: MNo pending certificate reqguests
cawka@ucla-certs:~§
cawka@ucla-certs:~$ ndnop-process-requests
>>» Certificate request [/ndn/edu/ucla/cs/afanasev/KEY/ksk-1384236006] <<
Full MName: [Alexander Afanasyev]
Organization: [University of California, Los Angeles]
Email: [afanasev@cs.ucla.edu]
Homepage: [http://lasr.cs.ucla.edu/afanasyev/index.html]
Group: [Internet Research Lab]

Advisor: [Lixia Zhang]
Do you certify the above information? [n]ly: n

09/0% sihiae 8 16



Current NDN Certificate Format

NDN Data packet

) o]0 0
) = o .A A
ame
eta 0
A JteMet 3 0
O e = ateCo
gna e
- - o o - O /\ . D)
O e DE
- O D ..
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X.509-based Data packet content

http://named-data.net/doc/ndn-cxx/
current/tutorials/security-library.html

// DER Encoding

CertificateDerPayload ::= SEQUENCE {
validity Validity,
subject Name,
subjectPubKeyInfo  SubjectPublicKeyInfo,
extension Extensions OPTIONAL I
Validity ::= SEQUENCE {
notBefore Time,
notAfter Time }
Time ::= CHOICE {

GeneralizedTime }

Name ::= CHOICE {
RDNSequence }

RDNSequence ::= SEQUENCE OF

RelativeDistinguishedName

RelativeDistinguishedName ::=
SET OF AttributeTypeAndValue

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier
keybits BIT STRING 1}

Extensions ::= SEQUENCE SIZE (1..MAX) OF

Extension

NDNcomm 2014
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Open issues

Current certificate model does not have “site’s
operator” as part of certification chain

— site operators collectively “own” site’s private key
Certificate storage has limited infrastructure
support

— Currently using repo-ng

— Plan to switch to NDNS as soon as it becomes
available (~ October 2014)

Limited revocation support
— Currently based only on validity period



