
Payments for Outsoured ComputationsBogdan CarbunarMotorola LabsUSAarbunar�motorola.om Mahesh TripunitaraECE, Univ. of WaterlooCanadatripunit�uwaterloo.aAbstrat�With the reent advent of loud omputing, theonept of outsouring omputations, initiated by volunteeromputing efforts, is being revamped. While the two paradigmsdiffer in several dimensions, they also share hallenges, stemmingfrom the lak of trust between outsourers and workers. Inthis work we propose a unifying trust framework, where or-ret partiipation is �nanially rewarded: neither partiipant istrusted, yet outsoured omputations are ef�iently veri�ed andvalidly remunerated. We propose three solutions for this problem,relying on an of�ine bank to generate and redeem payments;the bank is oblivious to interations between outsourers andworkers. In partiular, the bank is not involved in job ompu-tation or veri�ation. We propose several attaks that an belaunhed against our framework and study the effetiveness ofour solutions. We implemented our most seure solution andour experiments show that it is ef�ient: the bank an performhundreds of payment transations per seond and the overheadsimposed on outsourers and workers are negligible.I. INTRODUCTIONThe ability to exeute large, ompute intensive jobs, is nolonger the privilege of superomputer owners. With the reentadvent of loud omputing and volunteer omputing initia-tives, users an outsoure their omputations for exeution onomputers with spare resoures. Cloud omputing provideshardware (CPU and storage) apabilities, along with softwareand eletroni servies, whih lients an elastially rentwhile abstrating from lower level details. Motivated by theability of omputer owners to donate CPU resoures, volunteeromputing takes advantage of the highly parallelizable natureof ertain omputations to distribute sub-jobs to availableomputers over the internet.In this work we onsider a general �ompute market�framework, enompassing the loud and volunteer omputingparadigms: Partiipating omputers an at both as servieproviders (workers) and as lients (outsourers). Outsourershave omputing jobs they annot omplete in a timely fashion,whereas workers are willing to spend CPU yles to run partsof suh jobs. While it is natural to motivate partiipationthrough the use of �nanial inentives, the distributed nature ofthe framework raises trust questions: Outsourers may not trustthe workers to orretly perform omputations and workersmay not trust outsourers to provide payments following jobompletion.Besides systems for outsouring omputations, open forumsthat use kudos [2℄ to rate user posts and establish reputationsare also vulnerable to exaggeration attaks. While solutionsexist that address the lak of trust that the outsourer has in a

worker (see Setion IX), the lak of trust of a worker in theoutsourer is not addressed � W is required to fully trust O.This is however an important problem, sine in our model theoutsourer an be any partiipant (user with a PC or mobiledevie).We onsider the following omputation model. A job takesas inputs a funtion f : I ! R, an input domain D � I anda value y 2 R and requires the evaluation of f for all valuesin D. An outsourer, O, seeks one or all x 2 D values forwhih f(x) = y. That is, O seeks to invert f for a partiulary, and the approah he adopts is brute-fore. O partitions thedomain I and alloates eah partition, along with the funtionf and value y, to a different job. O posts jobs to a prede�nedloation. Any worker, W , an aess the job postings, pull thenext available job, exeute it loally and return the results. Inour work we model the ase of a single partition (job), andone worker, W . W seeks payment for its work. The problemis that O and W do not trust eah other. From the standpointof O, O does not trust thatW will indeed fully do the work heundertakes. For example,W may evaluate f only on a portionof D and seek full payment. From the standpoint of W , evenif he dutifully does the work, he does not trust that O will payhim after he has expended the effort.In this paper we propose solutions that address both issuesof trust. We rely on a trusted of�ine third party, a bank B,that ats stritly as a �nanial institution in the transationbetween O andW . B issues payment tokens, whih O embedsin jobs. W is able to retrieve a payment token if and only ifit ompletes a job. Our solutions employ the ringer oneptproposed by Golle and Mironov [12℄.Our �rst solution (see Setion IV) requires O to split thekey used to obfusate the payment and hides the subkeys intopre-omputed, randomly hosen parts of the job. The worker isentitled to a probabilisti veri�ation of the payment reeivedbefore beginning the omputation. A maliious outsourer thatgenerates a single inorret subkey may pass the veri�a-tion step but prevent an honest worker from reovering thepayment. We address this issue in the seond solution (seeSetion V), through the use of threshold ryptography.O usesthreshold sharing to divide the payment into multiple sharesand obfusates a randomly hosen subset of the shares withsolutions to parts of the job. The worker needs to retrieve onlya subset of the shares in order to reonstrut the payment.This signi�antly improves the worker's hane of retrievingthe payment even in the presene of a maliious outsourer



generating inorret shares. However, this solution providesthe worker with an unfair advantage in reovering the paymentbefore ompleting the entire job: fewer shares need to bedisovered.We address this problem in our �nal solution (see Se-tion VI). We use exat seret sharing to ompute sharesof the payment token � all the shares are needed to re-onstrut the payment. Instead of generating a single ringerset, O generates a ringer set for eah payment share anduses a funtion of the ringer set to �hide� the share. W andO run a veri�ation protool, where all but one share arerevealed and the orretness of the last share is proved in zeroknowledge. While W annot reveal the last payment sharewithout solving the last ringer set, it is unable to distinguishthe revealed payment share even after omputing the entirejob. This effetively prevents W from performing inompleteomputations. Only the bank an retrieve the last share andombine it with the other shares to obtain the payment token.Our solutions rely on an of�ine bank: The bank does nothave to be online during job outsouring operations, but onlyduring payment withdrawal and deposit. This ensures that thebank has no involvement in the job outsouring proess. Thebank is not required to at as an esrow agent, feature thatis essential in ensuring the bank's transpareny with regard tothe job omputation proess.We have tested our third solution on two problems: �ndingthe pre-image of a ryptographi (SHA-1) hash, and the abonjeture [1℄. Our results, desribed in Setion VIII, showthat we impose small overheads on the bank (100 paymenttransations per seond) as well as on the outsourer andworker (ranging from tens of ms to 1s for various job typesand system parameters). II. MODELOur framework is similar to the ones presented in priorwork [12℄, [8℄; we present it here for larity. The threeprinipals in a solution are the outsourer O, the bank B, andthe worker W . O prepares jobs he wants done in the mannerwe disuss in Setion I, B issues and redeems payment tokensand W omputes the job.In the ideal ase, B should be of�ine: O and W indepen-dently transat with it outside of any exhanges they have aspart of the outsouring. The role of B is to at as a �nanial�holding ompany�. B an easily link outsourers to workersand workers to the jobs they have performed, however, privayissues are outside the sope of this work. B has no interest orpartiipation in the nature of the outsouring between O andW . That is, B is trusted to at as an honest bank and followthe protool orretly.Outsourers and workers are assumed to be maliious.Dishonest outsourers will attempt to have their jobs omputedwhile paying less than agreed. Dishonest workers will attemptto redeem payments while minimizing the work they perform.We do not onsider on�dentiality, integrity and authen-tiation issues, whih an be appliation spei� and we

believe are outside the sope of this work. Existing off-the-shelf tools an be used to authentiate partiipants, enryptand authentiate messages, thus preventing attaks suh asimpersonation, eavesdropping, injetion and replay attaks.In the following we adopt the more abstrat mehanisms asused in the random orale model [5℄. G : f0; 1g� ! f0; 1g1is a random generator and H : f0; 1g� ! f0; 1gh is a randomhash funtion. We use the notation x ,!R D to denote thefat that the value x is randomly hosen from the domainD. We also use x; y to denote the onatenation of strings xand y. EK(M) denotes the symmetri enryption of messageM with key K. For a given symmetri key algorithm, lets denote the key's bit size. We also assume the bank hasa trapdoor permutation, 
p; p�1; d� that is seure from non-uniform polynomial time [11℄ adversaries. The funtion p ispubli, and p�1 is private to B.III. RINGERS - AN OVERVIEWThe solution from Golle and Mironov [12℄ (see Setion 2.3there) that we extend is alled ringers. In this setion, wedisuss ringers and how they are used to solve the problem ofthe trust in W . O needs to be able to establish that W doesindeed perform all the omputations that were outsoured tohim.The idea behind ringers is to require the outsourer to seleta small set of random input values fromD and to pre-omputethe image of the funtion f on those values (true ringers).Besides the image of interest, the outsourer sends to theworker also the true ringers. The worker needs to retrievethe pre-images of all the reeived images. In order to preventthe worker from stopping the work after inverting all but oneimage, the outsourer uses bogus ringers, whih are valuesfrom the image of f that do not have a pre-image in D. If theworker is able to invert at least the true ringers, the outsoureris onvined that the worker has ompleted a large perent ofthe job. The solution has the following steps.Job Generation O hooses an integer 2m, the total numberof ringers. He piks an integer t 2 [m+ 1; : : : ; 2m℄ whihonforms to the probability distribution d(t) = 2m�t�1. Lett be the number of true ringers, and 2m � t be the numberof bogus ringers. O omputes f(x) for every true and bogusringer x. These post-images are inluded in the sreener Sthat is sent to W . The sreener is used by W to deide whathe must store for transmission bak to O one he is done withthe job. O uses this information to infer whetherW did indeeddo the entire job, and pays W only if he infers that he did.We larify how S works in the next step.Computation and Payment The sreener S takes as inputa pair hx; f(x)i and tests whether f(x) 2 fy; y1; : : : ; y2mgwhere y is the post-image whose pre-image O seeks, and eahyj is the post-image of a true or bogus ringer. If f(x) is indeedin the set, then S outputs x; otherwise it outputs the emptystring. W omputes f for eah element in D, proesses eahthrough S, ollets all the outputs of S and sends them to Oto reeive its payment. If W honestly does its work, then whatit sends O at the end is the set of true ringers, and possibly the



speial pre-image for whih O is looking. The ringers ensurethat W does its entire work. The bogus ringers make it moredif�ult for W to stop prematurely and still make O believethat it did its entire work.To express the quality of their solution, Golle andMironov [12℄ introdue the notion of a overage onstant. Theoverage onstant (of a set of ringers) denotes the fration ofthe job ompleted by W , given that W is a rational heater.A rational heater is one that ontinually assesses the risk-reward trade off between guessing that he has found all thetrue ringers, and simply ompleting the entire job. A rationalheater risks stopping his work prematurely if the payoff ishigher than ompleting the entire job. We reprodue hereTheorem 2 from [12℄: The bogus ringers sheme ensures aoverage onstant of 1� 1m2m+1 � ( 4m )m.IV. PAYMENT SPLITTING BASED ON SUBKEYSWe now present our �rst solution to the simultaneityproblem and analyze its properties. Table I summarizes ournotations.
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S  (H(K(k+1),k+1, R))Fig. 1. Payment based on key splitting. The �ringer� subkeys, shown eahin a gray retangle on the left side of the �gure, are used to generate thekey that obfusates the payment. The �ringer� subkeys and �bogus� ringers(shown in white retangles), authentiated by B, are randomly permuted togenerate a veri�ation set, shown on the right side, that will later allow Wto verify the validity of the payment.Outsourer Setup: O generates tokent = hId(O); Id(W ); SN; v; T i, ontaining O's identity,W 's identity, a fresh serial number the urreny value v andthe deadline for ompleting the job. O piks an integer k fromthe interval fm+1; ::; 2mg whih onforms to the probabilitydistribution d(k) = 2m�k�1, similar to [12℄. O keeps kseret. O also piks a symmetri key Ks ,!R f0; 1gs.Payment Splitting: O piks k points x1; ::; xk ,!R Dand generates k valuesKj = H(f(xj)), j = 1::k (ringers) andrandom values Kk+1; ::;K2m ,!R f0; 1gh (bogus ringers).h is the bit size of the output of the one-way funtion H .Without loss of generality, let K1 < ::: < Kk (if they are not,sort and rename). Let K = H(K1; ::;Kk) (see Figure 1 for anillustration). The ringers K1; ::;Kk are also alled �subkeys�of K. Generate obf(t) = EKs(t)p(K). Send to B the valuesobf(t); t; k;K;K1; ::;K2m;Ks.

Binding payment to job: B veri�es �rst that m+ 1 �k � 2m and that K = H(K1; ::;Kk), where K1; ::;Kk arethe �rst k keys from the set K1; ::;K2m. Then, it veri�es thatEKs(t)p(K) = obf(t). If any veri�ation fails, B aborts theprotool. Otherwise, it performs the following ations.� Store the tuple ht;Ksi loally.� Generate random R ,!R f0; 1g�. Sign obf(t) to obtain�obf (t) = p�1(obf(t)) = p�1(EKs(t))K. Let � =p�1(EKs(t)). Thus, �obf (t) = �K. � denotes a validpayment of value v. Whoever an present this value toB, an ash it.� Generate validation set V =fp�1(H(K1; R; \r00)),..,p�1(H(Kk; R; \r00))g [fp�1(H(Kk+1; R)),..,p�1(H(K2m; R))g (see Figure 1for an illustration).� Generate signature S = p�1(H(�obf (t); t; R)). Send toO the values �obf (t), R, S and the set V.Payment generation: Let � denote a random permu-tation. O generates the payment P = ht; �obf (t); V er; 2mi,where V er = �(V ). Ver is alled the validation set.Job Transmission: O sends the job to W , along withthe values P , R, S.Veri�ation: W needs to verify P's orretness beforestarting the job. First, it veri�es B's signature on �obf (t),using R, the payment token t = hId(O); Id(W ); SN; v; T iand the signature S = p�1((H(�obf (t); t; R)). If it veri�es,W initializes the set SK = ;. SK is the set of subkeys of Kknown to W . Then, W selets indexes 1; ::; q ,!R f1::2mg,q < r and sends them as hallenges to O. O proesses eahhallenge j in the following manner.� If the j th element V er, denoted by V er(j), is a ringersubkey signed by B, O reveals the pre-image xj 2 D.W omputes Kj = H(f(xj)) and veri�es the equalityH(Kj ; R; \r00)=p(V er(j)). If the equality holds, SK =SK [ Kj and V er = V er � V er(j). Otherwise, Waborts the protool.� If the value V er(j) is B's signature on a bogus ringer,O revealsKj 2 fKr+1; ::;K2mg.W veri�es the equalityH(Kj) = p(V er(j ; R)). If it holds, V er = V er �V er(j). Otherwise, W aborts the protool.Computation: W removes B's signature from eahelement in the set V er. Let p(Ver) denote the resultingset. W evaluates f on eah input value x 2 D. IfH(H(f(x)); R; \r00) 2 p(V er), SK = SK [ H(f(x)) andp(V er) = p(V er)�H(H(f(x)); R; \r00).Payment extration: At the end of the omputation, toextrat the payment,W sorts the elements in SK in inreasingorder. ComputeK = H(SK[1℄; ::;SK[k℄), where k is the sizeof the SK set and SK[i℄ denotes its ith element (in sortedorder). Compute the value � = �obfK�1.Payment redemption: If the urrent time is lessthan T , W sends � to B, along with the tuple t =hId(O); Id(W ); SN; v; T i. B aepts suh a message onlyone. It performs the following ations.� Retrieve the tuple ht;Ksi from its loal storage.



O The outsourer Kj Subkeys of Kf The funtion of interest for O K Obfusation keyB The bank t Payment tokenW The worker obf(t) Obfusated payment tokenD Domain of f outsoured to W �obf (t) Signed obfusated tokenH Random hash funtion � Valid paymenth Output length of H V Validation set
p; p�1; d� Trapdoor permutation of B V er Permuted V2m Total number of ringers S Bank signaturek Number of payment shares P Outsoured paymentTABLE INotation used in the subkey solution.� Verify that the time T from t exeeds or equals theurrent time. Verify that the identi�er of the sender ofthe message is indeed the seond �eld of t.� Verify that DKs(p(�)) = t. If all veri�ations sueed,B redits W 's aount in the amount v.Canellation: If the urrent time exeeds T , W annotredeem the payment. However, O an anel it by sendingt and S = p�1(H(�obf (t); t; R)) to B. Note that O annotanel a payment before the expiration time T of its assoiatedjob.A. AnalysisIntuition: The purpose of the random R used duringthe payment generation step is to bind �obf (t) to V. Thisproves that these values were signed by B at the same time,preventing O from using �obf (t) and V generated in differentprotool instanes. While a value of format p(H(Ki; R)) fromV erti�es the fat that B has seen the subkey Ki, a value offormat p(H(Ki; R; \r00)) also authentiates the fat that Olaimed that subkey to be a ringer, subkey of K, where Kobfusates the payment �. Note that B does not verify thewell-formedness of the ringers K1; ::;Kk. This veri�ation isto be performed by the workers.Following the job transmission step, W needs to generateand verify hallenges. Sine B has generated the random Rvalue and has signed both �obf (t) and eah keyKj ; j = 1::2mwith it, the hallenge veri�ation proedure allowsW to verifythat eah revealed element in the set V er is a payment pieeand any two revealed piees belong to the same paymentinstane O annot pretend that a hallenged ringer subkeyKj is not a ringer. This is beause B has inluded the string�r� in its signature of the subkey Kj . During the omputation,W needs to retrieve K1; ::;Kk, ompute K, then reover �from �obf (t). The bank signed value � allows W to ash thepayment.Note that O annot anel a job before its expiration time.Otherwise, O ould easily heat by aneling valid jobs andpreventing workers from redeeming orretly reonstrutedpayments.Theorem 1. If W retrieves the payment, W has ompletedthe job with probability 1- 1m2m+1 -( 4m )m.Proof: Consider that during the omputation step W

an perform the following attak. Before �nishing the job,when W disovers a new subkey Ki of K and it hasalready aumulated more than m subkeys of K, it stops theomputation, assumes it has all the subkeys ofK and performsthe redemption step with B. That is, W guesses the value ofk, the number of subkeys of K. If it sueeds to ash thepayment, W has suessfully heated O by not performingthe whole omputation. However, W annot preisely detetthe moment when it has retrieved the last subkey of K. Evenif it retrieves K and omputes �obfK�1 = p�1(EKs(t)), Wannot distinguish this value from a random number, sine itdoes not know the key Ks. Then, given the distribution ofk, the number of ringers hosen by O, we use the result ofTheorem 2 of [12℄ to omplete the proof.We now propose an attak that the outsourer an launhand show the defenses provided by our solution.Invalid share attak: O attempts to inlude invalidshares in plae of legitimate shares in what is embedded inthe job. The objetive is to undermine the payment veri�abilityproperty and get an honest W to aept the job, but not getpaid when he ompletes it.Let u be the parameter of the attak � the number of �bad�ringers omputed by O. We an now prove the followingproperty.Theorem 2. If an outsourer launhes an invalid share attakwith parameter u, a worker that ompletes the orrespondingjob is able to retrieve the payment with probability at least1� e�uq=(2m�q+1).Proof: O generates u out of the k subkeys of K atrandom. That is, O does not generate u subkeys of K as ahash of the output of the funtion f applied to one pre-imagefrom D, but uses random numbers instead. Remember that Bis not verifying their well-formedness when it signs them, butinstead leaves this proess for W , in the veri�ation step. Theveri�ation phase onsists of the random revealing of q outof the 2m payment token shares. The probability that any ofW 's hallenges hits an invalid subkey isP = 1�2m� u2m 2m� u� 12m� 1 :::2m� u� q + 12m� q + 1 = 1��2m�uq ��2mq �> 1� (2m� u� q + 12m� q + 1 )q > 1� e�uq=(2m�q+1)
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 1  2  3  4  5  6  7  8  9  10(a) (b)Fig. 2. (a) Probability of deteting a heating outsourer as a funtion of the number of hallenges q and the number of �bad� subkeys, u. The value ofm is 100, u ranges between 1 and 10 and q between 1 and 30. (b) Detetion probability when the number of �bad� subkeys u ranges from 1 to 10 and thenumber of hallenges is 10 (m=100). For u=1, the probability of detetion is very small, 5%.V. PAYMENT THRESHOLD SPLITTINGFigure 2 shows W 's probability of disovering a maliiousO that generates u bad subkeys, by hallenging O to revealq subkeys. Note that for large q and u values, this probabilityquikly approahes 1. However, if u = 1, that is, O generatesonly one �bad� ringer, the hane of W of asking O to revealthe single bad subkey is q=2m. For m = 100 and q = 10, thisvalue is 5%.Our seond solution uses threshold sharing to address thisproblem. It splits the payment into 2m+p shares suh that any2m shares reonstrut the payment. The outsourer obfusatesa subset of the shares with a small subset of the solution ofthe job to be performed. As before, the worker an retrievethe shares only if it overs a large perentage of the job.However, the worker does not need all the shares, but onlya prede�ned subset in order to reonstrut the payment. Then,even if the outsourer generates p bad shares, the worker anstill reonstrut the payment. Table II lists our notations.
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Payment generation: O generates the message M =hId(O); Id(W ); SN; v; T i, where SN is a fresh serial num-ber, v is the urreny value and T is the job deadline. Sendthe tuple along with the key K to B.Payment signature: B omputes a payment token P =EK(p�1(M)) and veri�ation value � = p�1(H(M)). Bstores the tuple hSN; v; T; t;Ki in loal storage, indexed byserial number. B sends P and � to O. The onvention is thatwhoever knows P an ahe the payment.Payment splitting: O uses the P and � values reeivedfrom B to perform the following ations.� Use the (2m; 2m+ p) seret sharing sheme to generate2m+ p shares s1; ::; s2m+p of P.� Pik an integer k ,!R fm + p + 1; ::; 2m � qg withdistribution d(k) = 2m�p�q�k�1. k is seret and denotesthe number of ringers.� Use the shares s1; ::; s2m+p to generate 2m+ p paymenttokens Pi = hId(O); Id(W ); SN; v; T; sii, i = 1::2m+p. Eah payment token is a wrapper for one of the sharessi. Send the payment tokens Pi to B along with P, k, m,p and q.Share signature: When B reeives this message, it �rstveri�es thatm+p+1 < k < 2m�q. It then ompares P againstthe value previously stored for O and uses the reonstrutionfuntion SS to verify that all the shares si ontained in thetoken shares Pi are unique and that any 2m of them indeedreonstrut P. This veri�ation step ould be probabilisti.If any veri�ation fails B aborts and penalizes O's aount.Otherwise, B performs the following steps.� Generate the hash set HS = fH(Pk+1); :::; H(P2m+p)g.Store HS along with the tuple stored under SN,hSN; v; T; t;K;HSi.� For eah payment token Pi, generate p�1(H(ti)), i =1::2m+ p. Send these values to O.Binding payment to job: O uses the values reeivedfrom B to embed the payment into a job as follows.� Choose k values x1; ::; xk ,!R D and ompute theirimages, ri = f(xi), i = 1::k. The ri's are alled ringers.� Use eah ringer ri to ompute the obfusated paymentshare Obfi = ri � (Pi;H(Pi)) (see Figure 3) for anillustration). Let sz = jObfij.



O The outsourer P Payment tokenf The funtion of interest for O � Veri�ation valueB The bank si Shares of PW The worker Pi Payment token sharesD Domain of f outsoured to W HS Hash set of Pi'sH Random hash funtion ri Ringersh Output length of H Obfi Obfusated payment shares
p; p�1; d� Trapdoor permutation of B Clri Cleartext sharesp, q Seurity parameters P Payment setM Payment message V er Veri�ation setTABLE IINotation used in the threshold splitting based solution.� For all remaining 2m + p � k (l = k + 1::2m + p)shares, ompute leartext shares Clrl = (Rndl; sl),where Rndl ,!R f0; 1gsz�jslj.� Let �1 be a random permutation. Gen-erate the outsoured payment set P =�1fObf1; ::; Obfk; Clrk+1; ::; Clr2m+pg, ontainingboth obfusated and leartext payment shares.� Let �2 be a random permutation. Generate the ver-i�ation set V er = �2(fp�1(H(t1)); ::; p�1(H(tk))g[ fRk+1; ::; R2m+pg), where Rk+1; ::; R2m are randomvalues of the same bit length as the output of p�1.V er onsists both of B's signatures on the k obfusatedpayment tokens (from the set P) and 2m + p � kindistinguishable random values.Job Transmission: O sends SN, v, 2m+p, T, P , Ver and� to the worker W along with the job. As mentioned n thepayment generation, � = p�1(H(M)).Veri�ation: After reeiving the job, W proeeds toverify the orretness of the payment P . It �rst veri�es theorretness of the job payment, using � = p�1(H(M)). Thatis, W veri�es that the payment was generated by O for W ,has the serial number SN , is for urreny amount v, is validfor redemption before time T and is authentiated by B. Ifthese heks verify, W initializes Shr, its set of disoveredpayment token shares, to the empty set. W selets randomindexes 1; ::; q ,!R f1; ::; 2m+ pg, q < m and sends themto O. O proesses eah index j separately in the followingmanner.� If the j th element of the payment set P , denoted byP(j), orresponds to an obfusated payment token share,Po, O sends the pre-image x of the ringer used for theobfusation of this value. W omputes P(j)� f(x). Ifthe P(j) value is valid, the result of this operation shouldhave the format (Po;H(Po)). W veri�es that the valuePo has the format Po = hId(O); Id(W ); SN; v; T; soi.W then veri�es that the set V er ontains B's signatureon theH(Po) value. If any of these heks fails,W abortsthe protool. Otherwise, update the sets Shr = Shr[so,P = P � P(j) and V er = V er � p�1(H(Po)).� If P(j) is a non-obfusated payment token of format(Rndn; sn), O sends the signed value p�1(H(Pn)) re-eived from B during the share signature step (but notsent to W during job transmission). W heks that

H(Id(O); Id(W ); SN; v; T; sn) = p(p�1(H(Pn)). Ifthis veri�ation fails, W aborts the protool. Otherwise,it updates the set Shr = Shr [ sn.Computation: W evaluates f on eah x 2 D. Then,it omputes f(x) � P(i) , for all i = 1::2m + p. P(i)denotes the ith element of the outsoured payment set P .If the result is of the form (P ;H(P )), with P of formathId(O); Id(W ); SN; v; T; si and p�1(H(P )) 2 V er, thenupdate the sets Shr = Shr [ s, P = P � P(i), V er =V er � p�1(H(P )). That is, an obfusated share has beendisovered.Redemption: If W �nishes the job before the dead-line T , it sends the share set Shr to B, along with thetuple hSN; v; T i. B retrieves from its loal storage the tu-ple hSN; v; T; t;K;HSi indexed under SN, where HS =fH(Pk+1); :::; H(P2m+p)g. B veri�es that the request omesfrom the worker W whose id is ontained in the tokenP = EK(p�1(hId(O); Id(W ); SN; v; T i)). B only aeptsthis redemption request one and if the urrent time is lessthan T . B sends to W the set HS. Let CShr be the setof non-obfusated shares that W needs to identify. Initially,CShr = ;. W performs the following ations.� For eah value in P (there should be 2m+p�k elementsleft), treat the value as if being of format (Rndn; sn),where Rndn is a random number and sn is a paymentshare. Compute Pn = hId(O); Id(W ); SN; v; T; sni andlook for the hash of this value in the set HS. If a mathis found, CShr = CShr [ sn.� Send the CShr set to B.B veri�es the orretness of the shares in CShr, by alsolooking them up in HS. B then uses all the shares from the setShr, plus 2m � jShrj shares from CShr to reonstrut thepayment P. If it sueeds, it deposits the payment into W 'saount.Canellation: If the urrent time exeeds T , W annotredeem the payment. O however, an anel the payment, bysending P to B. Then, if W has not redeemed the paymentbefore time T , B reimburses O. O annot anel a paymentbefore the expiration time of the assoiated job.A. AnalysisIntuition: The set V er does not ontain B's signatureson the leartext payment tokens, Clrk+1; ::; Clr2m+p, to pre-
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 5  10  15  20  25  30(a) (b)Fig. 4. (a) Probability of detetion of maliious outsourers as a funtion of the number of additional shares p and of the number of hallenges q, form = 100. (b) Probability of detetion as a funtion of the number of additional shares p, for q = 30. For a p = 30 and q = 30, the probability of detetingan outsourer that orrupts p+ 1 shares is larger than 99%. Note that in this ase p = q = 3pm.vent the worker from immediately distinguishing them fromthe Obf1; ::; Obfk shares. During the veri�ation step, O needsto prove either that the hallenged share was obfusated orthat it was presented in leartext to W . The proof onsistsof showing to W the fat that B has witnessed (signed)the obfusated and leartext hallenged shares in the formatlaimed by O. In both ases the worker reeives one paymentshare. When the worker ompletes the omputation, if it hasnot retrieved 2m shares, the bank will allow it to searh foradditional leartext shares. This proess is allowed only one,thus W has to be ertain that it has retrieved all the shares itneeds or that it has ompleted the job.Note that as mentioned in the previous solution, O annotanel a payment before the expiration time of the assoiatedjob and prevent a worker from redeeming the reoveredpayment.We �rst show that this solution is resilient to the invalidshare attak.Theorem 3. The probability that an invalid shares attak isdeteted is lower bounded by 1� e�2=2.Proof: For the attak to sueed, O must replae at leastp + 1 legitimate payment shares with bit strings that annotbe used to reonstrut the original payment. We reall thatthe bank does not verify the well-formedness of the paymentshares when it signs them, but instead leaves this proess toW , in the veri�ation step. The veri�ation step onsists ofthe random revelation of q out of the 2m+p payment tokenshares. The probability that any of W 's hallenges hooses aninvalid payment share is1� (2m� 1):::(2m� q)(2m+ p):::(2m+ p� q + 1) > 1�( 2m� q2m+ p� q + 1)q =1� (1� p+ 12m+ p� q + 1)q > 1� e�(p+1)q=(2m+p�q+1) >1� e�2=2Note that the last inequality holds due to the fat that pm <p; q (see Setup).Figure 4 depits W 's hane of deteting a maliiousoutsourer that sends p + 1 �bad� shares, when m = 100.

We note that as the values of p and q inrease, the probabilityquikly beomes lose to 1. For instane, even when p=20, for30 hallenges (out of the 220 total shares), the probability ofapturing a maliious O that heats as muh as to prevent Wfrom reovering the payment, is larger than 96%. For p=30,the probability beomes larger than 99%. The onsequene ofClaim 3 is that our sheme is quite robust against the invalidpayment shares attak. The worker W is able to detet theattak in the query phase with high probability.We now propose another attak that the worker an launh.Premature payment reonstrution: W attempts toreonstrut a legitimate payment-token based on his knowl-edge of the redundany that is built into the payment-splittingsheme. The objetive is to allow a heating worker to stopthe job omputation step early, reover and then suessfullyredeem the payment. After reovering a ertain number ofpayment shares that are embedded in the true ringers, Wattempts to verify that the remaining ringers are bogus whilesimultaneously trying to extrat the payment. Assume that hehas k � x payment piees that he has extrated legitimatelyfrom true ringers (there are a total of k true ringers).W premises that the remainder are bogus ringers andhooses sets of 2m � k + x from whih he extrats whathe believes are payment piees. He then reonstruts eahset of 2m piees and heks for dupliates among the re-onstrutions. If there are any dupliates, then that is thereonstruted payment he seeks. We observe that there areat most r = �2m+ p� k + x2m� k + x � reonstrutions he needs toperform, and r � �2m� k + x+ 1p �p. Thus, the redundanyin payment shares gives the worker an unfair advantage interminating the omputation before ompleting the job whilealso being able to reover the payment.VI. EXACT PAYMENT SPLITTINGThe �rst two solutions have two important drawbaks. First,they are either vulnerable to the invalid payment share orthe premature payment reonstrution attak. Seond, theyrequire heavy bank involvement. We now propose a solutionthat addresses these problems: it thwarts both attaks whileinvolving B only in the payment generation step. Moreover,



in this solution, only O is involved in binding a payment to ajob.As before, let G : f0; 1g� ! f0; 1g1 be a random generatorand H : f0; 1g� ! f0; 1gh be a random hash funtion. Weprovide onrete instantiations in Setion VIII. Table III listsour notational hoies.Setup: The bank, B, has the following.� A trapdoor permutation, 
p; p�1; d� that is seure fromnon-uniform polynomial time [11℄ adversaries. The fun-tion p is publi, and p�1 is private to B.� A generator, g 2 � for a �nite yli group, � of orderq where q is prime. All of g, � and q are publi. Allexponentiations of g are done modulo q; we omit the�mod q� quali�ation in our writing.� A random keyed hash HK : f0; 1gk � f0; 1g� ! f0; 1ghbased on H with the key K of length k. The key K isseret to B. We assume that K is hosen with are andHK is onstruted seurely based on H . In other words,if H is a random hash funtion, then so is HK .Payment generation: O requests B for a payment tokenof a ertain value. B generates hP; �i and sends it to O.� P = HK (M) is a payment token. M ontains thevalue of the payment token (e.g., �$ 10�) and any otherinformation B may hoose to put in it.� � = p�1 �H �gP ��. � is B's signature on gP .Job generation: O �rst generates an instane ofa job that onsists of the funtion f : I ! R,speial image y and sub-domain D � I to be ex-plored. O then generates r sets of ringers, J =fR1; : : : ;Rrg. Eah Ri = fH (f (ti;1)) ; : : : ; H (f (ti;it )) ,H (f (bi;1)) ; : : : ; H (f (bi;ib))g. Eah H (f (ti;j)) is a trueringer, and eah H (f (bi;j)) is a bogus ringer. Eah ti;j 2 Dand eah bi;j 2 I � D. O needs to prove those fats to Wwhen hallenged in the veri�ation step below.Binding payment to job: O's objetive is thatW is ableto extrat the payment token only if he does the job. O doesthree things to bind P to J .� O splits P into r shares P1; : : : ; Pr suh that P1� : : :�Pr = P mod q � 1. Reall that r is the number of setsof ringers from the Job Generation step above. O alsogenerates G = �gP1 ; : : : ; gPr	.� O obfusates eah Pi with B's trapdoor permutation.That is, O omputes EB;i = p (Pi).� O binds eah EB;i to the true ringers in Ri as follows.O omputes Ki = G (ti;1 jj : : : jj ti;it). We assume aglobally agreed-upon ordering for the ti;j's, for example,lexiographi. Without loss of generality, we assume thatti;1; : : : ; ti;it is that ordering. O then omputes Pi;K =Ki � EB;i. Let P = fPi;K; : : : ; Pr;Kg.Job Transmission: O sends hJ;P ;G; �;Mi to W . Re-all from the Payment Generation step above that � is B'ssignature on gP . W veri�es that the leartextM is aeptableto him.Veri�ation: W runs a protool with O to gain on�-dene that if he ompletes the job, then he will be able to

retrieve the payment token. To ahieve this, W hooses r� 1indexes out of r as its hallenge. Let i be an index hosen byW . O reveals to W all the f (ti;j) and f (bi;l) from Ri, theorresponding ti;j and bi;l, and Pi. W now does the followingfor eah i in its hosen set of indexes.� Veri�es that gPi 2 G. And for i; j hosen byW suh thati 6= j, veri�es that gPi 6= gPj .� Veri�es that eah ti;j 2 D, eah bi;l 2 I �D, and eahH (f (ti;j)) and H (f (bi;l)) is in Ri.� Computes Ki = G�ti;1jj : : : jjti;bit�, where bit is thenumber of true ringer pre-images revealed for index i byO and ti;1; : : : ti;bit are the lexiographially sorted trueringer pre-images.� Veri�es that p (Pi) = Ki �Pi;K.In addition, let i1; : : : ; ir�1 be the indexes W hose, and irthe remaining index for whih the ringer pre-images and Pirhave not been dislosed to W by O. W veri�es that:H ��gPir �(Pi1�:::�Pir�1)� = p (�)Computation: At the end of the Veri�ation step, Wis left with one set of ringers. Without loss of generality, weassume that this is Rr. An honest W does the following:� Computes f on eah value, vi 2 D.� Cheks whether H (f (vi)) 2 Rr. If yes, it adds vi to aset V .Payment extration: To extrat what it believes to beEB;r = p (Pr), W does the following. (Reall that we assumethat r is the index that was not hosen by W during theveri�ation step.)� Computes Kr = G (v1jj : : : jjviv ), where v1; : : : ; viv 2 Vare sorted lexiographially.� Computes dEB;r = Kr � Pr;K.� Submits DP1; : : : ; Pr�1; dEB;rE and M to B for reim-bursement.Payment redemption: For suessful redemption, Bheks that M is valid, and P1 � : : :�Pr�1� p�1 �dEB;r� =HK (M). If p is homomorphi under multipliation, then Wan instead submit M and what it thinks is p (P ). If thehek veri�es, B redits W with the orresponding amount.Otherwise, it rejets the payment.A. IntuitionWe present proofs of seurity properties we desire in Se-tion VII. Here, we disuss the intuition behind our onstrutionin the previous setion. The intent behind splitting the paymenttoken P into r shares is to be able to embed eah in a setof ringers. The intent behind having r ringers is to run a�ut-and-hoose� type protool in the Veri�ation step � Whooses exatly 1 out of the r sets of ringers on whih tobase his omputation; the remaining ones are revealed to himby O. The intent behind obfusating a payment share Pi asEB;i = p (Pi) is so that when W reovers a payment share, itis unreognizable to him. Therefore, unless he ompletes the



O The outsourer P Payment tokenf The funtion of interest for O n The number of payment sharesB The bank Pi A share of PW The worker r Number of payment sharesD Domain of f outsoured to W � B's signature on gPRi A set of ringers J A set of sets of ringersG Random generator ti;j 2 D Pre-image for a true ringerH Random hash funtion bi;j 62 D Pre-image for a bogus ringerh Output length of H EB;i = p (Pi) An obfusated payment shareHK Keyed hash based dEB;i W 's omputed value for EB;i
p; p�1; d� Trapdoor permutation of B Ki Symmetri key based on true ringers� A �nite yli group Ki W 's omputed value for Kig A generator in � Pi;K = Ki � EB;i Enrypted, obfusated payment shareq The prime order of � P Set of Pi;K'sTABLE IIINotation used in the exat payment splitting solution.entire omputation (or all the ringers in the set are true ringersand he disovers all of them), he annot be sure that there areno more true ringers to be disovered. B, however, an easilyreover Pi from EB;i.The intent behind enrypting the obfusated payment shareasKi�EB;i is to make the reovery of EB;i diretly dependenton disovering all the true ringers. The generator g and itsassoiated operations are used so W an be on�dent that Ois not heating. That is, the gPi values enableW to verify thatall the shares are indeed linked to a value � signed by B. Wtrusts B's signature �, and bases its trust in O on whether itis able to verify that signature before starting the omputationstep.B. Issues and ResolutionsWe now disuss some issues with our solution and resolu-tions for them.O's speial values. Reall that one of the reasons O mayoutsoure the omputation is that he has speial values Y =fy1; : : : ; ysg � R for whih he seeks pre-images in D. In oursolution, the values in Y do not appear. Our resolution to thisrelies on the �lazy but honest� assumption aboutW . The tuplesent to W by O in the Job Transmission step an inlude Y .W is then trusted to return any pre-images he �nds for valuesin Y to O at the end.Double spending. We investigate the possibility that thepayment token P is �double spent.� There are various versionsof this problem: (i) O may redeem P with B himself beforean honest W has had the opportunity to omplete the job. (ii)O may embed the same P in jobs to two different workers,W1 and W2. (iii) W may attempt to get reimbursed for thesame P more than one. Our proposed resolution is for B togenerate an additional tuple, T = h�;O;W; to; te; si as part ofthe Payment Generation step. O also must ommuniate thisT toW during the Job Transmission step. T ontains a uniqueserial number, �, the identities of W and O, the time that P isissued, to, the time that P expires, te, and a signature s of Bover all these �elds. Only W may redeem P during the timeinterval [to; te℄. O is allowed to redeem P after time te if it hasnot been redeemed already. W an hek that he has a valid

and aeptable T before ommening the Computation step.B retains � forever to prevent double-spending of P . The bankis still of�ine, as the worker an redeem a reovered paymentanytime before te.B as an orale. W may use B as an orale to guess thekey Kr without ompleting the Computation step. A simpleapproah W may adopt is to guess that he has disovered allthe true ringers at some point in the Computation step, on-strut Kr as his guess for the key based on the true ringers hehas disovered so far, and hek whether B honors his requestfor redemption based on Kr. A straightforward resolution tothis is to adopt the approah of Golle and Mironov [12℄ � Ballows W only one attempt at reimbursement.Collisions of H. It is possible that a ollision of H resultsin an inorret inferene on the part of W about a true ringer.Spei�ally, during the Computation step, it is possible thatW disovers a double u = hv; f (v)i, where v 2 D, suh thatH (f(v)) 2 Rr and f(v) was never intended by O to be partof Rr. The f(v) may orrespond to either a true or a falseringer in Rr. Either way, W will inorporate v into his list oftrue ringer pre-images in omputing the key Kr , whih willyield the inorret key. Note that the probability of this eventan be dereased if H is applied on u instead of only f(v).The probability of ollision beomes then about 2�h=2 whereh is the number of bits in the output of H . We do not proposeany resolution to this issue, other than to suggest that W mustbe aware of the risk of this happening, even if O is honest.Pre-images of bogus ringers It is possible that a bogusringer, f (bi;j), has a pre-image, d 2 D. This would auseW to inorporate d into his onstrution of the key Kr,whih would yield an inorret EB;r and ause his request forredemption of the payment token to be rejeted by B. It maybe the ase that both O and W are honest, and W is deniedhis payment. Certainly, the probability of this event an beredued using the idea mentioned in the previous paragraph,that is, applying H over both the pre-image and the image,u = hv; f (v)i, instead of only the image, f(v).If O is honest, he an alulate the number of redemptionattemptsW must be allowed so he has a minimum probabilityof suessful redemption given, for example, a probability that



a bogus ringer has a pre-image in D. O an then ommuniatethis to B so B an inorporate this number in his redemptionpoliy. However, O an be lazy in that he an hoose notto ommuniate anything to B for the maximum number ofredemption attempts to allow for W (or simply ommuniatethe 1). Consequently, our only �resolution� to this issue isthat W must be aware that even if he does the omputationhonestly, there is a probability that his redemption attempt willfail. If p is the probability that a bogus ringer has a pre-imagein D, then the probability that W 's legitimate redemptionattempt fails is 1� (1� p)ib where ib is the number of bogusringers.It may appear then, that O has an inentive to maximizethe number of bogus ringers in the hope that W 's legitimateredemption attempt fails. However, as Theorem 5 in Se-tion VII shows, O must balane this with the risk that W maysuessfully redeem P without ompleting the omputation.VII. SECURITY PROPERTIESWe now present and prove the seurity properties of thissolution. We do not onsider the extensions we disuss inSetion VI-B in our proofs, and only onsider the originalsolution from Setion VI. We onjeture that the extensionsdo not affet our seurity properties. We onsider two lassesof seurity properties: protetion from a dishonest outsourer,and protetion from a dishonest worker.A. Protetion from a dishonest OThe objetive of a dishonest O is to get W to ompletethe job, but not be able to redeem P . We �rst express ourassertion in the following theorem in terms of W 's suessprobability after the Computation step.Theorem 4. An honest W suessfully redeems the paymenttoken with probability 1� 1=r, where r is the number of setsof ringers.Proof: Assume that W is honest and ompletes theomputation, and yet is unable to redeem the payment.This means that the veri�ation by B fails. Reall fromSetion VI that W submits to B: the �payment message�M , and DP1; : : : ; Pr�1; dEB;rE. B veri�es that M is valid,and P1 � : : : � Pr�1 � p�1 �dEB;r� = HK (M). If B'sveri�ation fails, then this means that dEB;r 6= EB;r. (The otheromponents are veri�ed by W during the Job Transmissionand Veri�ation steps prior.) Reall that dEB;r = Kr � Pr;Kwhere Kr = G (v1jj : : : viv ) and Pr;K is the enrypted andobfusated payment share that orresponds to the rth set ofringers.One ase is that Kr 6= Kr, then this means that W wasunable to reonstrut the key from the true ringers he found.We assume that the bogus ringers have no pre-images in D.This an only be beause O heated with the onstrution.The other ase is that Pr;K is invalid. Reall that Pr;K =Kr � p (Pr). In this ase as well, this an be only beause Oused either an invalid Kr, or applied p inorretly, or used an
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 Fig. 5. Effets of Cheating Outsourers: The pro�t made by an honestworker when interating with f% heating outsourers. Even when 80% ofoutsourers are heating, the derease in pro�t is around 7%.invalid Pr. All of the above attempts by O to heat would havebeen deteted by W in the Veri�ation step, unless O heatedon exatly one set of ringers, and W happened to not hoosethat set for examination in the Veri�ation step. Consequently,O sueeds with a probability of only 1=r.Consequently, we an make the following assertion aboutW 's suess probability before he invests in the Computationstep.Corollary 1. Suessful ompletion of the Veri�ation stepimplies that W has a suess probability of 1 � 1=r inredemption one he ompletes the Computation step.Effets of Cheating: A bad payment that passes theveri�ation step will not be identi�ed by W during theomputation. If this were the ase, W would be able to alsodetet when it has revealed the last payment share, stop theomputation short and retrieve the payment.Let n be the number of outsourers and let f be the frationof (onsistently) dishonest outsourers. Let m the number ofworkers. We assume that a worker will interat with a aughtdishonest outsourer only one. Let all payments have thesame value, v. Let us assume that a worker reeives onejob from eah outsourer. Then, fn jobs will ontain badpayments and (1�f)n jobs will ontain good payments. Then,the worker makes V = (1� f)nv money out of the n jobs.Let us ignore the ost of verifying a payment. As shown inthe evaluation setion, this ost is 1.1 seonds even for r=100and more ompute intensive ab-onjeture jobs. Let  be theost of exeuting a job. The work the worker does for the njobs is C = (1�f)n+fn=r. This is beause only fn=r jobsfrom the fn dishonest outsourers pass the veri�ation step.Then, the money per job made by the worker is on averageProfit = V=C = (1� f)nv(1� f)n+ fn=r = (1� f)v(1� f + f=r)= v=� 1� f1� f(1� 1=r)The fration of bad jobs f ould be evaluated periodiallysystem-wide: Eah worker reports bad payments and proves



them � ommuniation between O and W is over an authenti-ated hannel. One per epoh (whose length is a system-wideparameter) the value of f is evaluated. The worker's unionadjusts the ost to be paid for a job to be v� 1+f=r�f1�f for thenext epoh. Figure 5 shows the derease in pro�t made by anhonest worker when interating with f% heating outsourers.The ratio v= is set to 1 and r is set to 100. The derease inpro�t is linear until f = 80%. When f = 80%, the dereasein pro�t is only 7%.Note that jobs are likely to have different sizes. The valuev for a job should be proportional to the number of CPUyles required to omplete it. Dishonest outsourers ouldalso prefer to heat on larger jobs. Note however that the valueof r ould also be proportional with the job size: for largerjobs the hane of providing a bad payment should be smaller.B. Protetion from a dishonest WIn this setion, we assume that O is honest.W may attemptto reonstrut a legitimate EB;r = p (Pr) without ompletingthe job.Theorem 5. IfW is able to reonstrut EB;r = p (Pr) without�nishing the job with probability p, a Golle-Mironov workeran suessfully stop early with probability at least p � �,where � is the probability that W orrelates p (Pr) and gPr .Proof: (Intuition) We build the proof by reduing Golle-Mironov's solution to our solution. Let us assume that thereexists a PPT algorithm A whih when run by a worker anreonstrut EB;r = p (Pr) without omputing the entire job.We then build a PPT algorithm B that allows a Golle-Mironovworker to suessfully stop early its omputation. B worksin the following manner. First, it interats with the (Golle-Mironov) outsourer O and reeives a job onsisting of thefuntion f , domain D and set of ringers f(x1); ::; f(x2m).B then runs the Payment Generation protool with bank Bto obtain a valid payment P whih it splits into r shares,P1; ::; Pr. B then starts to ompute the job reeived from theoutsourer.Let us onsider the step (l) of this omputation where Bhas proessed l input values from the domain D and hasdisovered k ringers, where m < k < l < 2m. Let x1; ::; xkbe the (Golle-Mironov style) ringer pre-images disovered. Atthis step, B runs the Job Generation and Binding Payment toJob protools to ompute r ringer sets for A as follows. Forr � 1 of the ringer sets, it omputes eah ringer set usinginputs from D whih it has already proessed but whih arenot Golle-Mironov style ringers. It uses these r�1 ringer setsto obfusate r�1 payment shares, P1; ::; Pr�1. B omputes thelast ringer set to beH(f(x1)); ::; H(f(x2m)). It also omputeskey Kr = G(x1jj:::jjxk) and uses it to obfusate the lastpayment share Pr. B then runs the Job Transmission protoolwith A in the following manner. At eah step it sends thevalues previously omputed to A and they engage in theVeri�ation protool. If the r � 1 indexes hallenged by Aontain r, B, stops and starts over. If the r� 1 indexes do notontain r, B follows the Veri�ation protool until the end.

B then interats with A as if it were the bank B. That is, ifA returns p(Pr), the last obfusated payment share, B stopsand returns x1; ::; xk to the outsourer. Otherwise, B proeedswith the step (l+1) of its omputation and repeats the aboveproedure.We need to prove �rst that B terminates in expetedpolynomial time. This is true, sine eah interation with O,B and A is expeted polynomial time, B runs only up to jDjomputation steps and for eah step it runs the Veri�ationprotool an expeted r times (before A hooses the right jobto perform).Then, it is straightforward to see that A sueeds onlyif A reognizes the end of the job before ompleting it orif A an orrelate p(Pr) and gPr . By hypothesis, the latterase ours with probability upper bounded by �. Also, theformer ase orresponds to the ase where B sueeds. Thus,Pr[B sueeds℄ � Pr[A sueeds℄� �.VIII. EMPIRICAL EVALUATIONOur �rst solution an be used in volunteer omputing envi-ronments, where outsourers may be more trusted. Our seondsolution an be used in loud omputing environments wherethe loud providers are more trustworthy. However, given theresiliene of our third solution to both heating outsourersand workers, as well as its lightweight use of the bank, webelieve it should be preferred in most implementations. In thissetion we investigate the osts imposed by our third solutionon the operation of all system partiipants.We �rst onsider the bank, whih is the system bottle-nek, involved both in payment generation and redemptiontransations. The bank may be unwilling to implement oursolution if the overhead of suh transations is too high. Dueto large waiting times and system unavailability, signi�anttransation osts an negatively impat the number of bankustomers. Thus, in the following we plae speial emphasison these osts, by evaluating the bank's ability to handlemultiple transations per seond.Seond, we are interested in the overhead imposed byour solution on the operation of outsourers and workers. Inpartiular, we need to ompare payment related overheadsto the osts of evaluating atual jobs. Outsourers will beunwilling to use our solution if the assoiated overheads aresimilar to the osts of atual jobs. Similarly, workers wouldexpet the payment veri�ation and extration osts to bemuh smaller than the job osts.We have implemented our solution and have tested eahomponent on Linux mahines with dual ore Intel Pentium 4that loks at 3.2GHz and 2GB of RAM. The ode was writtenin Java and runs on Sun's 1.5.0 Java Runtime Environment(JRE). We used the BounyCastle seurity provider [3℄ toimplement the required ryptographi primitives. We haveimplemented two job types, SHA-1 hash inversion and ab-onjeture jobs. We separately desribe the implementationdetails of eah job type.The SHA-1 inversion job. A job is a triple hSHA �1; D; yi. The job onsists of applying SHA-1 to eah input



value from a given domainD, a subset of the spae of all inputstrings of a given length. The result of the job onsists of all (ifany) input values x 2 D for whih SHA� 1(x) = y. Duringthe job generation step, the outsourer generates a ringer asH(SHA � 1(x)), where x 2 D for true ringers and x 2 �Dfor bogus ringers. To reover the payment, the worker needsto �nd all true ringer preimages from the remaining share.The ab-onjeture job. The ab onjeture is stated asfollows. Given three integers a, b and , where gd(a; b) = 1and  = a+b, de�ne the quality of the triple, quality(a; b; ) =log = log rad(ab), where rad(x) is the produt of the distintprime fators of x. The ab onjeture states then that thenumber of (a; b; ) triples for whih quality(a; b; ) > 1 + �is �nite, for any � > 0. An ab-onjeture job onsistsof the triple hquality;Da � Db; 1 + �i. That is, for eaha 2 Da and b 2 Db suh that gd(a; b) = 1 omputequality(a; b; a + b). The result of the job onsists of alla and b values for whih quality(a; b; a + b) > 1 + �.Before outsouring the job, the outsourer generates ringersof the form H(quality(a; b; a + b)), for randomly hosena 2 Da; b 2 Db for true ringers and a 2 �Da; b 2 �Db for bogusringers. Note that the quality(a; b; a+b) value for ringers doesnot need to be larger than 1 + �.The fous of our implementation is not on solving the hashinversion or the ab-onjeture problems. Instead, our goalis to study the omputation osts imposed by our paymentsolution on the system partiipants, in the ontext of theseomputations.Instantiations. We now disuss onrete instantiations forthe abstrations used in our solution. We hose SHA-1 toimplement the funtion H and also for implementing theHMAC funtion HK . The bank's seret key K was instan-tiated using a SeretKey objet, using a seret key generatorprovided by BounyCastle [3℄. We used RSA for the bank'strapdoor permutation (p; p�1; d). Let N denote the bit sizeof the RSA modulus. The generator g and the group orderq of group � were omputed as ElGamal parameters. Let jqjdenote the bit size of �'s order. N and jqj are parametersand their values are spei�ed in our experiments. We useda SeureRandom instane based on a SHA-1 pseudo-randomgenerator to implement the random generator G.In the following, all results presented are an average over100 independent experiments.A. Bank Transation CostsIn the following we investigate the osts of eah proedureinvolving the bank.Setup: We start by evaluating the time to perform theinitial setup operation. The time to generate 1024 bit RSAparameters is 444ms, the time to generate 256 bit ElGamalparameters is 1943ms and the time to instantiate the HMACand initialize it with a fresh seret key is 50ms. The totalsetup time for these parameters is then on average less than2.5 seonds. Note that this operation needs to be performedonly one, at startup. While periodially hanging the systemparameters makes sense to enhane seurity, this issue is

beyond the sope of the paper. We note however that hangingseurity parameters needs to be done with are to avoid asituation where the bank rejets valid but outdated payments.Payment Generation and Redemption: The approxi-mate ost of payment generation and redemption transationsis given by Equations 1 and 2. TRSA sig(N) and TRSA de(N)are the RSA signature and private key deryption osts forthe orresponding RSA modulus N , Texp(jqj) and Tmul(jqj)are the osts of modular exponentiation and multipliationin � and TH is the hashing ost. Compared to the otheromponents, the hashing ost is very small and an be safelyignored. TPGen = TRSA sig(N) + Texp(jqj) + 2TH (1)TPRed = TRSA de(N) + rTmul(jqj) + TH (2)In one experiment we reorded the evolution of paymenttransation osts as a funtion of N , ranging from 512 to2048 bits. We set jqj to be 256 bits and the number of ringersets, r, to be 2. Figure 6(a) shows our results. As expetedfrom Equations 1 and 2, payment redemption transationsare more ef�ient than payment generations. For instane, forsmall N values (512 bits), the bank an redeem almost 500payments per seond and generate 350 payments per seond.This is beause the time to sign and enrypt are very similar,however, a modular exponentiation is more expensive than 2multipliations.For large values of N the osts of the two transationsbeome almost equal. For instane, for N = 2048, bothtransations take approximately 66ms. This is beause forlarge N values the RSA signature and private key enryptionosts beomes the dominant fator. Note that when N = 1024both transations take approximately 10ms, allowing a singlePC to generate and redeem 100 payments per seond. In thefollowing experiments we set N to be 1024 bits.In a seond experiment we study the bank's ost dependenyon jqj, ranging from 64 to 512 bits (N is set to 1024 bits).Figure 6(b) shows our �ndings. The payment redemptionost is almost onstant, as it depends almost entirely on theRSA modulus size � even for large jqj values the modularmultipliation ost is very low. However, the modular expo-nentiation ost for large jqj values beomes signi�ant. (seeEquation 1). This determines a derease in the number ofpayment generation transations performed per seond fromaround 100, for smaller jqj values, to around 70 for jqj = 512.In the following experiments we set jqj to be 256, suf�ientaording to urrent spei�ations [15℄.Payment size and network delays: The size of apayment token generated by the bank and sent to an outsoureris jN j+h, where h is the hash funtion output bit size. For thevalues onsidered (jN j = 1024 bits, h=160 bits for SHA-1),the payment token an �t a single paket (MTU=1500 bytes).The size of the payment struture sent by a worker to the bankduring the payment redemption step is (r � 1)jqj+N . When
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(a) (b)Fig. 6. Bank ost for payment generation and redemption transations. (a) Performane when the RSA modulus size inreases from 512to 2048. For N = 1024 even a simple PC allows the bank to perform 100 of eah transation type per seond. (b) Inreasing �'s grouporder from 64 to 512 bits does not in�uene the payment redemption ost, however, it dereases the number of payment tokens that an begenerated in a seond to around 70. We hoose jqj then to be 256, whih is muh larger than the urrently reommended values. The bankan then still generate 100 payments per seond. The effet of jqj on osts. For jqj = 256, the bank an generate and deposit 100 paymentsper seond.r = 100, the traf� generated by the payment redemption stepis 3 pakets.B. Outsourer OverheadWe study now the osts inurred in our solution by apartiipant outsouring a job. As mentioned before we on-sider two types of jobs, hash inversions and ab-onjeturejobs. In partiular, we are interested in the osts imposedby the generation of ringers as well as the osts to split apayment token, obfusate the shares and blind eah share witha ringer set. Where appliable, we ompare these osts againstthe baseline osts of an outsourer implementing the Golle-Mironov [12℄ solution.Ringer Generation: The ost of generating the ringersets in our solution is approximately given by equation 3,where nt is the number of ringers (true and bogus) in a ringerset and Tf is the average ost of omputing the funtion f onone input value from domain D.TRing = r � nt� (TH + Tf ) (3)We implement our solution using up to 100 ringer sets,where the total number of ringers in eah set is 10. We limitthe job omputation time by onsidering only domains wherethe largest possible element is 106. Figure 7(a) shows our�ndings, where eah bar is an average over 100 independentexperiments (jobs). The �rst (gray) bar in eah pair is the ost(in milliseonds) for hash inversion and the seond (blak) baris the ost for ab-onjeture jobs. The �rst two bars in thegraph are the Golle-Mironov osts (r=1). The remaining pairsare for our solution when r ranges from 10 to 100. The y axisis shown in logarithmi sale.As indiated by Equation 3, the ringer generation overheadis dependent on the number of ringers (sets). By generatinga single ringer set, Golle-Mironov is more ef�ient, requiringonly 4ms for generating hash inversion ringers and 13ms forab-onjeture ringers. As expeted, the ost of our solutiongrows linearly with the number of ringer sets. The job type isthe other fator in the ringer generation ost, sine generating

a ringer effetively means omputing the job on a randomlyhosen input point. The ringer generation ost for the ab-onjeture is higher than for hash inversion. The hash inversionringer generation ost is pratially independent of the bitlength of the input value (for reasonably sized inputs). This isertainly not the ase for ab-onjeture ringers, whih requirefatoring numbers from the input domain. Note however thateven for 100 ringer sets of 10 ringers eah, the outsourer'sringer generation ost for the ab-onjeture (of input valuesa, b and  upper bounded by 1000000) is under 1s. For thesame parameters but for the hash inversion problem, this ostis signi�antly smaller, around 75ms. The outsourer needs toperform this task only one per job, thus we believe this ostto be very reasonable.Binding payment to job: One the ringer sets areomputed the outsourer needs to split a payment token anduse the ringer sets to blind eah payment share. The ostof this task is independent of the job type and has threeomponents, Tsplit (see Equation 4), Tobf = rTRSA en(N)and Tbind = rTxor(N), where TRSA en is the RSA publikey enryption ost, Txor(N) is the time to perform an Xoroperation on N bit input values and Tinv is the modularinversion ost.Tsplit = Tinv(jqj) + rTmul(jqj) + rTexp(jqj) (4)We measure the time taken by eah omponent whenthe number of ringer sets r inreases from 10 to 100 andthe number of ringers (true and bogus) in eah set is 10.Figure 7(b) shows our results, averaged over 100 independentexperiments. Sine the last step, of binding the ringer sets topayment shares, only onsists of Xor operations, it imposesthe smallest overhead, less than 17ms even for r = 100.The split and obfusation steps impose similar osts, with theobfusation step being slightly more expensive. This is beausethese steps are dominated by the ost of r RSA enryptionsand modular exponentiations in �. However, even for r = 100,the total ost of binding a payment to a job is less then 200ms.
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(a) (b)Fig. 7. Outsourer osts as a funtion of the number of ringer sets employed. (a) Comparison of osts inurred by the ringer generation step of our solutionand Golle-Mironov, for hash inversion and ab-onjeture jobs. Even for 100 ringer sets our solution imposes less then 1s overheads on the outsourer. (b)Overhead of binding ringer sets to payment shares. For 100 ringer sets the total ost is less than 200ms and is independent of the job type.In onlusion, the total ost inurred by the outsourer isunder 1.2s for ab-onjeture jobs and under 0.3s for hashinversion jobs even when 100 ringer sets are used. The ringergeneration step is job dependent but the ringer to paymentbinding is independent of job details. As the size of the jobinreases, the ringer generation overhead beomes dominant(see Equation 5) however it is only a fration of the total jobomputation ost.Overhead(O) = (TRing + Tsplit + Tobf + Tbind)=Tjob� (r � nt� Tf )=(jDj � Tf )= r � nt=jDj (5)C. Worker CostsFinally, we study the worker overheads. Spei�ally, weare interested in the three main omponents, veri�ation, theatual job omputation and the extration of the last paymentshare.Payment and Job Veri�ation: The worker needs toverify that if it ompletes the job, it is able w.h.p. to extratthe payment. The veri�ation ost is approximately given inEquation 6, where TRSA en(N) and TRSA ver(N) denote theRSA signature veri�ation and publi key enryption osts.For all pratial purposes these two osts are equivalent.TV er = (r � 1)� (nt� (TH + Tf ) + 2Texp(jqj) ++TRSA en(N) + Txor(N)) + TRSA ver(N)(6)We measure the worker's veri�ation ost as a funtionof the number of ringer sets employed by the outsourer.That is, we inrease r from 10 to 100, eah ringer setontaining 10 ringers. Figure 8(a) shows the veri�ation ostboth for hash inversion and ab-onjeture jobs, eah datapoint being averaged over 100 independent experiments. Itis interesting to note that the veri�ation ost is quite similarto the outsourer's ringer generation ost. The worker's ostis slightly larger, onsisting of roughly r � 1 additional RSApubli key enryptions and 2(r � 1) modular exponentiationsin the group �. However, even for ab-onjeture jobs with100 ringer sets, eah onsisting of 10 ringers, the worker's

ost is approximately 1.1s. For hash inversion jobs this ostis under 300ms.Computation Costs: We also brie�y investigate theworker's job omputation ost as a funtion of the job size(ardinality of input domain D). For both hash inversion andab-onjeture job types, we experiment with input domainsizes ranging from 100000 to half a million. Eah inputdomain onsists of ontiguous ranges of integers up to 106 1.Figure 8(b) shows the results of this experiment. Note thatGolle-Mironov's omputation overhead is idential to that ofour solution: Besides performing the atual job, both solutionsrequire the worker to lookup eah omputed value in the setof input ringers (the unrevealed set of ringers in our solution).As expeted, the omputation ost inreases linearly withthe input domain size. The inrease is steeper for the ab-onjeture job, reahing almost 300s for 500000 input values.This ost will ertainly be higher for larger input domainvalues. Outsouring jobs makes sense only if the omputationost is on the order of hours. Note however that even whenompared to the jobs onsidered here, the overheads of oursolution, both for outsourers and workers are negligible.Payment Extration: After ompleting the omputation,the worker needs to remove the ringer based blinding fatorfrom the last payment share. The overhead of this operationis roughly an Xor operation, r string onatenations and onerandom string generation. Figure 8() shows the ost of thisoperation when the number of ringer sets r inreases from 10to 100. Eah bar is an average over 100 independent experi-ments. It is interesting to see that even though theoretially thisost should be linear in r (the number of string onatenations)in pratie it is not. This is beause the string onatenationost is negligible. The variations seen in Figure 8() areatually quite small (the highest value is under 0.3ms) andare due to running the experiments on a real mahine.D. Experimental ConlusionsOur experiments show that our protool is ef�ient. First,for standard seurity parameters, on a single off-the-shelf PC,1For ab-onjeture jobs the input onsists of two domains, for a and bvalues.
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(a) (b) ()Fig. 8. Worker osts. (a) Job veri�ation ost as a funtion of the number of ringer sets. Even for 100 ringers sets and the more ompute intensiveab-onjeture jobs, our solution takes only 1.1s. (b) Atual omputation overhead, funtion of the input domain D ardinality. Growth is linear and showsthat veri�ation osts beome negligible for reasonable sized jobs. () Payment extration ost as a funtion of the number of ringer sets. The number ofringer sets in�uenes only the string onatenation ost. As suh, the ost is less than 0.3ms.the bank an perform 100 payment generation and paymentredemption transations per seond. Both transations are jobindependent, making the bank ef�ient irrespetive of jobomplexities. The traf� reated by payment generation andredemption transations is of 1 respetively 3 pakets. Sinethe bank's overhead is 10 ms for either transation, the delayinurred by lients during these transations is likely to bedominated by network latenies (tens of milliseonds).Seond, the overheads imposed by our solution on out-sourers and workers are negligible when ompared to over-heads of jobs. These overheads onsist of job dependent andjob independent omponents. The job independent omponentsare on the order of milliseonds, thus negligible. The osts ofjob dependent omponents are determined by the level of as-surane needed by both outsourers and workers: more ringersets improve the worker's on�dene whereas more ringersper set improve the outsourer's on�dene. However, theseoverheads are very small when ompared to the atual jobomputation osts. In our experiments, the payment assoiatedoverheads for either outsourer or worker are less then 1.5sfor ab-onjeture jobs and only a few hundred milliseondsfor SHA-1 inversion jobs.Our solution ompares favorably with Golle-Mironov. Eventhough expeted to be slower, our solution introdues verysmall overheads. This is a small ost to pay for the additionalbene�t of providing payment redemption assuranes to work-ers. IX. RELATED WORKThe model we use in this paper for seurely distribut-ing omputations in a ommerial environment is proposedin [16℄, [13℄, [12℄. Monrose et al. [16℄ propose the use ofomputation proofs to ensure orret worker behavior. A proofonsists of the omputation state at various points in itsexeution. In essene then, the proof is a trae where eahvalue in the trae is the result of the omputation based onthe previous trae value. The worker simultaneously performsthe omputation and populates the proof trae. The outsourerprobabilistially veri�es the omputation orretness given theproof, by repeatedly piking a random trae value, exeuting

the omputation given that value and omparing the outputwith the next trae value.Golle and Stubblebine [13℄ verify the orretness of om-putation results by dupliating omputations: a job is assignedto multiple workers and the results are ompared at theoutsourer. Golle and Mironov [12℄ introdue the ringer on-ept to elegantly solve the problem of verifying omputationompletion for the �inversion of one-way funtion� lass ofomputations. Du et al. [9℄ address this problem by requiringworkers to ommit to the omputed values using Merkletrees. The outsourer veri�es job ompleteness by queryingthe values omputed for several sample inputs.Szajda et al. [19℄ and Sarmenta [17℄ propose probabilistiveri�ation mehanisms for inreasing the hane of detetingheaters. In the same setting, Szajda et al. [20℄ propose astrategy for distributing redundant omputations, that inreasesresistane to ollusion and dereases assoiated omputationosts. Instead of redundantly distributing omputations, Car-bunar and Sion [6℄ propose a solution where workers are ratedfor the quality of their work by a prede�ned number of ran-domly hosen witnesses. This solution addresses not only thesel�shness of workers but also the relutane of outsourersto provide fair ratings. Belenkiy et al. [4℄ propose the use ofinentives, by setting rewards and �nes, to enourage properworker behavior. They de�ne a game theoreti approah forsetting the �ne-to-reward ratio, deiding how often to double-hek worker results.Motivated by the need of resoure onstrained devies, suhas RFID tags, to perform (expensive) ryptographi operations,Hohenberger and Lysyanskaya [14℄ introdue an outsouringframework where the workers at as ryptographi helpers todumb devies. This model introdues the additional onstraintof making the worker oblivious to the atual omputationwhile still allowing the outsourer to ef�iently verify itsorretness.This paper extends the work of Carbunar and Tripunitara [7℄by introduing two new solutions to the simultaneous om-putation for payment exhange problem. The �rst solutionobfusates the payment with a key generated from ringersassoiated with the job. The seond solution uses threshold



ryptography to split the payment into multiple shares, whereonly a subset of the shares is needed to reonstrut thepayment. Some shares are then obfusated with ringers andsome are presented in lear to the worker. The two solutionsprovide various degrees of trust to the worker and outsourer.As suh, eah solution is suitable for environments where oneof the partiipants is less trusted than the other. For instane,loud providers are more trusted than lients and volunteerprojet outsourers are more trusted than workers.On a related note, Gentry et al. [10℄ introdue the onept ofseure distributed human omputations. While omputers arestill employed to solve large, dif�ult problems, humans an beused to provide andidate solutions for problems that are hardfor omputers (e.g., image analysis or speeh reognition).This work proposes the use of payouts not only as a rewardfor solving problems, but also in the reverse manner. Thatis, humans ould be asked to solve simple problems (imagelabeling, CAPTCHA solution gathering, proofreading shorttexts, et) as payment for small Internet servies.X. CONCLUSIONSIn this paper we study an instane of the seure omputationoutsouring problem in loud and volunteer omputing se-narios, where the job outsourer and the workers are mutuallydistrusting. We employ ringers oupled with seret sharingtehniques to provide veri�able and onditional e-payments.Our solutions rely on the existene of a bank that is obliviousto job details. We prove the seurity of our onstrutions andshow that the overheads imposed by our �nal solution on thebank, outsourers and workers are small.XI. ACKNOWLEDGMENTSWe would like to thank Matthew Piretti for his suggestionson early versions of this work. We thank the reviewers fortheir omments and suggestions for improving this work.REFERENCES[1℄ ABC�Home. http://abathome.om/.[2℄ About SophosFree Talk. http://openforum.sophos.om/t5/About-SophosFreeTalk/FAQ-how-does-the-kudos-system-work/m-p/6.[3℄ The legion of the bouny astle. http://www.bounyastle.org/doumentation.html.[4℄ M. Belenkiy, M. Chase, C. C. Erway, J. Jannotti, A. Küp̧ü, andA. Lysyanskaya. Inentivizing outsoured omputation. In NetEon'08: Proeedings of the 3rd international workshop on Eonomis ofnetworked systems, 2008.[5℄ M. Bellare and P. Rogaway. Random orales are pratial: a paradigmfor designing ef�ient protools. In Proeedings of the 1st ACMConferene on Computer and ommuniations Seurity (CCS'93), pages62�73, 1993.[6℄ B. Carbunar and R. Sion. Unheatable reputation for distributedomputation markets. In Proeedings of the International Confereneon Finanial Cryptography and Data Seurity (FC), 2006.[7℄ B. Carbunar and M. Tripunitara. Fair payments for outsoured ompu-tations. In Proeedings of the 7th IEEE International Conferene onSensor, Ad Ho and Mesh Communiations and Networks (SECON),2010.[8℄ B. Carbunar and M. V. Tripunitara. Conditional payments for omputingmarkets. In Cryptology and Network Seurity � CANS 2008, pages317�331. Springer Verlag, LNCS 5339, Deember 2008.[9℄ W. Du, J. Jia, M. Mangal, and M. Murugesan. Unheatable gridomputing. In Proeedings of the 24th International Conferene onDistributed Computing Systems (ICDCS), 2004.
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