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Figure 1(a) shows the distribution of the per-venue number
of reviews of Miami-Dade venues, with a logarithmic y scale.
It shows a long tail distribution, with around 2000 venues
having 1 review but only 1000 venues having 2 reviews. We
emphasize the low number of venues without reviews - only
177. Figure 1(b) shows the distribution of the number of
venues with an aggregated rating ranging between 1 and 5:
Yelp reviews are mostly positive as most aggregate ratings are
at or above 4 stars.
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II. C RIME DATA
We use a historical database of more than 2.3 million crime
incidents reported in the Miami Dade county area since 2007
[1]. Each record is labeled with a crime type (e.g., homicide,
larceny, robbery, etc), the time and the geographic location
where it has occurred. We briefly document two problems
we encountered when pre-processing this data. First, since
records come from different Police departments, the crime
type labels are non-uniform, (e.g., murder in Miami Beach
vs. homicide in North Miami). Second, crime reports include
many minor incidents (e.g., fire alarms issues), resulting in
over 140 different crime types.
In order to standardize and eliminate ambiguities, we
mapped crimes into 7 categories: Murder, Forcible Rape,
Aggravated Assault, Robbery, Larceny/Theft, Burglary/Arson,
Motor Vehicle Theft. We removed minor crime reports that
did not fall into these categories. Due to the large number
of records in the database, manual mapping was infeasible.
Instead, we have experimented with two machine learning
techniques for classifying each record: the Naive-Bayes (NB)
classifier and the Decision Trees (DT) classifier [2]. In order to
build our training and test sets, we manually annotated a random sample of 2000 records from different police departments.
Then, we split this subset of records into training and test
datasets, each containing 1000 records. We built our classifiers
using the NLTK library [3]. The accuracy was measured using
a simple metric that measures the percentage of inputs in the
test set that the classifier correctly labeled. For instance, a
crime type classifier that predicts the correct crime type 60
times in a test dataset containing 100 crime types, would
have an accuracy of 60%. On our crime dataset, the NB
classifier achieved an accuracy of 91% and the DT classifier
an accuracy of 98%. Thus, we have used the outcome of the
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Fig. 2. Outcome of DT classifier – statistics of crime in Miami-Dade county.
Distribution of number of crime events per type of crime.

Fig. 3. Miami-Dade county: geographical distribution of population. Polygons represent Census Block Groups.

DT classifier. Figure 2 shows the crime set’s distribution of
the crime categories following the DT classification.
We use Census data sets [4], reporting population counts and
demographic information. The data is divided into geographical extents e.g. polygons, called census block groups. Each
block contains information about the population within (e.g.,
population count, various statistics). According to the data,
Miami Dade county has a population of 2, 496, 435. Figure 3
shows the geographical distribution of the population in the
Miami Dade county.
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Fig. 1. Statistics of Miami venues: (a) Distribution of number of reviews per venue. (b) Distribution of venue ratings. Venues recording less than 4 reviews
were filtered out.
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Fig. 4. 18 week (August 29-December 31, 2011) evolution of the number
of crimes reported within one Miami-Dade block.

III. L OCATION BASED S AFETY
Figure 4 shows the evolution of the number of crimes
reported in a Miami-Dade block during an 18 week interval
(August 29-December 31, 2011). The dotted lines contain
points representing the number of crimes reported during
the work days (Monday-Thursday), The other points denote crimes reported during the week-end (Friday-Sunday).
It shows that the number of crimes can evolve significantly
between consecutive groups of days.
IV. F ORECASTING T OOLS
ARIMA Model. ARIMA(p, d, q) incorporates autoregressive
(p), integration (d) and moving average terms (q) to provide
higher fitting and forecasting accuracy. It uses the input data
(p, d, and q) to determine the appropriate model form. The
ARIMA forecasting procedure consists of four steps [5], (1)
identifying the ARIMA(p, d, q) structure, (2) estimating the
unknown parameters, (3) fitting tests on the estimated residuals
and (4) forecasting future outcomes based on historical data.
The formulation of the ARIMA model depends on the
characteristics of the series. Generally, it is originated from the
autoregressive model AR (p), the moving average model MA

(q) and the combination of AR (p) and MA (q), the ARMA
(p, q) model [6]. Like most time series, ours is non-stationary.
Hence we cannot apply stationary ARIMA processes directly.
One way of handling non-stationary series is to apply differencing (d) so as to make them stationary. Then, to find
the best ARIMA model, we used the autocorrelation (ACF)
and partial autocorrelation (PACF) functions for preliminary
estimations of the AR(p) and MA(q) components. The ACF
function is a set of correlation coefficients between the series
and lags of itself over time while the PACF function is the
partial correlation coefficients between the series and lags of
itself over time. We use the Corrected Akaike Information
Criterion (AICc) [5] as the primary criterion in selecting the
orders of a fitted ARIMA model which acts as an estimator of
the expected discrepancy between the true model and a fitted
candidate model. We choose the ARIMA model that has the
minimum AICs value. We use T-statistics with 95% confidence
interval to test the significance of the parameters in the fitted
ARIMA model.
Linear (Double) Exponential Smoothing (LES) Model.
Brown’s linear (double) exponential smoothing [7] includes
trend variations of the time series without a significant seasonal component. The process is controlled by a smoothing
parameter α whose value ranges between 0 and 1. α decides
the weight placed on the most recent observations during the
forecast process. We determine the value of α by minimizing
the root mean squared error (RMSE) [8] from one step-ahead
forecasts and repeating the process for all forecast values.
Artificial Neural Network (ANN). ANNs are data-driven
self-adaptive methods that learn and generalize from experience and capture subtle functional relationships among the
empirical data even if the inherent relationships are unknown
or difficult to describe. In this paper we focus on the multilayer perceptrons (MLP) ANN model, which is particularly
suitable for forecasting, due to its ability for input-output
mapping. The ANN we consider consists of an input layer
(of the same size as the input vector), two layers of hidden
nodes and an output layer providing the forecast value. Before
the training phase, we normalize the input data to a (−1, 1)
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range; following the prediction step we map the output back
to the initial range. For the training phase we use a multilayer
feedforward network trained using back propagation and the
Levenberg-Marquardt algorithm to perform function fitting
(nonlinear regression).

8−20

21−39

40−631

Theorem 2: iSafe provides location privacy.
Proof: (Summary) The adversary A can only access
user location information from (i) user trajectory traces, (ii)
queries made by iSafe (Algorithm 1 line 12) and (iii) during
computations of the aggregate super user crime and safety
indexes (the multiP artySum operation).
For the first point, we observe that user trajectories are only
stored on the the user’s mobile devices and are never shared
with other participants. For the second point, the queries
made by iSafe clients to A are private, e.g., through the
use of PIR. Thus, A cannot learn the location of the user
with a probability non-negligible higher than 1/n, where n is
the number of census blocks, without breaking the security
of the PIR solution employed. The third point’s implicit
requirement is that the provider colludes with users in order to
learn information about their neighbors. The use of random,
frequently changing MAC (or physical device) addresses by
participating devices prevents however even such a powerful
adversary from linking a device identifier to a user, thus linking
a user to a location. Moreover, Theorem 1 shows that if A
controls at most N T hr − h clients at any location where at
least N T hr + 1 clients are located, A can only learn the sum
of the secret values of the remaining (at least h+1, h > 1)
honest clients.
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Fig. 5. Mosaic plot showing the relation between the number of reviews
received by a venue and the crime index (CI) level of its block.
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Proof: Secret splitting is information theoretical secure:
Without knowing all the shares of a secret, no information
can be inferred about the secret. The adversary A has access
to all intermediate values multicast in Algorithm 1, as well
as k − h shares of the secret of each of the remaining h
honest participants. Let Ri denotes the random value of the
i-th (honest) participant and let s1i , s2i , .., ski be the shares
received by that participant from all the other participants.
Then, the sum Ri + s1i + s2i + .. + ski is random and cannot
be predicted by A: A only controls k − h shares of Ri (out
of k − 1 shares), but not Ri . Thus, the remaining h values in
the sum are random and not under the control of A. Thus, A
cannot infer the value (BWC or TBlk) of user i by comparing
the value of S before and after user i’s multicast.

Standardized
Residuals:

Theorem 1: An adversary A controlling k − a out of k
participants in the iSafe algorithm, can only find the sum of
the input values (BWC or Tblk) of the remaining a honest
participants.
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We now present the proofs of theorems that we omitted
from the main document.
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Fig. 6. Number of rapes per number of venue’s reviews. Locals and visitors.

VI. G EOSOCIAL N ETWORK E XTENSIONS
In the supplemental material we investigate a second question, of whether there exists a relation between the number
of reviews a venue receives and the safety of the venue’s
location. Once again, even though the number of reviews
is not a categorical variable, it is discrete. Therefore, we
tested their association with CI values using the χ2 test. We
created review count interval buckets and we assigned each
venue to one bucket according to its number of reviews. We
computed the range of the intervals using the 1-dimensional
k-means algorithm with k set to 10. The χ2 test produced a
corresponding p-value very close to zero, thus answering our
question in the affirmative. Figure 5 shows the corresponding
mosaic plot of this experiment. It confirms that most Yelp
venues are located in safe areas.
In order to identify the sources of the dependencies, we
studied a specialized view of this data - the relationship between review counts and crime types. One finding is depicted
in Figure 6, showing the relationship between reported rapes
and review counts: rapes occur more frequently in places with
low number of reviews. Furthermore, we study the relation
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Fig. 8. Snapshot of iSafe’s plugin functionality for a Yelp venue. The orange
circle indicates the venue’s safety level.

Number of larcenies/thefts per number of venue’s reviews.

yellow rectangle containing iSafe’s safety recommendations).
between crime types and the number of reviews received from
visitors vs. locals. This information is publicly available, as
Yelp users need to specify a home city/state. Figure 7 shows
that the number of larcenies is high around venues with many
local reviews.
VII. ATTACKS AND D EFENSES
Safety profiles of co-located users are aggregated to compute the safety image of locations. Since that image impacts
user decisions, it can become the target of malicious attacks.
For instance, malicious users may attempt to incorrectly (i)
improve the safety of desired locations, for instance to attract
unsuspecting users to unsafe locations or to (ii) decrease the
safety image of target locations. We now describe several
mechanisms that could be exploited to perform these attacks,
and suggest defenses.
Reporting incorrect locations. Malicious users may report
incorrect locations, corresponding to safe areas. Even with
GPS verification mechanisms in place, committing location
fraud has been largely simplified by the recent emergence
of specialized applications for the most popular mobile ecosystems (LocationSpoofer [9] for iPhone and GPSCheat [10]
for Android). To prevent this attack, location verification
mechanisms can be used [11], [12], [13]. For instance, in
previous work [11], one of the authors has developed venuecentric location verification techniques, that rely on devices
installed by venue owners within their venues. In the scenario
considered in this paper, the owners’ incentive for participation
is to prevent the tampering of the safety image of their
neighborhood.
Turning off devices in unsafe areas. Users could turn off their
iSafe application when entering bad areas. While we cannot
prevent this behavior, we propose to use rewards and game
mechanics to encourage people to report their location. For
instance, users gain points for each reported location, perhaps
more for the occasional unsafe location. Points are used to
acquire badges, similar in principle to those used by geosocial
networks like Foursquare [14] or Yelp [15].
VIII. I S AFE I MPLEMENTATION
Figure 8 shows iSafe’s extension to the Yelp page of the
venue “Top Value Trading Inc.” in Hialeah, FL (central left
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