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Th is  p a p e r s u rve ys  th e  va rious  p ro b le m s  invo lve d  in  a ch ie ving  ve ry h ig h  re h a b ility from 
comple x c o m p u tin g  s ys te ms , a n d  d is cus s e s  th e  re la tm n s h ip  b e twe e n  s ys te m  s tru c tu rm g  
te c h n iq u e s  a n d  te c h n iq u e s  o f fa u lt to le ra nce . Top ics  cove re d  mclude : 1) p ro te c tive  re d u n - 
d a n c y in  h a rd wa re  a n d  s oftwa re ; 2) th e  u s e  o f a tomic  a c tm n s  to  s tru c tu re  th e  a c tivity o f a  
s ys te m  to  lim it m fo rm a tm n  flow; 3) e rro r d e te c tio n  te chn ique s ; 4) s tra te g ie s  fo r loca ting  
a n d  de a lmg  with  fa u lts  a n d  fo r a s s e s s ing  th e  d a m a g e  th e y h a ve  ca us e d; a n d  5) fo rwa rd  a n d  
b a c kwa rd  e rro r re cove ry te c h mq u e s ,  b a s e d  on  th e  conce p ts  o f re cove ry line , c o m m itm e n t,  
e xce p tmn, a n d  compe ns a tion .  Th e  ide a s  de s c ribe d  re la te  to  te c h m q u e s  u s e d  to  d a te  in  
s ys te m s  m te n d e d  for e n viro n m e n ts  in  wh m h  h ig h  re lia b ility is  d e m a n d e d  Th re e  s pe cific  
s ys te m s  th e  J P L-S TAR ,  th e  Be ll La b o ra to rie s  E S S  No. 1A proce s s or, a n d  th e  P LUR IBUS  
a re  de s c ribe d  m s ome  de ta il a n d  compa re d .  
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INTRODUCTION 

This  p a p e r a tte m p ts  to  p rovide  a  ge ne ra l 
fra me work, b a s e d  on  conce p ts  o f s ys te m  
s truc tu ring , for th e  a na lys is  a nd  compa ri- 
s on  o f con tra s ting  a p p ro a c h e s  to  th e  goa l o f 
provid ing  c o n tin u o u s  a nd  tru s two rth y s e r- 
vice  from a  compu ting  s ys te m. Dis cus s ion  
inc lude s  b rie f de s c rip tions  o f s ome  s pe cific  
s ys te m s  de s igne d  for h ighly d e ma n d in g  e n- 
vironme nts .  It cove rs  b o th  s o ftwa re  a nd  
h a rd wa re  re lia b ility p rob le ms , inc luding 
th o s e  a ris ing from de s ign ina de qua c ie s , a l- 
th o u g h  one  ve ry im p o rta n t to p ic --s o ftwa re  
c o rre c tn e s s --is  la rge ly ignore d  s ince  it ha s  
b e e n  th e  s u b je c t o f a  n u m b e r o f s u rve y a nd  

tu to ria l pa pe rs  [ELSP72, LOND75, FOSD76, 
HANT76]. 

S ys te m  re lia b ility is  s o m e tim e s  in te r- 
p re te d  ra th e r b ro a d ly a s  a  m e a s u re  o f h o w 
a  s ys te m  m a tc h e s  its  us e rs ' e xpe c ta tions . 
S e e  for e xa mple  [NAUR77]. Th e  tro u b le  
with  th is  vie w is  th a t th e  e xpe c ta tions  
th e m s e lve s  ca n  b e  m is ta ke n  a nd  ca n  cha nge  
a lmos t a rb itra rily, b a s e d  p e rh a p s  on  e xpe - 
rie nce  with  th e  s ys te m. In  th is  p a p e r a  
s o m e wh a t na rrowe r in te rp re ta tio n  o f s ys - 
te m  re lia b ility is  ta ke n , m o re  in  line  with  
typ ica l forma l, a nd  o fte n  qua n tita tive ,  a s - 
s e s s m e n ts  o f h a rd wa re  re lia bility. Th u s  s ys - 

G e n e ra l p e rmis s io n  to  m a ke  fa ir u s e  m te a c h in g  o r re s e a rc h  o f a ll o r p a rt  o f th is  m a te ria l is  g ra n te d  to  ind ividua l 
re a d e rs  a n d  to  n o n -p ro fit lib ra rie s  a c tm g  for th e m  p ro wd e d  th a t  AC M's  copyrigh t no tice  is  g ive n  a n d  th a t  
re fe re nce  is  m a d e  to  th e  pub lica tion ,  to  its  d a te  o f is s ue , a n d  to  th e  fa c t th a t  re p n n tm g  privile ge s  we re  g ra n te d  
b y p e rmis s io n  o f th e  As s oc ia tion  fo r C o m p u tin g  Ma c h in e ry To  o th e rwis e  re p rin t a  figure , ta b le ,  o th e r s u b s ta n tia l 
e xce rp t,  o r th e  e n tire  work re qu ire s  s pe cific  pe rmis s ion  a s  doe s  re p u b h c a tio n ,  o r s ys te m a tic  o r m u ltip le  
re p roduc tion .  
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te rn  re lia b ility is  re la te d  to  th e  s ucce s s  with  
wh ich  a  s ys te m  p rovide s  th e  s e rvice  s pe ci- 
fie d. By th is  m e a n s  th e  c o n c e p t o f th e  re - 
lia b ility  of a  s ys te m  is  s e p a ra te d  from th a t 
o f th e  re lia n c e  p la ce d  on  it. 

It is  o f cou rs e  to  b e  h o p e d  th a t th e  re li- 
a nce  p la ce d  on  a  s ys te m  will be  comme n- 
s u ra te  with  its  re lia bility. Wh e n  th is  is  n o t 
th e  ca s e , one  o r o th e r will h a ve  to  b e  a d- 
ju s te d  if th e  s ys te m  is  to  b e  re ta ine d . F o r 
e xa mple , u s e rs  o f a  time -s ha ring  s e rvice  
th a t h a s  a  te n d e n c y to  los e  th e  c o n te n ts  o f 
c u rre n t wo rk s pa ce s  p ro b a b ly wo u ld  le a rn  
to  ta ke  th e  p re c a u tio n  o f fre q u e n tly re - 
que s ting  th e  s a ving  o f cop ie s  o f the ir wo rk 
s pa ce , th e re b y s a tis fying  th e m s e lve s  with  
th e  qua lity o f th e  s e rvice  th a t th e y a re  
ge tting. No tio n s  o f re lia nce , the re fo re ,  ca n  

T re le a v e n  

b e  a s  m u c h  b o u n d  u p  with  ps ycholog ica l 
a ttitu d e s  a s  with  fo rma l de c is ions  re ga rd ing  
th e  re q u ire m e n t th a t a  s ys te m  is  s u p p o s e d  
to  s a tis fy. 

In  fa c t th e  h is to ry o f th e  d e ve lo p m e n t o f 
c o m p u te rs  h a s  s e e n  s o m e  fa s c ina ting  in te r- 
p la y b e twe e n  re lia nce  a n d  re lia bility. Th e  
re lia b ility o f e a rly c o m p u te rs  c a us e d  re la - 
tive ly little  re lia nce  to  b e  p la ce d  on  th e  
va lid ity o f the ir o u tp u ts ,  a t le a s t un til a p- 
p ro p ria te  che cks  h a d  b e e n  pe rfo rme d . E ve n  
le s s  re lia nce  wa s  p la ce d  on  th e  c o n tin u ity 
o f the ir o p e ra tio n --le n g th y a nd  fre q u e n t 
pe riods  o f d o wn tim e  we re  e xp e c te d  a n d  
to le ra te d .  As  re lia b ility inc re a s e d  s o  d id  
re lia nce , s o m e tim e s  in  fa c t ou td is ta nc ing  
re lia b ility s o  th a t a dd itiona l e ffo rts  h a d  to  
b e  m a d e  to  re a c h  p re vious ly u n a tta in e d  
re lia b ility le ve ls . During  th is  time  c o m p u t- 
ing s ys te m s  we re  growing in  s ize  a nd  func- 
tiona l c a p a c ity s o  tha t,  a lthough  compo- 
n e n t re lia b ility wa s  be ing  improve d , th e  
ve ry comple xity o f s ys te m s  wa s  be coming  
a  pos s ib le  ca us e  o f unre lia b ility, a s  we ll a s  
a  c a us e  o f mis unde rs ta nd ings  b e twe e n  u s e rs  
a n d  de s igne rs  a b o u t s ys te m  s pe cifica tions . 

Th e  s u b je c t o f s ys te m  s pe c ifica tions  a nd  
o f h o w th e s e  ca n  b e  a rrive d  a t; d o c u m e n te d ,  
va lida te d , a nd  u p d a te d ,  is  a  la rge  a nd  com- 
p le x topic , we ll wo rth y o f d is cus s ion  in  its  
o wn  right. Ho we ve r,  g ive n  th e  in te rp re ta - 
tion  o f s ys te m  re lia b ility th a t we  h a ve  cho- 
s e n, it is  in a p p ro p ria te  to  p u rs u e  th e  top ic  
fu rth e r in  th e  p re s e n t pa pe r,  wh ich  ta ke s  a s  
its  ma in  s ta rting  p o in t th e  in forma l b u t 
h o p e fu lly rigorous  de fin itions  o f conce p ts  
re la ting  to  s ys te m  re lia b ility g ive n  in  S e c- 
tion  1, Ba s ic  Conce p ts .  Th e s e  de fin itions  
p re s u m e  th e  e xis te nce  o f s o m e  e xte rna l 
s pe c ifica tion  o f th e  re q u ire m e n ts  th a t th e  
s ys te m  is  s u p p o s e d  to  me e t.  

As  d is cus s e d  in  S e c tion  2, Re lia b ility Is - 
s ue s , th e  incre a s ing  comple xity o f th e  func- 
tions  th a t c o mp u tin g  s ys te m s  a re  a s ke d  to  
p rovide , a n d  th e  incre a s ing  re lia nce  th a t is  
wis he d  to  p la ce  on  th e m --fo r  e xa mple , in  
e n viro n m e n ts  wh e re  unre lia b ility ca n  le a d  
to  huge  fina ncia l pe na ltie s  o r e ve n  los s  o f 
life --h a ve  s p u rre d  th e  s e a rch  for a  g re a te r 
u n d e rs ta n d in g  o f re lia b ility is s ue s . As pe c ts  
o f c o m p u tin g  s ys te ms ,  s uch  a s  the ir s oft- 
wa re , wh ich  we re  p re vious ly virtua lly ig- 
no re d  in  m a n y d is cus s ions  o f re lia b ility 
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proble ms , a re  now be ing a ddre s s e d, ca us ing 
e a rlie r a pproa che s  a nd  s o lu tions  to  be  re - 
e va lua te d . 

Th e  ba s is  for th is  re e va lua tion  is  pro- 
vide d by re ce n t ide a s  on s ys te m s truc tu ring  
a nd  its  re la tions h ip  to  re lia b ility a nd, in 
pa rticula r, to  fa u lt to le ra nce . Th e  like ly 
importa nce  of s ys te m  s truc tu ring  wa s  we ll 
e xpre s s e d in the  1973 S R I s urve y of fa ult- 
to le ra n t computing  [NEUM 73]. It s ta te d  
tha t: "Our a s s e s s me nt o f th e  s tru c tu re d  de - 
s ign a pproa ch  is  th a t it ha s  th e  po te n tia l 
fo r providing h igh ly fle xible  a nd  e conomica l 
fa u lt to le ra nce  with o u t g re a tly compromis - 
ing s ys te m  cos t, s ys te m  pe rforma nce , a nd  
s ys te m  e fficie ncy. S ome  qua litie s  of s truc- 
tu re  a re  found  in  the  cu rre n t a rt, b u t full 
re a liza tion  o f th is  po te n tia l re quire s  fu rth e r 
de ve lopme nt . . . .  A s e rious  we a kne s s  in th e  
cu rre n t a rt is  th e  a bs e nce  of a  de s ign me th - 
odology th a t in te gra te s  ha rdwa re  a nd  s oft- 
wa re  in to  a  s ys te ms  conce pt a ddre s s ing  re - 
lia bility, a va ila bility, s e curity, e fficie ncy, 
a nd  func tiona l ca pa bility in  a  unifie d  wa y. 
Fo r e xa mple , s ignifica nt be ne fits  ca n  be  
e xpe c te d  from te chn ique s  for s truc tu ra l de - 
s ign a nd  im p le m e n ta t io n . . . " 

Th is  S R I s urve y provide d  a  ve ry us e fu l 
a ccoun t o f th e  s ta te  o f th e  a rt o f ha rdwa re  
fa u lt to le ra nce , a n  a ccoun t which  is  s till o f 
va lue . Be ca us e  of th e  e xis te nce  of th is  s ur- 
ve y a nd  m u c h  o the r re le va n t lite ra tu re , 
s uch  a s  the  proce e dings  o f th e  IE E E  S ym- 
pos ia  on F a u lt-To le ra n t Computing , th e  
p re s e n t pa pe r doe s  n o t a tte m p t to  de s cribe  
th e  p re s e n t va s t a rra y of te chn ique s  for 
h a rd wa re  fa u lt to le ra nce  in  g re a t de ta il, b u t 
ra th e r conce n tra te s  on the  ove ra ll s ys te m 
a s pe cts  o f re lia bility. S ys te m  s truc tu ring  
the re fo re  fo rms  one  of th e  ma jo r topics , a nd  
is  the  s ub je c t o f S e c tion  3. It is  th is  s e c tion  
which  provide s  a  ba s is  for de s cribing, in  
S e c tion  4, F a u lt To le ra nce  Te chnique s , dif- 
fe re n t a pproa che s  to  a tta in ing  re lia ble  op- 
e ra tion, s uch  a s  ma s king  re dunda ncy,  a nd  
fo rwa rd  a nd  ba ckwa rd  e rror re cove ry. 

Th e  p re s e n t pa pe r is  a  conde ns e d  ve rs ion 
o f a  m u c h  le ng th ie r s u rve y origina lly pre - 
pa re d  a s  le c ture  no te s  for th e  Adva nce d  
Cours e  on  Ope ra ting  S ys te ms , Mu n ic h  1977 
[RAND78]. S e ve ra l s e c tions  o f th is  s u rve y 
we re  ba s e d  clos e ly on  va rious  e a rlie r pa pe rs  
[LOME77, MELL77, RAND75] a ls o e ma na t- 

ing from th e  re s e a rch  p ro je c t on  com- 
pu ting  s ys te m  re lia b ility a t th e  Unive rs ity 
o f Ne wca s tle  upon  Tyne .  Th e  s urve y in- 
c lude s  e igh t a ppe ndice s , e a ch  giving a  de - 
ta ile d  de s crip tion  o f a  pa rticu la r h igh ly re - 
lia ble  computing  s ys te m, a nd  a n  a na lys is  o f 
the  re lia b ility s tra te g ie s  it us e s . In  S e c tion  
5, F a u lt-To le ra n t Computing  S ys te ms , ju s t 
th re e  o f the s e  s ys te ms , n a m e ly th e  J P L- 
S TAR, the  Be ll La bora to rie s  ES S  No. 1A 
proce s s or, a nd  th e  P LUR IBUS ,  a re  de - 
s cribe d a n d  us e d  to  illus tra te  th e  ge ne ra l 
conce pts  dis cus s e d in e a rlie r s e ctions . 

1. BASIC CONCEPTS 

Th e  te rmino logy we  us e  is  in te nde d  to  be  
s u ita b le  for b o th  ha rdwa re  a n d  s oftwa re  
s ys te ms , a n d  to  corre s pond  b roa d ly to  con- 
ve n tiona l us a ge . Howe ve r, th e  de fin itions  
o f s ome  te rms  diffe r from pre vious  pra ctice , 
which  typ ica lly h a s  pa id  little  a tte n tio n  to  
de s ign ina de qua c ie s  a s  a  po te n tia l s ource  o f 
unre lia b ility. 

Systems and Their Failures 

We  de fine  a  s ys te m  a s  a  s e t o f compone n ts  
toge the r with  the ir in te rre la tions h ips  whe re  
th e  s ys te m  ha s  be e n  de s igne d to  provide  a  
s pe cifie d s e rvice . Th e  com pone nts  of th e  
s ys te m  ca n  the ms e lve s  be  s ys te ms , a nd  we  
te rm  the ir in te rre la tions h ips  th e  algorithm  
of th e  s ys te m. Th e re  is  no  re q u ire me n t th a t 
a  compone n t provide  s e rvice  to  a  s ingle  
s ys te m; it m a y be  a  compone n t o f s e ve ra l 
d is tinc t s ys te ms . Th e  a lgo rithm of the  s ys - 
te m  is , howe ve r, s pe cific to  e a ch  s ys te m  
individua lly. 
Example: Figure  1 is  a  s imple , schematic repre- 
s e nta tion of a  s ys te m cons is ting of a  processor, 
a  console , a nd a n inte rconnecting ca ble . The s e  
thre e  components  a re  inte rre la te d by be ing 
plugged toge ther. Inte rconnecting lines  repre- 
s e nt the s e  inte rre la tionships , ra the r tha n a ny 
phys ica l component. 

Th e  re liability  of a  s ys te m  is  ta ke n  to  be  
a  me a s u re  o f the  s ucce s s  with  which  the  
s ys te m  conforms  to  s ome  a u tho rita tive  
s pe cifica tion o f its  be ha vior. With o u t s uch  
a  s pe cifica tion, no th ing  ca n  be  s a id  a b o u t 
th e  re lia b ility o f th e  s ys te m. Wh e n  the  be - 
ha vior o f a  s ys te m  de via te s  from th a t  which  
is  s pe cifie d for it, th is  is  ca lle d a  fa ilure . A 
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I 
FIGURE 1. A th re e  c o m p o n e n t  s ys te m .  

fa ilu re  is  th u s  a n  e ve n t,  with  th e  re lia b ility 
o f th e  s ys te m  be ing  inve rs e ly re la te d  to  th e  
fre q u e n c y o f s u c h  e ve nts . Va rious  fo rma l 
m e a s u re s  re la te d  to  a  s ys te m 's  re lia b ility  
ca n  be  ba s e d  on  th e  a c tua l (or p re d ic te d ) 
inc ide nce  o f fa ilure s , a nd  th e ir cons e - 
que nce s  (s e e , fo r e xa mple ,  [SHOO68]). 
Th e s e  m e a s u re s  inc lude  Me a n  Tim e  Be - 
twe e n  Fa ilu re s  (MTBF ),  Me a n  Tim e  to  
R e p a ir (MTTR ),  a nd  a v a ila b ility ,  th a t  is , 
th e  fra c tio n  o f th e  time  th a t  a  s ys te m  m e e ts  
its  s pe c ifica tion . F u rth e r m e a s u re s  ca n  o f 
cours e  be  de fine d  which  ta ke  in to  a c c o u n t 
c la s s ifica tions  o f th e  typ e  a n d  s e rious ne s s  
o f th e  fa ilure . 

Th e  in te rn a l s ta te  of a  s ys te m  is  th e  
a ggre ga tion  o f th e  e xte rn a l s ta te s  o f a ll its  
c o m p o n e n ts .  Th e  e x te rn a l s ta te  of a  s ys te m  
is  a n  a b s tra c tio n  o f its  in te rn a l s ta te .  During  
a  tra n s itio n  fro m  one  e xte rn a l s ta te  to  a n- 
o th e r,  th e  s ys te m  m a y pa s s  th ro u g h  a  num- 
b e r o f in te rn a l s ta te s  fo r wh ich  th e  a bs tra c - 
tion , a nd  h e n c e  th e  e xte rn a l s ta te ,  is  n o t 
de fine d . Th e  s pe c ifica tion  de fine s  o n ly th e  
e xte rn a l s ta te s  o f th e  s ys te m, th e  o p e ra tio n s  
th a t  c a n  be  a pp lie d  to  th e  s ys te m, th e  re - 
s u its  o f th e s e  ope ra tions ,  a nd  th e  tra ns i- 
tions  b e twe e n  e xte rn a l s ta te s  ca us e d  b y 
th e s e  ope ra tions ,  th e  in te rn a l s ta te s  be ing  
ina cce s s ib le  fro m  ou ts ide  th e  s ys te m. 

Th e  s e rvice  p ro vid e d  b y a  s ys te m  is  re - 
ga rde d  a s  be ing  p ro vid e d  to  one  o r m o re  
e n v iro n m e n ts .  With in  a  p a rtic u la r s ys te m, 
th e  e n viro n m e n t o f a  g ive n  c o m p o n e n t con- 
s is ts  o f th o s e  o th e r c o m p o n e n ts  with  which  
it is  d ire c tly in te rre la te d .  

Errors and Faults 

In  c o n tra s t to  th e  s imple , a lbe it ve ry b roa d , 
de fin ition  o f "fa ilu re " g ive n a bove , th e  de f- 
in itions  we  now p re s e n t o f "e rro r" a nd  
"fa u lt" a re  n o t a s  s tra igh tfo rwa rd .  Th is  is  
be ca us e  th e y a im to  c a p tu re  th e  e le m e n t o f 
s ub je c tive  ju d g m e n t wh ich  we  be lie ve  is  a  
n e c e s s a ry a s pe c t o f th e s e  conce p ts ,  pa rtic - 
u la rly wh e n  th e y re la te  to  p ro b le m s  which  

T re le a v e n  

cou ld  h a ve  b e e n  ca us e d  b y de s ign ina de - 
qua c ie s  in  th e  a lg o rith m o f a  s ys te m. 

We  te rm  a n  in te rn a l s ta te  o f a  s ys te m  a n  
e rro n e o u s  s ta te  wh e n  th a t  s ta te  is  s uch  th a t 
th e re  e xis t c irc u ms ta n c e s  (with in  th e  s pe c- 
ifica tion  o f th e  us e  o f th e  s ys te m) in  wh ich  
fu rth e r proce s s ing , b y th e  n o rm a l a lgo- 
rith m s  o f th e  s ys te m, will le a d  to  a  fa ilu re  
wh ich  we  do  n o t a ttrib u te  to  a  s u b s e q u e n t 
fa ult. Th e  s ub je c tive  ju d g m e n t th a t  we  wis h  
to  a s s oc ia te  with  th e  c la s s ifica tion  o f a  s ta te  
a s  be ing  e rro n e o u s  de rive s  fro m  th e  us e  o f 
th e  p h ra s e s  "n o rm a l a lgo rithms " a n d  
"wh ic h  we  do  n o t a ttrib u te " in  th is  de fini- 
tion . Th e  firs t o f th e s e  imnlie s  th e  nos s ib le  
will typ ic a lly be  th e  e rro r re c o ve ry a lgo- 
rithms .  

Th e  te rm  "e rro r" is  u s e d  to  de s igna te  
th a t p a rt o f th e  s ta te  wh ich  is  "in c o rre c t." 
An  e rro r is  th u s  a n  ite m  o f in fo rma tion ,  a nd  
th e  te rm s  e rro r,  e rro r d e te c tio n ,  a n d  e rro r 
re c o v e ry  are  u s e d  a s  ca s ua l e qu iva le n ts  fo r 
e rro n e o u s  s ta te ,  e rro n e o u s  s ta te  d e te c tio n ,  
a n d  e rro n e o u s  s ta te  re c o v e ry .  

A fa u lt  is  th e  m e c h a n ic a l o r a lgo rithmic  
ca us e  o f a n  e rro r,  while  a  p o te n t ia l fa u lt  is  
a  m e c h a n ic a l o r a lgo rithmic  c o n s tru c tio n  
with in  a  s ys te m  s uch  th a t  (u n d e r s ome  
c irc u m s ta n c e s  with in  th e  s pe c ifica tion  o f 
th e  us e  o f th e  s ys te m) th e  c o n s tru c tio n  will 
ca us e  th e  s ys te m  to  a s s ume  a n  e rro n e o u s  
s ta te .  It is  e vid e n t th a t  th e  fa ilu re  o f a  
c o m p o n e n t o f a  s ys te m  is  (or ra th e r,  m a y 
be ) a  m e c h a n ic a l fa u lt fro m th e  p o in t o f 
vie w o f th e  s ys te m  a s  a  whole . 

We  h o p e  it will now be  c le a r th a t  th e  
g e n e ra lity o f o u r de fin itions  o f fa ilu re  a nd  
fa u lt e na b le s  th e  n o tio n  o f fa u lt to  e ncom- 
pa s s  de s ign  ina de qua c ie s  s uch  a s  a  mis - 
ta ke n  cho ice  o f c o m p o n e n t,  a  mis unde r- 
s to o d  o r in a d e q u a te  s pe c ifica tion  (of e ith e r 
th e  c o m p o n e n t o r th e  s e rvice  re q u ire d  fro m  
th e  s ys te m),  o r a n  in c o rre c t in te rre la tion - 
s h ip  a m o n g  c o m p o n e n ts  (s uch  a s  a  wrong  
o r mis s ing in te rc o n n e c tio n  in  th e  ca s e  o f 
h a rd wa re  s ys te ms , o r a  p ro g ra m  bug  in  
s o ftwa re  s ys te ms ),  a s  we ll a s , s a y, h a rd wa re  
c o m p o n e n t fa ilu re  due  to  a ging. 

It ca n  be  ve ry d ifficu lt to  a ttrib u te  a  
g ive n  fa ilu re  to  a  s pe cific  fa u lt.  A de mon- 
s tra tio n  th a t  fu rth e r p roce s s ing  ca n  le a d  to  
a  fa ilu re  o f a  s ys te m  ind ica te s  th e  p re s e n c e  
o f a n  e rro r,  b u t it doe s  n o t s uffice  to  id e n tify 
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a  s pe cific ite m of in fo rma tion  a s  the  e rror. 
Cons ide r a  s ys te m a ffe c te d  by a n  a lgo- 
rithmic  fa ult. Th e  s e que nce  of in te rna l 
s ta te s  a dop te d  by th is  s ys te m will dive rge  
from th a t o f the  "co rre c t" s ys te m a t s ome  
point; the  a lgorithmic  fa u lt be ing the  ca us e  
of th is  tra ns ition  in to  a n  e rrone ous  s ta te . 
Bu t th e re  ca n  be  no un ique  corre c t a lgo- 
rithm. It m a y be  th a t  a n y one  of s e ve ra l 
cha nge s  to  th e  a lgorithm of th e  s ys te m  
could ha ve  p re c lude d  the  fa ilure . A s ubje c- 
tive  ju d g m e n t a s  to  which  of the s e  a lgo- 
rith m s  is  in te n d e d  de te rmine s  th e  fa ult, the  
ite ms  of in fo rma tion  in e rror, a nd  the  mo- 
m e n t a t which  th e  s ta te  be come s  e rrone ous . 
S ome  ju d g m e n ts  m a y of cours e  be  more  
us e fu l th a n  o the rs . 

Th e  s ignifica nce  o f the  d is tinc tion  be - 
twe e n  fa u lts  a nd  e rrors  m a y be  s e e n  by 
cons ide ring th e  re pa ir o f a  da ta ba s e  s ys te m. 
Re pa ir o f a  fa u lt m a y cons is t o f the  re pla ce - 
m e n t o f a  fa iling p rogra m (or ha rdwa re ) 
compone n t by a  corre c tly func tion ing  one . 
Re pa ir o f a n  e rror re quire s  th a t the  infor- 
m a tio n  in  the  da ta ba s e  be  cha nge d  from its  
cu rre n tly e rrone ous  s ta te  to  one  which  will 
pe rmit the  corre c t ope ra tion  o f the  s ys te m. 
In  mos t s ys te ms , re cove ry from e rrors  is  
re quire d , b u t re pa ir o f the  fa u lts  which  
ca us e  the s e  e rrors , a lthough  ve ry de s ira ble , 
is  n o t ne ce s s a rily e s s e ntia l for con tinue d  
ope ra tion . 

2. RELIABILITY ISSUES 

Requirements 

Th e  re lia b ility re qu ire me n ts  o f d iffe re n t e n- 
vironme n ts  ca n  diffe r e normous ly. One  ex- 
tre me  is  the  ca s e  o f a ir- a nd  s pa ce -borne  
compute rs  whe re  on ly m o m e n ta ry ce s s a - 
tion  of s e rvice  ca n  be  to le ra te d , no ma in te - 
na nce  or m a n u a l re pa ir a c tivity is  fe a s ible , 
a nd  incorre c t re s u lts  a re  comple te ly una c- 
ce pta ble . In  mos t o th e r ca s e s , howe ve r, 
ma in te n a n c e  a nd  m a n u a l re pa ir a re  us ua lly 
pos s ible . In  s ome  ca s e s  the  re lia b ility goa ls  
ca n  be  m e t on ly by a llowing for s uch  re pa irs  
while  th e  s ys te m  is  in  s e rvice . Th u s  the  
re pa ir a c tivity is  conce rne d  with  fa u lts  
ra th e r th a n  with  s ys te m  fa ilure s . 

In  contra s t,  in  m a n y e nvironme n ts  ob- 
ta in ing  ve ry h igh  re lia b ility from a  comput- 
ing s ys te m  is  n o t worth  the  e xpe ns e  be ca us e  

m a n y o th e r fa ilure -prone  de vice s , e .g., com- 
mun ica tions  line s  a nd  me cha n ica l pe riph- 
e ra ls , a re  be ing us e d, or be ca us e  the  cos t o f 
fa ilure  is  compa ra tive ly low. Ofte n  ce rta in  
type s  o f fa ilure  a re  re ga rde d  a s  compa ra - 
tive ly u n imp o rta n t.  Fo r e xa mple , in  com- 
pu te rize d  te le phone  s ys te ms , re la tive ly in- 
fre que n t,  is o la te d  s ma ll b re a kdowns  ca n be  
to le ra te d , a s  long a s  th e  ove ra ll s ys te m  re - 
ma ins  ope ra tiona l. 

An o th e r type  o f re lia b ility re q u ire m e n t is  
th a t  typ ica l o f on-line  da ta ba s e  s ys te ms  or, 
inde e d, a n y s ys te ms  in te nde d  to  re ta in  ex- 
te ns ive  a m o u n ts  o f va lua ble  d a ta  ove r 
le n g th y pe riods  o f time . In  m a n y s uch  s ys - 
te ms  s a fe gua rd ing  the  d a ta  he ld  is  more  
im p o rta n t th a n  providing c o n tin u ity o f a c- 
ce s s  to  th a t  da ta . 

The s e  e xa mple s  h igh ligh t the  fa c t th a t 
re lia b ility is  a  c o m m o d ity whos e  provis ion 
involve s  cos ts , e ithe r dire ct, or a ris ing from 
pe rfo rma nce  de gra da tion . In  th e o ry the  de - 
s ign o f a n y nontrivia l computing  s ys te m  
s hou ld  involve  ca re ful ca lcu la tions  o f tra de - 
offs  be twe e n  re lia bility, pe rforma nce , a nd  
cos t. In  pra c tice  the  d a ta  a nd  re la tions h ips  
which  would  be  ne e de d  for s uch  ca lcula - 
tions  in  comple x s ys te ms , a re  qu ite  o fte n  
unknown, pa rticu la rly with  re ga rd  to  unre - 
lia b ility ca us e d  by re s idua l de s ign fa ults . 

Types of Fault 
An e nume ra tive  lis t o f fa u lt ca te gorie s  is  
h a rd ly like ly to  be  e xha us tive . S uch  a  lis t 
could  inc lude  ha rdwa re  compone n t fa ilure , 
communica tion  fa ults , timing  proble ms , 
mis ta ke s  by us e rs  a nd  ope ra tors , de s ign 
ina de qua cie s , a nd  th e  like . Fa u lts  due  to  
ha rdwa re  compone n t fa ilure s , a re  o fte n  
cla s s ifie d by dura tion , e xte n t, a nd  va lue . 
Dura tion  re fe rs  to  wh e th e r th e  fa u lt is  pe r- 
m a n e n t or tra n s ie n t (a fte r a gre e ing on  s ome  
time  s ca le ); e x te n t a pplie s  to  wh e th e r the  
e ffe c t o f th e  fa u lt is  loca lize d ¢~r d is tribute d; 
a nd  value  ind ica te s  wh e th e r the  fa u lt cre - 
a te s  fixe d or va rying  e rrone ous  logica l va l- 
ue s . Exte ns ion  of th is  c la s s ifica tion to  s oft- 
wa re  fa u lts  is  pos s ible , b u t n o t pa rticu la rly 
he lpful. Wh a t is  s ignifica nt a b o u t s oftwa re  
fa u lts  is , o f cours e , th a t  th e y m u s t be  a lgo- 
rithmic  fa u lts  s te mming  from u n m a s te re d  
comple xity in  th e  s ys te m de s ign. Be ca us e  
ha rdwa re  s ys te ms  ha ve , in  th e  pa s t, be e n  
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m u c h  s imple r th a n  thos e  cons truc te d  us ing 
s oftwa re , a lgorithmic  fa u lts  in  ha rdwa re  a re  
le s s  common, a lth o u g h  n o t unknown. 

A fu rth e r ca te gory o f fa u lts  is  th a t ca us e d  
by e rrone ous  in te ra c tions  with  the  s ys te m, 
for ins ta nce  by a  us e r providing inva lid  
in p u t da ta . While  th e  occurre nce  o f s uch  
fa u lts  ca n  be  re duce d  by a ppropria te  che ck- 
ing, s ome  in te ra c tions  m a y be  va lid  with  
re s pe c t to  th e  s ys te m  s pe cifica tion a lth o u g h  
dis cove re d la te r to  be  incorre ct. S uch  fa u lts  
ca n  be  s ubtle , s e rious , a n d  difficult to  de a l 
with . 

Fault Avoidance and Fault Tolerance 

Th e  tra d itiona l a pp roa ch  to  a chie ving re li- 
a ble  computing  s ys te ms  ha s  be e n  ba s e d  
la rge ly on  fa u lt avo idance  (te rme d  fa u lt 
in to le rance  b y Avizie nis ). Quoting  Avi- 
zie nis  [AvIz76]: 

Th e  proce dure s  which  ha ve  le d  to  
th e  a tta in m e n t o f re lia ble  s ys te ms  us - 
ing th is  a pproa ch  a re : a cquis ition  o f 
th e  m o s t re lia ble  compone n ts  with in  
th e  give n cos t a n d  pe rfo rma nce  con- 
s tra in ts ; us e  o f tho rough ly-re fine d  
te chn ique s  for th e  in te rconne c tion  o f 
compone n ts  a n d  a s s e mbly o f s ubs ys - 
te ms ; pa cka ging  of th e  h a rd wa re  to  
s cre e n  o u t e xpe c te d  fo rms  o f in te rfe r- 
e nce ; a nd  ca rrying  o u t o f compre he n- 
s ive  te s ting  to  e limina te  ha rdwa re  a n d  
s oftwa re  de s ign fa ults . Once  th e  de - 
s ign h a s  be e n  comple te d , a  qua n tita - 
tive  p re d ic tion  o f s ys te m  re lia b ility is  
m a d e  us ing  known or p re d ic te d  fa ilure  
ra te s  for th e  compone n ts  a nd  in te r- 
conne ctions . In  a  "p u re ly" fa u lt intol- 
e ra n t (i.e ., n o n re d u n d a n t) de s ign, th e  
p roba b ility o f fa u lt-fre e  ha rdwa re  op- 
e ra tion  is  e q u a te d  to  th e  p roba b ility 
o f co rre c t.p rog ra m e xe cution. S uch  a  
de s ign is  cha ra c te rize d  b y th e  de cis ion 
to  inve s t a ll th e  re lia b ility re s ource s  
in to  h igh-re lia b ility compone n ts  a n d  
re fin e m e n t o f a s s e mbly, pa cka ging, 
a nd  te s ting  te chnique s . Occa s iona l 
s ys te m  fa ilure s  a re  a cce p te d  a s  a  ne c- 
e s s a ry e vil, a n d  m a n u a l m a in te n a n c e  
is  p rovide d  for th e ir corre ction. 

Th e re  a re  s e ve ra l s itua tions  in  which  th e  

Tre le ave n  

fa u lt a vo ida nce  a pproa ch  c le a rly doe s  n o t 
s uffice . Th e s e  inc lude  s itua tions  whe re  th e  
fre que ncy a n d  d u ra tio n  o f re pa ir time  a re  
una cce p ta b le , or whe re  th e  s ys te m  m a y be  
ina cce s s ible  to  m a n u a l m a in te n a n c e  a nd  
re pa ir a ctivitie s . An  a lte rna tive  a pp roa ch  
to  fa u lt a vo ida nce  is  th a t  o f fa u lt-to le ra nce . 
Th is  a pproa ch , which  a t p re s e n t is  la rge ly 
confine d  to  ha rdwa re  s ys te ms , involve s  th e  
us e  o f p ro te c tive  re d u n d a n c y.  A s ys te m  ca n  
be  de s igne d  to  be  fau lt-to le ran t by incor- 
po ra ting  a dd itiona l c o mp o n e n ts  a nd  a bnor- 
m a l a lgorithms  which  a tte m p t to  e ns ure  
th a t  occurre nce s  o f e rrone ous  s ta te s  do n o t 
re s u lt in  la te r s ys te m  fa ilure s . Th e  de gre e  
of fa u lt to le ra nce  (or "cove ra ge ") will de - 
p e n d  on  th e  s ucce s s  with  which  e rrone ous  
s ta te s  corre s ponding  to  fa u lts  a re  ide n tifie d  
a n d  de te c te d , a n d  th e  s ucce s s  with  which  
s uch  s ta te s  a re  re pa ire d  or re pla ce d. 

Th e re  a re  m a n y d iffe re n t de gre e s  o f fa u lt 
to le ra nce  wh ich  ca n  be  a tte m p te d .  Fo r e x- 
a mple , a  s ys te m  de s igne r m ig h t wis h  to  
re duce  th e  inc ide nce  o f fa ilure s  du ring  pe - 
riods  o f s che du le d  ope ra tion  by de s igning 
th e  s ys te m  s o th a t  it will re m a in  ope ra tiona l 
e ve n  in  th e  pre s e nce  of, s a y, a  s ingle  fa ult. 
Alte rna tive ly,  he  m ig h t wis h to  incre a s e  th e  
a ve ra ge  le n g th  o f pe riods  o f u n in te rru p te d  
ope ra tion  by de s igning th e  s ys te m  s o th a t  
it ca n  to le ra te  n o t on ly the  pre s e nce  o f a  
fa ult, b u t a ls o the  a c tivity involve d in  re - 
pa iring  th e  fa ult. 

F a u lt-to le ra n t s ys te ms  diffe r With re s pe c t 
to  th e ir be ha vio r in  th e  pre s e nce  o f a  fa ult. 
In  s ome  ca s e s  th e  a im  is  to  con tinue  to  
provide  th e  fu ll pe rfo rma nce  a n d  func tiona l 
ca pa bilitie s  o f th e  s ys te m. In  o th e r ca s e s  
on ly de gra de d  pe rfo rma nce  or re duce d  
func tiona l ca pa bilitie s  a re  p rovide d  un til 
th e  fa u lt is  re move d. S uch  s ys te ms  a re  
s ome time s  de s cribe d  a s  ha ving  a  "fa il-s oft" 
ca pa bility. 
Exam ple : It is  now typica l for the  compute r 
te rmina ls  us e d in ba nks  to incorpora te  s ignifi- 
ca nt process ing a nd s torage  facilities . S uch te r- 
mina ls  enable  da ta  input a nd poss ibly some lim- 
ite d forms  of da ta  va lida tion to continue  even 
whe n the  ma in compute r s ys te m is  not opera- 
tiona l. 

S che me s  for fa u lt to le ra nce  a ls o diffe r 
with  re ga rd  to  th e  typ e s  o f fa u lt wh ich  a re  
to  be  to le ra te d . In  pa rticu la r, m a n y s ys te ms  
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which  a re  de s igne d to  to le ra te  fa u lts  due  to  
ha rdwa re  compone n t a ging, e le ctrica l in te r- 
fe re nce , a n d  th e  like , ma ke  no s pe cific a t- 
te m p t to  cope  with  a lgorithmic  fa u lts  in  
e ithe r th e  ha rdwa re  or the  s oftwa re  de s ign. 
Th is  in  fa c t illus tra te s  th a t fa u lt to le ra nce  
a nd  fa u lt a voida nce  a re  b e tte r re ga rde d  a s  
c o m p le m e n ta ry ra th e r th a n  compe titive  
a pproa che s  to  s ys te m  re lia b ility--inde e d  
the  two d iffe re n t a pproa che s  a re  o fte n  us e d  
with in  the  s a me  s ys te m in  a n  a tte m p t to  
de a l with  d iffe re n t type s  o f fa ult. 

Design Fault Tolerance 

m e ra tin g  a ll o f th e  pos s ible  typ e s  o f fa u lt 
which  mig h t a ffe c t a  s ys te m, le t a lone  de - 
s ign a lgorithms  to  d e te c t or a c c o mmo d a te  
e a ch  pos s ible  typ e  o f fa u lt individua lly. 

Th u s  th e  p rob le m in  us ing  de s ign fa u lt 
to le ra nce  is  e s s e n tia lly th a t  o f how to  tol- 
e ra te  fa u lts  which  a re  n o t or c a n n o t be  
a n tic ipa te d  a s  oppos e d to  thos e  pre vious ly 
e n u m e ra te d  a nd  ca te gorize d. We  would  
the re fo re  a rgue  th a t de s ign fa u lt to le ra nce  
re quire s  a  cons ide ra ble  re th inking  o f the  
te chn ique s  which  ha ve  in  th e  pa s t prove d 
s u ita b le  for to le ra ting  va rious  kinds  o f ha rd- 
wa re  compone n t fa ults . 

It  is  on ly re ce n tly th a t e fforts  ha ve  be e n  
u n d e rta ke n  to  e xte nd  th e  fa u lt-to le ra n t a p- 
p roa ch  to  cove r de s ign fa ults . Th e  a priori 
e limina tion  of de s ign fa ults , a s s ume d  in  the  
fa u lt a vo ida nce  a pproa ch , is  th e  no rma l 
(a nd pra is e worthy) a im, s o th a t  m a n y 
write rs  ha ve  e qua te d  th e  no tion  o f re lia bil- 
ity with  th a t  o f corre ctne s s , pa rticu la rly in  
th e  ca s e  o f s oftwa re . Virtua lly a ll re s e a rch  
re la ting  to  th e  pra c tice  o f s oftwa re  de ve l- 
o p m e n t ca n, the re fore , be  c la ime d to  be  
d ire c tly re le va n t to  s oftwa re  re lia bility; e x- 
a mple s  inc lude  the  de s ign of high-le ve l la n- 
gua ge s , fo rma l ve rifica tion  te chnique s , pro- 
g ra m de s ign me thodologie s  a nd  tools , de - 
bugging a ids , e tc. Howe ve r, im p o rta n t a s  a ll 
o f the s e  topics  a re , th e y ca n  no t gua ra n te e  
th a t  a  comple x s oftwa re  de s ign is  e ve r e n- 
tire ly fa u lt fre e  or th a t  modifica tions  to  the  
de s ign mig h t no t in troduce  ne w fa ults . 
Wh e n  th is  is  a d m itte d  the  on ly a lte rna tive  
to  s imply a cce pting  th e  re s u lting  (proba bly 
unqua ntifia b le ) re lia b ility is  to  s e e k to  im- 
prove  m a tte rs  by the  us e  o f de s ign fa u lt 
to le ra nce . 

Mos t e xis ting a pproa che s  to  the  de s ign 
o f fa u lt-to le ra n t s ys te ms  ma ke  th re e  a s - 
s umptions : firs t, a s  me n tione d  e a rlie r, th a t 
th e  a lgorithms  of th e  s ys te m  ha ve  be e n  
corre c tly de s igne d; s e cond, th a t  a ll o f the  
pos s ible  fa ilure  mode s  o f the  compone n ts  
a re  known; a nd  th ird , th a t a ll o f th e  pos s ible  
in te ra c tions  be twe e n  the  s ys te m  a nd  its  
e n viro n me n t ha ve  be e n  fore s e e n. Howe ve r, 
in  th e  fa ce  o f incre a s ing comple xity o f s ys - 
te ms , th e  va lid ity o f the s e  a s s umptions  
m u s t be  que s tione d . At s ome  s ta ge  it m u s t 
s u re ly be come  impra c tica l to  re ly on e nu- 

3. SYSTEM STRUCTURE 

Cons ide ra tions  o f th e  re lia b ility proble ms  
of comple x computing  s ys te ms , a nd  o f 
me a n s  for coping with  the m, a re  clos e ly 
in te rwove n  with  va rious  no tions  th a t ca n  
be  colle ctive ly te rm e d  "s ys te m  s tructur- 
ing." 

Static Structure 

Th e  de fin ition  o f s ys te m give n in  S e c tion  1 
ind ica te s  th a t e a ch  s ys te m  ha s  wh a t migh t 
be  te rm e d  a  s ta tic  s truc tu re ,  which  indi- 
ca te s  wh a t compone n ts  it is  re ga rde d  a s  
compris ing a nd  how the s e  compone n ts  a re  
in te rre la te d . 

One  ca n  o f cours e  vis ua lize  a  give n s ys - 
te m  in  te rms  o f m a n y d iffe re n t s truc ture s , 
e a ch  implying  a  d iffe re n t ide n tifica tion  o f 
the  compone n ts  o f th e  s ys te m. 
Exam ple : A programmer visua lizes  a  CDC 6600 
as  having a  s ingle  sequentia l ma in processor a nd 
a  s e t of inde pe nde nt periphera l process ing units , 
but the  ma inte na nce  engineer sees  it a s  cons is t- 
ing of a  s e t of para lle l function units , a nd a  s ingle  
time-shared periphera l processor. 

S ome  s ta tic  s truc tu re s  will ha ve  a  more  
vis ible  re a lity in  th e  a c tua l s ys te m  th a n  
o th e rs --in  th e  ca s e  o f h a rd wa re  s ys te ms , 
for e xa mple , by corre s ponding to  th e  inte r- 
re la te d  phys ica l compone n ts  from which  
th e  s ys te m is  cons truc te d . Th e  im p o rta n t 
cha ra c te ris tic  o f s uch  "a c tu a l" (a s  oppos e d 
to  "conce p tua l") s truc tu ring  is  th a t  th e  in- 
te rre la tions h ips  be twe e n  its  compone n ts  
a re  cons tra ine d , while  th e  s ys te m  is  ope ra - 
tiona l, ide a lly to  ju s t thos e  th a t th e  de s igne r 
in te n d e d  to  occur. Th e  s tronge r the  con- 
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s tra in t,  th e  m o re  th e  s tru c tu rin g  is  a c tu a l,  
a n d  th e  m o re  re a s o n a b le  it is  to  b a s e  p ro - 
vis ions  fo r fa u lt  to le ra n c e  o n  th a t  s tru c tu r-  
ing. (Th e  "s t re n g th " o f a  c o n s tra in t  is  in  
fa c t  a  m e a s u re  o f th e  va r ie ty  o f d iffe re n t 
fa u lts  th a t  it p re ve n ts  fro m  a ffe c tin g  th e  
p la n n e d  in te rre la tio n s h ip . ) 
Exam ple : Whe n the  va rious  re gis te rs  a nd func- 
tiona l units  o f a  ce ntra l proce s s or a re  imple - 
me n te d  us ing s e pa ra te  ha rdwa re  compone nts , 
the  de s igne r ca n ha ve  re a s ona ble  confide nce  
th a t (pre s uming the  a bs e nce  of e le ctrica l o r me - 
cha .nica l in te rfe re nce ) only thos e  re gis te rs  a nd  
functiona l units  th a t a re  me a n t to  communica te  
with  e a ch  o the r do  s o (a long the  in te rconne cting  
wire s  th a t the  de s igne r ha s  provide d). 

Th e  s o ftwa re  o f a  c o m p u tin g  s ys te m  
s e rve s  to  s t ru c tu re  th a t  s ys te m  b y e xp re s s - 
ing  h o w s o m e  o f th e  s to ra g e  lo c a tio n s  a re  
to  b e  s e t u p  with  in fo rm a tio n  wh ic h  re p re - 
s e n ts  p ro g ra m s .  Th e s e  th e n  c o n tro l s o m e  o f 
th e  in te rre la tio n s h ip s  a m o n g  h a rd wa re  
c o m p o n e n ts ,  fo r e xa m p le ,  e n s u rin g  th a t  th e  
p o te n tia l c o m m u n ic a t io n  p a th  b e twe e n  two  
I/O  d e vic e s  via  wo rkin g  s to re  is  a c tu a lly 
u s a b le .  

Ho we ve r,  th e  s o ftwa re  c a n  its e lf b e  
vie we d  a s  a  s ys te m  a n d  its  s t ru c tu re  dis - 
c u s s e d  in  te rm s  o f th e  p ro g ra m m in g  la n - 
g n a g e  th a t  wa s  u s e d  to  c o n s tru c t  it. Th u s  
in  a  b lo c k-s tru c tu re d  la n g u a g e  e a c h  b lo c k 
c a n  b e  re g a rd e d  a s  a  c o m p o n e n t ,  wh ic h  is  
its e lf c o m p o s e d  of, a n d  e xp re s s e s  th e  in te r- 
re la tio n s h ip s  a m o n g ,  s m a lle r c o m p o n e n ts  
s u c h  a s  d e c la ra tio n s  a n d  s ta te m e n ts  (in- 
c lu d in g  b lo c ks ).  

Th e  o p e ra tio n a l s o ftwa re  will h a ve  "a c - 
t u a r '  s t ru c tu re  m a tc h in g  th a t  o f its  s o u rc e  
la n g n a ~e  ve rs io n  o n ly to  th e  e xte n t  th a t  it 
c o n s is ts  o f c o m p o n e n ts  with  c o n s tra in e d  
m e th o d s  o f in te ra c tin g .  
Exam ple : Th e  s cope  rule s  in a  b lock-s truc ture d  
la ngua ge  a re  ofte n  e nforce d  by a  compile r, which 
th e n  e mits  uns truc tu re d  code . Howe ve r the  com- 
pile r could e mit code  in which the  va ria ble s  o f 
e a ch  d iffe re nt block a re  ke pt, s a y, in  d iffe re nt 
s e gme nts , a nd  s ome  form of p ro te c tion  me cha - 
nis m us e d to  impe de  a cce s s  to  thos e  va ria ble s  
which a re  no t s uppos e d to  be  curre n tly a cce s s i- 
ble . 

Dynamic Structure 
J u s t  a s  th e  s ys te m  its e lf c a n  b e  re g a rd e d  a s  
h a vin g  a  s ta tic  s tru c tu re ,  s o  c a n  its  a c tivity 

Tre le a v e n  

b e  re g a rd e d  a s  h a vin g  a  d y n a m ic  s truc ture . 
In  fa c t  e a c h  s ta tic  s tru c tu rin g  o f a  s ys te m  
im p lie s  a  d yn a m ic  s tru c tu rin g  o f its  a c tivity.  
T h e  s ta tic  s t ru c tu re  is  im p o r ta n t  fo r u n d e r-  
s ta n d in g  th e  kin d s  o f fa u lts  th a t  m ig h t e xis t 
in  th e  s ys te m  a n d  th e  p ro vis io n s  th a t  h a ve  
b e e n  m a d e  fo r tryin g  to  c o p e  with  th e m ; 
th e  d yn a m ic  s t ru c tu re  is  o f e q u a l im p o r- 
ta n c e  fo r u n d e rs ta n d in g  th e  e ffe c ts  o f th e s e  
fa u lts  a n d  h o w (o r wh e th e r)  th e  s ys te m  
to le ra te s  th e m  in  o rd e r  to  c o n tin u e  fu n c - 
tio n in g .  

Th e  a c tivity o f a  g ive n  s ys te m  c a n  b e  
vis u a liz e d  in  te rm s  o f m a n y  d iffe re n t s tru c - 
tu re s ,  d e p e n d in g  o n  wh ic h  a s p e c ts  o f th is  
a c tivity o n e  wis h e s  to  h ig h lig h t o r to  igno re .  
O n e  b a s ic  a n d  n o w we ll-e s ta b lis h e d  c o n c e p t  
u s e d  fo r d e s c rib in g  s o m e  im p o r ta n t  a s p e c ts  
o f th e  d yn a m ic  s t ru c tu re  o f a  s ys te m 's  a c - 
t ivity is  th e  "p ro c e s s . " De p e n d in g  o n  th e  
vie wp o in t  c h o s e n ,  q u ite  d iffe re n t p ro c e s s e s  
with  th e ir  in te rre la tio n s h ip s  m ig h t  b e  id e n - 
tifie d  a s  c o n s titu t in g  th e  s t ru c tu re  o f th e  
s ys te m 's  a c tivity.  Aga in ,  a  d yn a m ic  s tru c - 
tu re  will b e  "a c tu a l" ra th e r  th a n  m e re ly  
"c o n c e p tu a l" to  th e  e xte n t  to  wh ic h  th e  
in te rre la t io n s h ip s  a re  c o n s tra in e d  to  b e  a s  
th e  d e s ig n e r in te n d e d .  
Exam ple : Re a s ona bly "a c tua l" dyna mic  s truc- 
tu re  e xis ts  in the  s itua tion  whe re  proce s s e s  cor- 
re s pond to  the  a pplica tion o f progra ms  to  s e ts  o f 
da ta , if the  progra ms  a nd  da ta  a re  s uita bly pro- 
te c te d  a nd  proce s s e s  a re  impe de d from in te ra c t- 
ing o the r tha n , s a y, via  a n  e xplicit me s s a ge  pa s s - 
ing s ys te m. 

Th e  s e q u e n c in g ,  o r c o n tro l flow, a s p e c ts  
o f p ro c e s s  s tru c tu rin g ,  n a m e ly th e  c re a tio n ,  
e xis te n c e ,  a n d  d e le tio n  o f p ro c e s s e s ,  c a n  b e  
s h o wn  g ra p h ic a lly in  s o m e  fo rm  s u c h  a s  
F ig u re  2. Ho we ve r,  m a t te rs  o f in fo rm a tio n  
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flow (in te n d e d  o r u n in te n d e d ) b e twe e n  
p ro c e s s e s  a re  a t  le a s t a s  im p o r ta n t  a s  con - 
tro l flow wh e n  it c o m e s  to  c o n s id e ra tio n s  o f 
re lia b ility,  p a rtic u la rly th e  p ro b le m  o f de - 
te rm in in g  th e  p o s s ib le  d a m a g e  th a t  a  fa u lt 
h a s  c a u s e d .  Th e re fo re ,  we  n e e d  a  c o n c e p t  
s u c h  a s  atom ic  ac tion  [LoME77] a s  a  p a r t  
o f o u r m e a n s  o f e xp re s s in g  th e  d yn a m ic  
s t ru c tu re  o f th e  a c tivity o f a  s ys te m .  

Atomic Actions 

Th e  a c tivity o f th e  s ys te m  is  m a d e  u p  o f 
p rim itive  o r a to m ic  (i.e ., a p p a re n t ly  in s ta n - 
ta n e o u s ) o p e ra tio n s  th a t  a re  c a rrie d  o u t  b y 
th e  c o m p o n e n ts  o f th e  s ys te m .  A to m ic  ac- 
tions  p ro vid e  a  m e a n s  o f g e n e ra liz in g  s u c h  
a to m ic  o p e ra tio n s .  Th e y  a re ,  in  fa c t,  a  
m e a n s  b y wh ic h  a  s ys te m  d e s ig n e r c a n  s pe c - 
ify wh a t  p ro c e s s  in te ra c tio n s  a re ,  if pos s ib le ,  
to  b e  p re ve n te d  in  o rd e r  to  m a in ta in  s ys te m  
in te g rity,  with o u t  h a vin g  to  in d ic a te  h o w 
th is  is  d o n e .  Th e y  d o  th is  b y e n a b lin g  th e  
d e s ig n e r to  in d ic a te  th e  s e c tio n s  o f th e  a c- 
tivity,  i.e ., th e  s e q u e n c e s  o f a to m ic  o p e ra - 
tions ,  o f a  p ro c e s s ,  o r a  g ro u p  o f p ro c e s s e s  
th a t  a re  th e m s e lve s  to  b e  e xe c u te d  "a to m - 
ica lly." S u c h  "a to m ic " e xe c u tio n  h a s  th e  
p ro p e r ty  th a t  th e re  is  n o  in fo rm a tio n  flow 
in  e ith e r  d ire c tio n  b e twe e n  th e  p ro c e s s  (o r 
g ro u p  o f p ro c e s s e s ) a n d  th e  re s t  o f th e  
s ys te m .  
Example: Cons ide r a  me s s a ge -pa s s ing s ys te m 
th a t ma inta ins  a  pool o f buffe rs  for holding 
me s s a g e s  a nd  us e s  the  va ria ble  "i" a s  a  buffe r 

fra me  pointe r. Th e  a c tion  o f ins e rting a n  ite m 
in to  the  buffe r might involve  the  s e que nce  o f 
ope ra tions  "~:=i + 1" a nd "buffe r(s ):= ite m". It 
is  e s s e ntia l th a t th is  s e que nce  o f ope ra tions  is  
e xe cute d  a s  a  s ingle  a tomic a c tion  if the  buffe ring 
s che me  is  to  work prope rly. 

An  a to m ic  a c tio n  c o u ld  in vo lve  s e ve ra l 
p ro c e s s e s ,  s in c e  1) a  p ro c e s s  e xe c u tin g  a  
s im p le  a to m ic  a c tio n  c o u ld  te m p o ra r ily  c re - 
a te  o n e  o r m o re  fu r th e r  p ro c e s s e s  to  a s s is t 
it; a n d  2) two  o r m o re  p ro c e s s e s  c o u ld  co- 
o p e ra te  d ire c tly in  a  s h a re d  a to m ic  a c tio n ,  
s o  th a t  th e ir  a c tivity is  a to m ic  with  re s p e c t  
to  th e  re m a in d e r  o f th e  p ro c e s s e s  in  th e  
s ys te m .  

Th e s e  va rio u s  p o s s ib ilitie s  a re  s h o wn  in  
F ig u re  3, wh ic h  is  b a s e d  o n  F ig u re  2, b u t  
wh e re  th e  o va ls  in d ic a te  a to m ic  a c tio n s ,  
a n d  in c o m p le te  o va ls  re p re s e n t  a to m ic  a c- 
tio n s  th a t  a re  s till in  p ro g re s s .  Th e  line s  
in d ic a te  p ro c e s s e s ,  a n d  s h o u ld  th e m s e lve s  
b e  re g a rd e d  a s  c o n s is tin g  o f m in is c u le  ova ls ,  
p la c e d  e n d  to  e n d ,  c o rre s p o n d in g  to  th e  
p rim itive  o p e ra tio n s  o u t  o f wh ic h  th e  p ro c - 
e s s e s  a re  c o n s tru c te d .  

Th e  fig u re  illu s tra te s  th a t  "a to m ic ity" 
h a s  to  b e  re g a rd e d  a s  re la tive  ra th e r  th a n  
a b s o lu te ,  a n d  th a t  a to m ic  a c tio n s  c a n  th e m - 
s e lve s  in vo lve  a to m ic  a c tio n s ,  a s  we ll a s  th e  
b a s ic  a to m ic  o p e ra tio n s .  It  a ls o , b y imp li- 
c a tio n ,  illu s tra te s  th a t  a to m ic  a c tio n s ,  b y 
th e ir  ve ry  n a tu re ,  c a n n o t  o ve rla p .  Me th o d s  
o f im p le m e n tin g  a to m ic  a c tio n s  lie  o u ts id e  
th e  s c o p e  o f th is  p a p e r.  Ho we ve r,  it is  wo rth  
m e n tio n in g  th a t  s u c h  m e th o d s  in c lu d e  th e  
u s e  o f s e p a ra te  p ro c e s s o rs ,  th e  d is a b lin g  o f 
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P ro c e s s e s  a n d  th e ir  a to m ic  a c tio n s .  
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in te rru p ts  on a n  ind ividua l (multipro- 
g ra mme d) proce s s or, a nd  s ynchron iza tion  
s che me s  s uch  a s  mon ito rs  a nd  re s ource  
locking s tra te gie s . 

We  ha ve  s o fa r de s cribe d a tomic  a c tions  
me re ly a s  a  me a n s  for a  de s igne r to  ind ica te  
wh a t s ys te m  in te g rity cons tra in ts  s hou ld  be  
me t. Howe ve r, it s hou ld  be  c le a r th a t th e y 
a re  o f d ire c t re le va nce  to  te chn ique s  for 
a chie ving  fa u lt to le ra nce . Th is  is  due  to  th e  
fa c t th a t  th e y provide  a  me a n s  o f e rror 
de te c tion , a n d  more  importa n tly,  a  me a n s  
o f de limiting  th e  pos s ible  cons e que nce s  o f 
a  fa ult. 

An  a tomic  a c tion  is  in  fa c t a  ge ne ra liza - 
tion  of th e  conce p t o f a  "tra n s a c tio n " in tro- 
duce d  by da ta ba s e  de s igne rs  [Es wA76, 
GRAY75, LOME77]. Th e  tra n s a c tio n  s che me  
a llows  a  da ta ba s e  s ys te m  us e r to  a rra nge  
th a t  a  s e que nce  of in te ra c tions  with  th e  
da ta ba s e  will be  tre a te d  a s  a tomic , in  o rde r 
th a t  de s ire d  cons is te ncy cons tra in ts  on th e  
da ta ba s e  ca n  be  re a lize d. A tra ns a c tion  ca n  
th u s  be  vie we d a s  a n  a tomic  a c tion  involv- 
ing th e  us e r a n d  the  da ta ba s e  s ys te m  (or, 
more  e xa ctly, th e  proce s s  which  is  the  us e r's  
a c tivity, a nd  one  o f th e  te rmina l s upport 
proce s s e s  o f th e  s ys te m). For re a s ons  o f 
pe rforma nce , it is  u s ua lly ne ce s s a ry to  ex- 
e cu te  m a n y s uch  tra ns a c tions  concurre n tly, 
s o a to m ic ity ca n  be  provide d  by file - o r 
re cord-locking s tra te g ie s  (for e xa mple , s e e  
[Es wA76, GRAY75]). 

Th e  conce p t o f a n  a tomic  a c tion  is  its e lf 
ge ne ra lize d by be ing m a d e  in d e p e n d e n t o f 
th e  no tion  of a  s e que n tia l proce s s , a n d  is  
de fine d  us ing  occurre nce  gra phs , in  
[MERL77]. Howe ve r in  th is  pa pe r we  will 
c o n te n t ours e lve s  with  us ing  th e  p re s e n t 
in fo rma lly de s cribe d a nd  proce s s -ba s e d 
conce pt. 

Levels of Abstraction 
In  choos ing to  re ga rd  a  s ys te m  (or its  a ctiv- 
ity) a s  compos e d  o f ce rta in  compone n ts  a n d  
to  conce n tra te  on  the ir in te rre la tions h ips  
while  ignoring th e ir inne r de ta ils , one  is  
de libe ra te ly cons ide ring  ju s t a  pa rticu la r 
a bs tra c tion  o f th e  to ta l s ys te m. Th u s  th e  
s orts  o f s truc tu ring  th a t  we  ha ve  dis cus s e d 
s o fa r ca n  be  de s cribe d a s  s truc tu ring  with in  
a  s ingle  le ve l o f a bs tra c tion , or h o riz o n ta l 
s truc turing . If we  cons ide r fu rth e r de ta ils  
o f a  s ys te m  (or p a rt o f a  s ys te m), ou r vie w 

focus e s  on  a  lowe r le ve l o f a bs tra c tion  
which  s hows  how compone n ts  a nd  the ir 
in te rre la tions h ips  a re  im p le m e n te d  a nd  a ct, 
in  te rm s  o f s ome  more  de ta ile d  compone n ts  
a n d  in te rre la tions h ips . Th e s e  will o f cours e  
in  tu rn  ju s t be  a bs tra c tions  o f ye t more  
de ta ile d  compone n ts  a nd  in te rre la tion- 
s hips , a n d  s o on. 

In  choos ing  to  ide n tify a  s e t o f le ve ls  o f 
a bs tra c tion  (e a ch o f which  mig h t re la te  to  
th e  whole  s ys te m, or ju s t s ome  p a rt o f th e  
s ys te m) a n d  to  de fine  th e ir in te rre la tion- 
s hips , one  is  once  a ga in  impos ing  a  s truc- 
tu re  on  a  s ys te m, b u t th is  is  a  ra th e r diffe r- 
e n t fo rm o f s tru c tu re  which  we  will re fe r to  
a s  ve rtica l s truc turing . Th u s  ve rtica l s truc- 
tu rings  de s cribe  how compone n ts  a re  con- 
s truc te d , whe re a s  horizon ta l s truc tu rings  
de s cribe  how compone n ts  in te ra c t.  

Th e  imp o rta n c e  of le ve ls  o f a bs tra c tion  
is  th a t  th e y a llow one  to  cope  with  th e  
combina to ria l comple xity th a t  would  o the r- 
wis e  be  involve d in a  s ys te m  cons truc te d  
from a  ve ry la rge  n u m b e r o f ve ry ba s ic  
compone nts .  Th e  price  th a t  is  pa id  is  the  
re q u ire m e n t for we ll-docume nte d  s pe cifi- 
ca tions  o f th e  e xte rna l cha ra c te ris tics  o f 
e a ch  le ve l. S uch  s pe cifica tions  ca n  be  
th o u g h t o f a s  th e  abs trac tion  in te rface s  
in te rpos e d  ve rtica lly be twe e n  le ve ls , m u c h  
a s  th e  in te rre la tions h ips  de fine d  be twe e n  
in te ra c ting  c o mp o n e n ts  with in  a  le ve l func- 
tion  a s  wh a t could  be  te rm e d  com m unica- 
tion  inte rface s . In  e a ch  ca s e  th e  in te rfa ce  
will, if we ll chos e n, a llow the  de s igne r to  
ignore  (a t le a s t to  s ome  e xte n t) th e  work- 
ings  o f thos e  p a rts  o f th e  s ys te m  which  lie  
on  th e  fa r s ide  o f th e  in te rfa ce . 
Exam ple : The  s ys te m shown in Figure  4 ha s  a  
vertica l s tructure  compris ing four leve ls , a ll but 
the  topmos t of which a re  imple me nte d by a n 
inte rpre te r. Ea ch inte rpre te r is  programmed us- 
ing the  s e t of a ppa re ntly a tomic facilities  (ob- 
jects , opera tions , e tc.) tha t is  provided a t one  
a bs tra ction inte rface , a nd ha s  the  ta s k of provid- 
ing the  more  a bs tra ct s e t of (aga in a ppa re ntly 
a tomic) facilities  tha t the  ne xt highe r abs trac- 
tion inte rface  defines . Because  e a ch of the s e  
a bs tra ction inte rfaces  is  fully specified a nd doc- 
ume nte d, the  des igner of the  imple me nta tion of 
a ny one  leve l will norma lly ne e d little  or no 
knowledge  of the  des ign, or pe rha ps  even the  
exis tence , of a ny othe r leve ls . 

As  with  horizon ta l s truc turing , s o ca n  
m a n y d iffe re n t ve rtica l s truc tu rings  be  us e d  
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to  vis u a liz e  a  g ive n  s ys te m .  E q u a lly,  s o m e  
ve rtic a l s tru c tu rin g s  will h a ve  a  m o re  vis i- 
b le  re a lity in  th e  a c tu a l s ys te m  th a n  o th e rs .  
O n c e  a ga in , th e  im p o r ta n t  c h a ra c te ris tic  o f 
s u c h  "a c tu a l" s tru c tu rin g  is  th a t ,  wh ile  th e  
s ys te m  is  o p e ra tio n a l,  th e  ru le s  o f th e  a b - 
s tra c t io n  in te rfa c e s  a re ,  to  s o m e  d e g re e ,  
c o n s tra in e d  o r "e n fo rc e d . " Th e  g re a te r  th e  
e xte n t  o f th is  e n fo rc e m e n t,  th e  m o re  th e  
ve rt ic a l s tru c tu rin g  is  a c tu a l.  Th e  ro le  o f 
th e  e n fo rc e m e n t  will b e  to  t ry  to  p re ve n t  
fa u lts  (o r m o re  like ly, ju s t  c e rta in  o f th e  
m o re  like ly typ e s  o f fa u lt) fro m  in va lid a tin g  
th e  a b s tra c t io n  th a t  a  le ve l is  d e s ig n e d  to  
p ro vid e .  
Example: In  Dijks tra 's  THE  s ys te m [DIJK68] 
the  le ve ls  a re  a lmos t e n tire ly conce ptua l. Th e y 
we re  us e d a s  a  me a ns  o f fa c toring the  de s ign 
e ffort, a nd  o f fa cilita ting the  va lida tion of the  
s ys te m de s ign. Howe ve r no a tte m p t wa s  ma de  
to  incorpora te  me cha nis ms  in the  s ys te m which 
would pe rform run-time  che cks  on  the  rule s  
re la ting to  the  us a ge  of the  fa cilitie s  provide d a t 
va rious  le ve ls . Thus , for e xa mple , if a  me mory 
pa rity e rro r wa s  de te c te d  the re  wa s  no wa y of 
re la ting this  to  a  pa rticu la r le ve l of a bs tra ction, 
much  le s s  o f d ire c tly incorpora ting a ppropria te  
provis ions  in e a ch  le ve l for coping with  s uch 
fa ults . 

Ho we ve r,  th e  m o re  th e  ve rtic a l s tru c tu r-  
ing  is  a c tu a l,  th e  m o re  re a s o n a b le  it is  to  
b a s e  p ro vis io n s  fo r fa u lt  to le ra n c e  o n  it. 
Example: Cons ide r a  multile ve l in te rp re te r s im- 
ila r to  th a t of Figure  4, bu t whe re  the  micropro- 
gra m a nd  the  progra m a re  e a ch  he ld  in a  {sepa- 
ra te } pa rt o f the  s a me  s tore . Na tura lly, we  a s - 
s ume  th a t the  microprogra m ha s  be e n  de s igne d 
to  cons tra in  the  progra m from ove rwriting the  
pa rt o f the  s tore  holding the  microprogra m. 
Th e n  the  microprogra mme d a nd  progra mme d 
in te rpre te rs  might well e a ch  ha ve  the ir own 
dis tinct me a ns  o f re cove ring from a  re porte d  
s tore  pa rity e rror. 

Faults and Structuring 

We  h a ve  a lre a d y d is c u s s e d  s o m e  e xa m p le s  
o f h o w th e  p ro vis io n  o f "a c tu a l" s t ru c tu re  
in  a  s ys te m  m a ke s  fe a s ib le  th e  p ro vis io n  o f 
c e rta in  typ e s  o f fa u lt to le ra n c e .  S u b s e q u e n t  
s e c tio n s  d e ve lo p  th e s e  p o in ts  fu rth e r.  Ho w- 
e ve r th e  re la tio n s h ip  b e twe e n  fa u lts  a n d  
s tru c tu rin g  is  re a lly ve ry ba s ic ,  a s  we ll a s  
s u b tle .  In  fa c t o u r wh o le  c a te g o riz a tio n  o f 
fa u lts  in to  m e c h a n ic a l fa u lts ,  a lg o rith m ic  
fa u lts  a n d  fa u lts  d u e  to  in va lid  in te ra c tio n s  
with  (i.e ., m is u s e  of) a  s ys te m  is  b a s e d  o n  
s ys te m  s tru c tu re .  O n ly a fte r  h a vin g  c h o s e n  
a  p a rt ic u la r  p e rs p e c tive  o n  a  s ys te m ,  a n d  
h a vin g  id e n tifie d  a  ve rtic a l a n d  h o riz o n ta l 
s tru c tu rin g ,  c a n  o n e  s a y to  wh ic h  o f th e s e  
th re e  c a te g o rie s  a  g ive n  fa u lt  be longs .  

Wo rs e  th a n  th is ,  th e  p ro c e s s  o f id e n tify- 
ing  a  s tru c tu rin g  s e e m s  to  in vo lve  a  c o n - 
s c io u s  (o r m o re  like ly u n c o n s c io u s ) a s s u m p - 
tio n  a b o u t  th e  s o rts  o f fa u lt  th a t  c o u ld  
o c c u r,  a n d  s h o u ld  b e  c o n s id e re d .  P u t t in g  
th is  th o u g h t  a n o th e r  wa y,  ju s t  a s  it s e e m s  
im p o s s ib le  to  c o n s id e r a n y o b je c t  a s  b e in g  
c o m p le te ly u n s tru c tu re d ,  it s e e m s  th a t  we  
c a n  n e ve r,  a t  a n y o n e  t im e  a t  le a s t,  a vo id  
lim itin g  th e  fa u lt  p o s s ib ilitie s  th a t  c a n  b e  
c o n c e ive d .  S tru c tu rin g s  th a t  a re  u s e fu l 
fro m  th e  p o in t  o f vie w o f c o n s id e rin g  th e  
re lia b ility o f a  s ys te m  (i.e ., s tru c tu rin g s  
wh ic h  a re  "a c tu a l" s tru c tu rin g s ) a re  th o s e  
wh ic h  e n a b le  d e s ig n e rs  to  th in k,  a n d  to  
th in k s im p ly,  a b o u t  th o s e  fa u lts  wh ic h  a re  
like ly to  o c c u r.  Th is  is  n o t  ju s t  a  q u e s tio n  
o f c o n s id e rin g  th e  re la tive  like lih o o d  o f 
p ro b le m s  with  p a rt ic u la r  p ie c e s  o f h a rd - 
wa re ,  o r fro m  p a rt ic u la r  typ e s  o f in te rfa c e ,  
b u t  in  c o m p le x s ys te m s  is  a ls o  a  q u e s tio n  o f 
th e  like h h o o d  o f m is ta ke s  b e in g  m a d e  b y 
th e  d e s ig n e rs  th e m s e lve s .  G o o d  s tru c tu rin g  
s h o u ld  re d u c e  th e  n u m b e r  o f s u c h  m is ta ke s  
b u t  g ive s  n o  g u a ra n te e  o f th e ir  a b s e n c e .  

4. FAULT TOLERANCE TECHNIQUES 
Te c h n iq u e s  fo r a t te m p tin g  to  a c h ie ve  fa u lt  
to le ra n c e  c a n  b e  c la s s ifie d  in  va rio u s  d iffe r- 
e n t  wa ys .  He re  we  c h o o s e  to  re g a rd  th e m  
a s  c o m p ris in g ,  in  g e n e ra l,  s tra te g ie s  fo r 1) 
e rro r  d e te c tio n ,  2) fa u lt t re a tm e n t ,  3) d a m - 
a g e  a s s e s s m e n t,  a n d  4) e rro r  re c o ve ry.  

Th e  p a rt ic u la r  s tra te g ie s  u s e d  m a y  va ry  
in  d iffe re n t p a rts  o f a  s ing le  s ys te m ,  a n d  a t  
d iffe re n t t im e s  d u rin g  its  o p e ra tio n .  In d e e d  
it is  n o t  a lwa ys  p o s s ib le  to  m a ke  a  p o s itive  
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ide n tifica tion  of th e  compone n ts  re s pons i- 
ble  for e a ch  of th e  cons titue n t s tra te g ie s  
us e d  in  a  give n fa u lt to le ra nce  te chnique . 
Th e  orde r in which  the s e  s tra te g ie s  a re  
ca rrie d  ou t ca n  va ry, a nd  the re  ca n  be  m u c h  
in te ra c tion  be twe e n  the m, b u t th e  s ta rting  
po in t is  a lwa ys  the  de te c tion  o f a n  e rror. 
Th e  a dd itiona l compone n ts  a nd  a lgorithms  
th a t  provide  the s e  va rious  s tra te g ie s  in  a  
fa u lt-to le ra n t s ys te m cons titu te  wh a t ca n  
be  te rm e d  "p ro te c tive  re d u n d a n c y." 

Protective Redundancy 

One  c o m m o n  wa y o f cla s s ifying p ro te c tive  
re d u n d a n c y is  to  d iffe re n tia te  m as king  re - 
dundancy  from dynam ic re dundancy. This  
d is tinc tion  is  in  fa c t re la te d  n o t a s  m u c h  to  
the  type  o f s tra te g y us e d, a s  to  th e  wa y in  
which  it is  fitte d  in to  th e  s truc tu re  o f th e  
s ys te m. 

Ma s king  re d u n d a n c y is  re d u n d a n c y us e d  
to  ma s k or h ide  th e  e ffe c ts  o f fa u lts  in  a  
compone n t.  Thus ,  a s  fa r a s  th e  e nviron- 
m e n t o f th e  compone n t is  conce rne d, the  
c o m p o n e n t works  pe rfe c tly, de s pite  in te r- 
na l fa ults , a t le a s t while  th e  ma s king  re dun- 
d a n c y is  e ffe ctive . Th is  con tra s ts  with  the  
s itua tion  whe re  re d u n d a n c y is  us e d  ins ide  
a  c o m p o n e n t to  provide  e xplic it or implic it 
ind ica tions  a mong  th e  o u tp u ts  o f a  compo- 
n e n t a s  to  wh e th e r the s e  a re  e rrone ous . 
Th is  in te rna l re d u n d a n c y would  th e n  ha ve  
to  be  comple me n te d  by e xte rna l re dun- 
da ncy, in  th e  fo rm o f provis ions  for re cov- 
e ry, in  the  s ys te m  th a t  us e s  the  compone n t.  
R e d u n d a n c y s che me s  ca n  a ls o be  re la te d  to  
the  s truc tu re  o f a  s ys te m  in  s uch  a  wa y th a t  
th e y pos s e s s  a ttrib u te s  o f b o th  cla s s e s . S uch  
hybrid re dundancy s che me s  will ma s k the  
e ffe cts  o f s ome  type s  o f fa ult, a nd  provide  
e rror ind ica tions  for s ome  o th e r type s . 

Ma s king  re d u n d a n c y is  o fte n  e q u a te d  to  
a  fo rm of re d u n d a n c y which  is  te rm e d  s tatic 
re dundancy be ca us e  the  re d u n d a n t com- 
p o n e n ts  th a t  it involve s  re m a in  in  us e , a nd  
in  th e  s a me  fixe d re la tions hip , wh e th e r o r 
n o t a n y e rrors  a re  de te c te d . Exa mple s  o f 
ma s king  or s ta tic  re d u n d a n c y inc lude  fa u lt 
ma s king  via  coding, a n d  fixe d re p lica tion  
with  voting. Th e  ca nonica l e xa mple  o f th e  
la tte r is  Trip le  Mo d u la r R e d u n d a n c y (s e e  
Typ e s  o f Che ck, be low). 

Error Detection 

Th e  purpos e  of e rror de te c tion  is  to  e na ble  
s ys te m  fa ilure s  to  be  p re ve n te d  by re cog- 
niz ing whe n  th e y m a y be  a b o u t to  occur. 
Ide a lly, th e  che cks  m a d e  by e rror de te c tion  
me c h a n is ms  s hou ld  b o th  be  ba s e d  on ly on  
th e  s pe cifica tion  o f th e  s e rvice  th a t th e  
s ys te m  is  s uppos e d  to  provide , a nd  be  in- 
d e p e n d e n t o f th e  s ys te m  its e lf. With o u t 
s uch  inde pe nde nce  th e re  is  th e  pos s ibility 
o f a  s ingle  fa u lt a ffe c ting  bo th  th e  s ys te m  
a nd  th e  che ck, a nd  s o p re ve n ting  e rror de - 
te c tion . 
Example: The  P RIME s ys te m [BASK72] a t- 
te mpts  to de te ct a nd limit the  propaga tion of 
e rrors  by requiring tha t a n inde pe nde nt check 
be  ma de  on e ve ry critica l function performed by 
e ve ry processor [FABR73]. The  inde pe nde nt 
check is  performed e ithe r by a nothe r processor 
making a  cons is tency check or by ha rdwa re  
making a  va lidity check. Moreover, the  s ys te m 
software  ha s  be e n des igned with the  a im of 
ha ving sufficient re dunda ncy to ensure  tha t ev- 
e ry critica l decis ion ca n be  checked indepen- 
de ntly. This  approach is  in fa ct a n example  of 
the  use  of decis ion verfica tion [DENN76] 

If s uch  che cks  could  be  de s igne d to  cove r 
a ll o f th e  a s pe c ts  o f th e  s ys te m  s pe cifica - 
tions , a nd  c o mp le me n te d  by a ppropria te  
m e a n s  of e rror re cove ry, th e n  no  s ingle  
a lgorithmic  or c o m p o n e n t fa u lt would  le a d  
to  s ys te m  fa ilure . In  pra ctice , o f cours e , one  
ha s  to  m a ke  do with  m u c h  le s s  rigorous  
che cking  th a n  this . For a  s ta rt,  the  s ys te m 
s pe cifica tion m a y be  e xpre s s e d in te rms  o f 
in fo rma tion  which  is  e xte rna l to  th e  s ys te m, 
a nd  in a  wa y which  is  n o t a me na b le  to  a  
c o m p u ta tio n a l ve rifica tion. An y che cks  
would  the re fo re  ha ve  to  ignore  s ome  a s - 
pe c ts  o f th e  s ys te m  s pe cifica tion, be ca us e  
of th e  ne ce s s ity o f e xpre s s ing th e m  in  a l- 
gorithmic  fo rm which  involve d on ly infor- 
m a tio n  th a t wa s  a va ila ble  with in  th e  s ys - 
te m. F u rth e rm o re ,  th e  inde pe nde nce  of th e  
che ck a nd  th e  s ys te m  be ing che cke d  c a n n o t 
be  a bs olute ; a s s e s s me nts  o f th e  de gre e  o f 
inde pe nde nce  will be  ba s e d  on implic it or 
e xplic it a s s umptions  a b o u t wh a t fa u lts  
m ig h t occur a n d  wh a t fa u lts  will n o t (for 
e xa mple  it m ig h t be  a s s ume d  th a t  th e  s oft- 
wa re  is  corre ct). E ve n  th e n  cons ide ra tions  
o f cos t a n d  e ffe c ts  on  pe rfo rma nce  mig h t 
fu rth e r de cre a s e  th e  qua lity o f th e  che ck. 
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Example: Be ca us e  o f the  re qu ire me n t th a t 
che cks  ha ve  to  be  ba s e d  on  in forma tion  a va ila ble  
in the  s ys te m, a  s tock contro l p rog ra m ca nno t 
gua rd  a ga ins t be ing fe d va lid bu t incorre c t da ta . 
It the re fore  ca nno t e ns ure  th a t the  a c tua l s tock 
s upp ly s itua tion  m a tc h e s  th a t re p re s e n te d  b y 
the  in forma tion  it is  holding. 

F o r  a ll th e s e  re a s o n s ,  th e re fo re ,  th e  s o rts  
o f c h e c ks  wh ic h  c a n  b e  m a d e  in  a  s ys te m  
will b e  o n e s  wh ic h  a t t e m p t  to  e n fo rc e  s o m e  
lo we r s ta n d a rd  o f b e h a vio r  th a n  a b s o lu te  
c o rre c tn e s s ,  a  s ta n d a rd  u s u a lly re fe rre d  to  
a s  "a c c e p ta b ility . " All th a t  c a n  b e  a im e d  
fo r is  th e  c h o ic e  o f te s ts  fo r a c c e p ta b ility  
wh ic h  p ro vid e  a  ve ry  h ig h  d e g re e  o f con fi- 
d e n c e  t h a t  a n y e rro r  will b e  d e te c te d .  

Types of Check 

Id e a lly th e  c h e c ks  o n  th e  fu n c tio n  o f a  
s ys te m  will b e  m a d e  o n  its  "re s u lts " im - 
m e d ia te ly  b e fo re  th e y  le a ve  th e  s ys te m ; th is  
is  th e  p rin c ip le  o f m in im iz in g  "T im e  o f 
C h e c k to  T im e  o f Us e " th a t  is  d e s c rib e d  b y  
Mc P h e e  [MC P H7 4 ].  
Example: Acce pta nce  te s ts  [HORN74] a re  a  pro- 
g ra mming  la ngua ge  cons truc t which  is  in  a ccord  
with  th is  principle . S uch te s ts  a re  pe rfo rme d  on 
the  va lue s  of s e le cte d va ria b le s  th a t e xis t whe n  
the  e nd of a  p ro g ra m  block is  re a che d. Th e  
a cce p ta nce  te s t ta ke s  the  fo rm of a  Boole a n  
e xpre s s ion ba s e d, in ge ne ra l, bo th  on  the  cu rre n t 
va lue s  of the s e  va ria b le s  a nd  on  the  va lue s  th a t 
e xis te d whe n  the  b lock wa s  e nte re d. Me a ns  of 
che cking th a t cha nge s  we re  ma de  only to  va ria - 
ble s  lis te d  in the  a cce p ta nce  te s t, i.e ., che cking 
th a t the  block did no t ha ve  a n y una n tic ipa te d  
e ffe cts , a re  de s cribe d in [RAND75]. 

It  is  o fte n  p o s s ib le ,  th ro u g h  kn o wle d g e  o f 
th e  a lg o rith m s  o f th e  s ys te m ,  to  re c o g n iz e  
t h a t  c e r ta in  va lu e s  o f in te rn a l d a ta  ite m s  
a re  e rro n e o u s ; to  d o  s o  will s a ve  u s e le s s  
p ro c e s s in g  a n d  e n a b le  m o re  s p e e d y re c o v- 
e ry.  Ho we ve r ,  s u c h  c h e c ks  a re  a n  in a d e - 
q u a te  s u b s t itu te  fo r c h e c ks  wh ic h  a re  m a d e  
a t  th e  la s t  p o s s ib le  m o m e n t  a n d  b a s e d  o n  
th e  e xte rn a l s p e c ific a tio n s  o f th e  s ys te m .  
R a th e r ,  s u c h  in te rn a l c h e c ks ,  wh ic h  n e c e s - 
s a rily d e p e n d  o n  th e  in te rn a l a lg o rith m s  o f 
th e  s ys te m ,  m a y  la c k in d e p e n d e n c e  fro m  
th o s e  a lg o rith m s .  

In  m a n y  c a s e s ,  th e  ta s k o f e s ta b lis h in g  
th e  a c c e p ta b ility  o f th e  re s u lts  o f a  s ys te m  
in vo lve s  s o m e  fo rm  o f re p lic a tio n ,  fo llo we d  
b y  th e  c h e c kin g  o f th e  c o n s is te n c y o f th e  

re s u lts  o b ta in e d .  T h e  re p lic a t io n s  m ig h t,  
fo r e xa m p le ,  in vo lve  two  o r m o re  s ys te m s  
o f in d e p e n d e n t  d e s ig n ,  two  o r m o re  c o p ie s  
o f th e  s a m e  d e s ig n  o r re p e a te d  u s e  o f th e  
s a m e  s ys te m ,  d e p e n d in g  o n  th e  s o rts  o f 
fa u lts  th a t  a re  e xp e c te d ,  a n d  o n  th e  
c o s t /p e r fo rm a n c e  c o n s tra in ts  o n  th e  s ys - 
te m .  S u c h  te c h n iq u e s  c a n  a ls o  b e  th e  m e a n s  
b y  wh ic h  fa u lt  m a s kin g  is  p ro vid e d ,  s o  th a t  
s e p a ra te  e rro r  re c o ve ry  is  n o t  n e e d e d .  
Example: Trip le  Modu la r Re dunda ncy (TMR) 
involve s  the  us e  o f th re e  s ubcompone n ts  (or 
"module s ") of ide ntica l de s ign, a nd  ma jo rity vo t- 
ing circuits  which che ck the  module  ou tpu ts  for 
e xa ct e qua lity. It  is  thus  de s igne d to  m a s k the  
fa ilure  of a n y s ingle  module , b y a cce pting  a ny 
o u tp u t th a t a t le a s t two o f the  module s  a gre e  on. 
(The  TMR  s truc tu re  s hown in Figure  5 is  a s - 
s ume d  to  be  p a rt of a  la rge r TMR  s truc ture , a nd  
s o ha s  trip lica te d  inpu ts  a nd  outputs .) 

S uch  a  TMR  orga niza tion wa s  a dop te d  in the  
S IF T (S oftwa re  Im p le m e n te d  Fa u lt Tole ra nce ) 
c o m p u te r [WENS72] whe re  e a ch  ta s k is  e xe cute d  
by th re e  (or more ) proce s s ors  a nd  the  re s u lts  
vo te d  on  b y th re e  s ubs e que n t proce s s ors . 

TMR  s che me s  a re  ba s e d  on  the  a s s umption  
th a t fa ilure s  in the  d iffe re nt module s  a re  inde - 
pe nde n t o f e a ch  othe r. Th u s  a  {ha rdwa re  or 
s oftwa re ) de s ign fa u lt which ca us e d  a ll th re e  
module s  to  p roduce  ide ntica l b u t incorre c t out- 
pu ts  would no t be  ma s ke d . Equa lly, it is  ne ce s - 
s a ry th a t the  module s  do no t in te ra c t with  e a ch  
o the r, i.e ., th a t the  a c tivity o f e a ch  is  a n  a tomic  
a ction. Th is  re qu ire me n t is  difficult to  gua ra n te e  
for module s  within  a  s ingle  in te g ra te d  circuit 
pa cka ge , whe re  TMR  us e  is  the re fore  ina ppro- 
pria te . 

A s o m e wh a t  d iffe re n t kin d  o f c h e c k,  a  
re ve rs a l c h e c k,  is  s o m e t im e s  p o s s ib le .  Th is  
in vo lve s  p ro c e s s in g  th e  re s u lts  o f th e  s ys - 
t e m  a c t ivity in  o rd e r  to  d e te rm in e  th e  c o r- 
re s p o n d in g  in p u ts  a n d  c h e c k t h e m  a g a in s t  
th e  a c tu a l in p u ts .  

I Module 2 

l Module 3 
, Voters 

FIGURE 5. Triple modular redundancy. 
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Example: A reversa l check on a  s ys te m which 
produces  a  s e t of factors  of a n integer is  ve ry 
convenient, but this  is  not the  case  ff the  sys tem, 
say, produces  a  s ingle  bit result, indica ting 
whe the r or not a  given inte ge r is  a  prime num- 
ber. 

Ma n y ve ry e ffe ctive  e rror de te c tion  te ch- 
n ique s  involve  th e  us e  o f coding a s  a  m e a n s  
o f re duc ing  th e  cos t o f th e  che ck. Te ch- 
n ique s  s uch  a s  p a rity che cks , Ha m m in g  
code s , a n d  cyclic re d u n d a n c y che cks  a re  
we ll e s ta b lis he d , pa rticu la rly for de te c ting  
ce rta in  typ e s  o f ope ra tiona l e rror. Che cking  
th e  a cce p ta b ility o f la rge  a n d  comple x 
ma s s e s  o f d a ta  is  o fte n  infe a s ible  with o u t 
th e  us e  o f coding  te chnique s . 
Example: Ra the r tha n unde rta ke  the  ta s k of 
checking tha t one  la rge  s e t of da ta  is  a  permu- 
ta tion of a nothe r se t, it might suffice  to confirm 
tha t the ir checksums a re  correct, a nd identica l. 

An y fo rm o f e rror de te c tion  ba s e d  on  
coding is , howe ve r, a t be s t a  limite d  fo rm 
o f che ck, whos e  a cce p ta b ility m u s t be  ba s e d  
on  a s s umptions  a b o u t th e  p roba ble  cha r- 
a c te ris tics  o f th e  e rrors  to  be  de te c te d . 
Thus ,  for ins ta nce , p a rity che cks  a re  re - 
ga rde d  a s  s u ita b le  for core  s tore s , b u t a s  
qu ite  in a d e q u a te  for te le communica tions ,  
be ca us e  of th e  d iffe re n t type s  o f fa u lt in- 
cu rre d  a nd  he nce  the  d iffe re n t cha ra c te ris - 
tics  o f th e  e rrors . 

E rro r de te c tion  me c h a n is ms  ca n  the m- 
s e lve s  s uffe r from fa ults . P rovide d  th a t  
the s e  fa u lts  do  n o t ca us e  da ma ge  to  th e  
s ys te m  be ing che cke d, ju s t two ca s e s  ne e d  
be  cons ide re d: th e  m e c h a n is m  ca n  d e te c t 
none xis te n t e rrors , o r fa il to  d e te c t a c tua l 
e rrors . Th e  de te c tion  o f a n  e rror which  doe s  
n o t e xis t c a n n o t o f its e lf ca us e  th e  s ys te m  
to  fa il, th o u g h  it will us e  up  s ome  o f th e  
re cove ry ca pa b ility o f th e  s ys te m. (If th is  
ca pa b ility is  ins uffic ie n t a  fa ilure  will o f 
cours e  e ns ue .) One  ca n  e xpe c t th a t  s uch  
fa u lts  in  e rror de te c tion  me cha n is ms , s ince  
th e y d ra w a tte n tio n  to  the ms e lve s , will be  
qu ickly ide n tifie d  a nd  re me die d . Unfortu - 
n a te ly th e  re ve rs e  is  true  for fa u lts  which  
ca us e  e rrors  to  re m a in  unde te c te d .  

Interface Checking 

Ide a l or "c o mp le te " che cks  on  th e  func tion- 
ing o f a  s ys te m, a s  de s cribe d  a bove , would  
ta ke  no  a ccoun t o f th e  de s ign o f the  s ys te m, 
or o f its  in te n d e d  in te rna l s truc turing . In- 

te rn a l che cks  a re  typ ica lly ba s e d  on  a  com- 
b ina tion  o f s us pic ion a n d  fa ith  in  th e  s truc- 
tu ring  o f a  s ys te m. F a ith  in  "a c tu a l" s truc- 
tu ring  is  ba s e d  on  th e  p re s ume d  e ffe ctive - 
ne s s  o f th e  cons tra in ts  th a t  a re  a pplie d  to  
in te rfa ce s ; fa ith  in  "c o n c e p tu a l" s truc tu ring  
on  th e  q u a lity o f th e  th o u g h t th a t we n t in to  
th e  de s ign. 

E rro r de te c tion  me c h a n is ms  with in  com- 
p o n e n ts  th a t  s e rve  to  che ck in te ra c tions  
a cros s  in te rfa ce s  (e ithe r a bs tra c tion  or 
communica tion) a re  one  m e a n s  o f provid- 
ing cons tra in ts .  Che cks  for divis ion by ze ro, 
p ro te c tion  viola tion, la ck o f re s pons e  to  a  
me s s a ge  with in  a  time  limit, a nd  powe r 
s upp ly irre gula ritie s  a re  typ ica l e xa mple s  o f 
s uch  che cks . All the s e  che cks  o f cours e  ca n  
be  vie we d from ins ide  a  c o m p o n e n t a s  
che cks  on  th e  a tte m p te d  us e  m a d e  o f th e  
c o m p o n e n t (i.e ., s ys te m) by its  e nviron- 
me n t.  Cle a rly the re fo re  th e y ca n  a t m o s t 
gua ra n te e  va lid ity o f us e , a s  oppos e d to  
corre c tne s s  with  re s pe c t to  e nvironme n t- 
le ve l crite ria . 

Th e  no tion  th a t  a  pa rticu la r s truc tu ring  
obs cure s  th e  pos s ib ility o f ce rta in  typ e s  o f 
fa u lt ha s  a s  its  c o u n te rp a rt th e  fa c t th a t  th e  
choice  o f a n  in te rfa ce  m a ke s  s ome  s orts  o f 
che cking  o f th e  p a rts  o f th e  s ys te m  on  th e  
fa r s ide  o f th e  in te rfa ce  impos s ible  or a t 
le a s t impra c tica ble . 
Example: It is  quite  practicable  to progra m a  
compute r to perform a  given ta s k in s uch a  wa y 
a s  to incorpora te  some checking on the  correct 
functioning of the  compute r (for example  of its  
a rithme tic unit or backing s tore ). However it 
would ha rdly be  feas ible  to incorpora te  checks  
on the  ins truction fe tching a nd decoding, or the  
s tore  address ing into s uch a  program. 

Th is  p o in t le a ds  us  to  th e  no tion  o f di- 
a gnos tic  c h e c kin g --th a t o f pe riodic  a t- 
te m p ts  to  de te rmine  wh e th e r a  c o m p o n e n t 
(e .g., th e  in s truc tion  de code r) is  p re s e n tly 
func tion ing  s a tis fa c torily, in te rs pe rs e d  with  
pe riods  wh e n  it is  a s s ume d  th a t  it is . To  be  
e ffe c tive  th e  d ia gnos is  m u s t be  ca pa ble  o f 
re ve a ling  th e  e xis te nce  of like ly fa ults , a n d  
th e  d e m a n d s  m a d e  on  th e  c o m p o n e n t by 
th e  d ia gnos tic  s che me  s hou ld  a pproxima te  
to  or p re fe ra b ly e xce e d th e  d e m a n d s  m a d e  
during  n o rm a l us e . S uch  s che me s  a re  a p- 
plica ble  on ly in  th e  ca s e  o f fa u lts  th a t  a ris e  
th ro u g h  uncon tro lle d  cha nge s  to  th e  s ys te m  
(s uch a s  c o m p o n e n t de g ra da tion  ca us e d  b y 
a ging or pe rha ps  in a d e q u a te ly p la nne d  
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modifica tions ), th o u g h  th e  dia gnos is  te ch- 
n ique  m a y be  invoke d  in  re s pons e  to  a  
fa ilure , in  a n  a tte m p t to  loca te  its  unde rly- 
ing ca us e . Th e  a de qua cy of dia gnos tic  
che cking s che me s  will a ls o de pe nd  on  the  
a m o u n t o f time  a nd  re s ource s  involve d dur- 
ing dia gnos is  pe riods , a nd  he nce  th e  fre - 
que ncy with  which  th e y ca n  be  unde rta ke n ,  
a s  compa re d  to  th e  a rriva l fre que ncy o f 
fa ults . Th e  troub le  with  s uch  s che me s  is  
th a t e rrors  m ig h t go u n d e te c te d  for a  long 
pe riod, while  da ma ge  s pre a ds  th ro u g h o u t 
th e  s ys te m, a nd  be yond. 

Fault Treatment 

A detected error is only a symptom of the 
fault that caused it, and does not necessar- 
ily identify that fault. Even where the re- 
lationship between the fault and the de- 
tected error appears obvious, it will be 
found that many other possible faults could 
have caused the same error to be detected. 
It is often contended that the errors caused 
by different kinds of faults have fundamen- 
tally different natures, that for instance 
hardware component faults and software 
design faults are essentially different. We 
would argue that the differences are super° 
ficial. It may be that a pattern-sensitive 
type of fault, which generates an error only 
for specific patterns of inputs, is more com- 
mon in software, whilst an abrupt change 
in behavior due to a change in internal state 
is more frequent in hardware. But both 
types of fault can be present in both hard- 
ware and software components (for exam- 
ple a program can damage its database and 
be unable to give any further service, and 
a hardware circuit can be affected by 
cros s ta lk). 

Th e  ta s k o f loca ting  a nd  re moving  a  fa u lt 
ca n  the re fo re  be  a  ve ry comple x one , whos e  
a u to m a tio n  is  fe a s ible  on ly in  s itua tions  
which  a re  (or a re  p re s ume d  to  be ) ve ry 
s imple . An a lte rna tive  s tra te g y is  to  ignore  
th e  fa u lt a nd  to  try to  con tinue  to  provide  
a  s e rvice  de s pite  its  con tinue d  pre s e nce , 
a fte r ha ving  de a lt in  s ome  wa y with  the  
da ma ge  it m ig h t ha ve  ca us e d. Th is  a ls o 
involve s  a s s umptions , th is  time  a b o u t the  
m a xim u m  pos s ible  e xte n t o f s uch  da ma ge . 
(In pra c tice  it would  be  unwis e  n o t to  log 

the  occurre nce  o f a n  e rror, a n d  pe rha ps  
s ome  in fo rma tion  which  m ig h t a id  th e  la te r 
ide n tifica tion  o f th e  fa u lt b y m a in te n a n c e  
pe rs onne l. Th u s  fa u lt re pa ir is  no t s o m u c h  
a voide d, a s  de la ye d  a n d  le ft to  m a n u a l te ch- 
n iq u e s -s u c h  te chn ique s  ca n  o f cours e  be  
a ide d  cons ide ra b ly by th e  provis ion o f a p- 
p ropria te  tools .) 

Con tinue d  us a ge  o f a  compone n t in  
which  th e re  is  e vide nce  o f th e  pre s e nce  o f 
a  fa u lt ma ke s  s e ns e  on ly whe n  th e  fa u lt is  
be lie ve d to  be  one  th a t  is  e ffe c tive ly a  tra n- 
s ie n t fa ult. Fo r e xa mple , it is  a ppropria te  
for fa u lts  which  a ris e  from s e ns itivity to  a  
ve ry limite d  s e t o f s pe cific in p u t pa tte rns ,  
or from occa s iona l time -va rying  be ha vior 
o f s ubcompone nts .  
Example: Continue d usage  could be  ma de  of a  
magnetic ta pe  unit, even though it is  occas ion- 
a lly necessary to ma ke  re pe a te d a tte mpts  a t 
reading a  ta pe  before  one  is  success ful. If the  
opera ting s ys te m keeps  a  record of unsuccess ful 
a tte mpts  a t reading, this  ca n provide  evidence  
for use  during the  ne xt period of scheduled main- 
te na nce , unless the tape unit deteriorates so 
rapidly that more urgent remedial action is 
called for. 

If, or more realistically, when, it is de- 
cided that some action must be taken to 
avoid the fault during further operation of 
the system, or indeed to repair the fault, it 
must first be located. More exactly, the 
(assumed) position of the fault must be 
located to within a component of a size 
which is acceptable as a unit of replacement 
(for example a printed circuit board or a 
sequence of instructions). The search strat- 
egy will perforce be influenced by some 
preconceived ideas about the structure of a 
system. These will, at least initially, mislead 
the searcher (whether human or electronic) 
if a point has been reached where the fault 
has caused violation of some intended in- 
terrelationship between components. This 
fault will have occurred, without being de- 
tected at the time, because of the absence 
or inadequacy of constraints on the inter- 
relationship. Where such possibilities have 
not previously been anticipated, and re- 
flected in at least some existing (preferably 
documented) viewpoints on the system and 
its structure, the task of locating the fault 
can be very difficult indeed, even for a 
human, since it will in essence involve the 
generation of a new viewpoint. 
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Example: This  is  wha t ha s  to be  done  a ll the  
time  while  debugging a  program. It ca n be come  
a  much more  difficult ta s k whe n it conce rns  
re s idua l bugs  in a  s ys te m which ha s  success fully 
ope ra te d for s ome  time , a nd whose  progra mme rs  
ha ve  ga ined increased, but misplaced, confi- 
de nce  in the  a de qua cy of the ir unde rs ta nding of 
the  s ys te m a nd its  s tructure . 

G ive n  th a t  a  c o m p o n e n t ha s  b e e n  de s ig- 
n a te d  a s  fa u lty,  a nd  a s  one  whos e  fu rth e r 
us e  s hou ld  be  a voide d , va rious  s tra te g ie s  
a re  pos s ible . Bo rg e rs o n  [BORG73] d ivide s  
th e s e  in to  re p la c e m e n t a nd  re configura - 
tio n  s tra te g ie s . R e place m e nt s trate gie s  are  
th o s e  in  which  a  p re vious ly idle  c o m p o n e n t 
(a  s o-ca lle d  "s ta n d -b y s pa re ") is  d ire c tly 
s u b s titu te d  fo r th e  de s igna te d  c o m p o n e n t.  
R e configuration s trate gie s  invo lve  a rra ng- 
ing  for s ome  o r a ll o f th e  re s pons ib ilitie s  o f 
th e  c o m p o n e n t to  be  ta ke n  o ve r b y o th e r 
c o m p o n e n ts  wh ich  a re  a lre a d y in  us e  b y 
th e  s ys te m. R e c o n fig u ra tio n  th e re fo re  ne c- 
e s s a rily invo lve s  s ome  de gre e  o f p e rfo rm- 
a nce  a n d /o r  func tiona l de g ra da tion .  

Bo rg e rs o n  fu rth e r c la s s ifie s  s uch  s tra te - 
gie s  a s  be ing  e ith e r m anual, dynam ic, or 
s pontane ous . In  th e  firs t c a te g o ry th e  s ys - 
te m  ta ke s  no  p a rt in  th e  s tra te gy,  which  in 
th e  ca s e  o f h a rd wa re  m a y invo lve  m a n u a l 
re ca b ling  a nd  th e  like . In  th e  s e cond  ca te - 
gory, e xte rn a l s timuli ca us e  th e  s ys te m  to  
m a ke  us e  o f p rovis ions  it c o n ta in s  fo r re or- 
ga nizing its  fu tu re  a c tivity.  S p o n ta n e o u s  
re p la c e m e n t a nd  re c o n fig u ra tio n  a re  s tra t- 
e gie s  th a t  a re  ca rrie d  o u t e n tire ly a u to m a t- 
ica lly b y th e  s ys te m  its e lf, a nd  a re  s ome - 
time s  re fe rre d  to  a s  "s e lf re p a ir" s tra te g ie s . 
Example: Whe n a  fa ilure  occurs  in a  ha rdwa re  
unit (such as  a  processor) in the  P RIME s ys te m, 
the  s ys te m is  s ponta ne ous ly re configure d to run 
without tha t unit. Thus  the  s ys te m was  des igned 
a s  a  "fa il-softly" s ys te m which provide s  a  grace- 
ful de gra da tion in se rvice  whe n a  fa ilure  occurs  
[BORG 72, BORG 73]. In contra s t, the  J P L-S TAR 
compute r discussed in S e ction 5 us e s  s ponta - 
ne ous  re pla ce me nt to  de a l with ce rta in type s  of 
ha rdwa re  fault. 

To  d a te  th e re  ha s  b e e n  c o m p a ra tive ly 
little  work on  th e  de s ign  o f s ys te m s  which  
a re  s pe c ifica lly in te n d e d  to  to le ra te  s oft- 
wa re  fa ults , a nd  on  m e a n s  o f s p o n ta n e o u s  
re p la c e m e n t fo r th is  purpos e .  Th is  is  in  fa c t 
wh a t is  p ro vid e d  by th e  re c o ve ry b lock 
s che me , (de s c ribe d  be low, u n d e r Ba c kwa rd  

E rro r R e c o ve ry),  wh ich  ca n  be  re g a rd e d  a s  
a  te c h n iq u e  fo r us ing s ta n d b y s pa re  s oft- 
wa re  compone n ts .  He re  th e  s ta n d b y s pa re s  
a re  o f cours e  o f d iffe re n t de s ign  to  th a t  o f 
th e  m a in  c o m p o n e n t.  A p rinc ipa l d iffe re nce  
b e twe e n  th is  s c h e m e  a nd  th a t  u s ua l with  
h a rd wa re  s ta n d b y s pa ring  is  th a t  th e  s pa re  
c o m p o n e n t re p la ce s  th e  m a in  c o m p o n e n t 
o n ly m o m e n ta rily.  Th is  is  ju s t in  o rd e r to  
cope  with  th e  p a rtic u la r s e t o f c ircum- 
s ta nce s  {s uch a s  th e  p a tte rn  o f in p u t da ta } 
th a t ha s  ca us e d  a  re s idua l de s ign  fa u lt to  
re ve a l its  p re s e nce .  Th e re a fte r,  a tte m p ts  
a re  m a d e  once  a ga in  to  re ly on  th e  ma in  
c o m p o n e n t.  With  h a rd wa re  s ta n d b y s pa r- 
ing, th e  s pa re  c o m p o n e n t,  be ing  o f th e  s a me  
de s ign, s hou ld  be  a s  good  a s  th e  m a in  com- 
p o n e n t,  a n d  wou ld  n o rm a lly be  us e d  a s  a  
re p la c e m e n t a t le a s t un til th e  m a in  com- 
p o n e n t ha s  b e e n  re pa ire d ,  o r m o re  p ro b a b ly 
un til it its e lf s ta rts  to  fa il. 

Damage Assessment 
Da m a g e  a s s e s s me n t ca n  be  ba s e d  e n tire ly 
on  a  p rio ri re a s on ing , o r ca n  involve  th e  
s ys te m  its e lf in  a c tivity in te n d e d  to  de te r- 
m in e  th e  e xte n t o f th e  da ma ge . E a c h  a p- 
p ro a c h  ca n  invo lve  re lia nce  on  th e  s ys te m  
s tru c tu re  to  d e te rm in e  wh a t th e  s ys te m  
m ig h t h a ve  done , a n d  h e n c e  pos s ib ly h a ve  
d o n e  wrongly. Th e  a p p ro a c h  ca n  be  e x- 
p la ine d , a n d  m ig h t h a ve  b e e n  de s igne d, b y 
ma king  e xplic it us e  o f a tomic  a c tions . 

F igu re  6 s hows  a  s e t o f p roce s s e s  a nd  
th e ir a s  ye t u n c o m p le te d  a tomic  a c tions . (It 
is  de rive d  fro m  F igure  3 b u t doe s  n o t s how 
th e  c o m p le te  h is to ry o f p roce s s  c re a tio n  
a n d  de le tion , a nd  o f th e  life time  o f a tomic  
a c tions . R a th e r,  a ll c o m p le te d  a c tions  a nd  
p roce s s e s  a re  e lide d.) F igure  6 th e re fo re  
ind ica te s , fo r e xa mple ,  th a t  p roce s s  1 ha s  
b e e n  c o m p le te ly is o la te d  s ince  p o in t C1 in  
its  p rogre s s , b u t th a t  p roce s s  2 ha s  p e rh a p s  
h a d  s ome  in te ra c tio n s  with  p roce s s  3 s ince  
th e y pa s s e d  p o in ts  D2  a nd  D3 re s pe c tive ly,  
b u t n o t s ince  p roce s s  3 pa s s e d  p o in t G3. 

If p roce s s  3 is  now d e te c te d  to  be  in  e rro r,  
th e n  one  pos s ib le  s tra te g y is  to  a s s ume  
in itia lly th a t  wh a t it ha s  d o n e  s ince  p o in t 
G3 is  s us pe c t. Ho we ve r if p roce s s  2 is  th e  
one  th a t  is  d e te c te d  to  be  in  e rro r th e  s a me  
s tra te g y wou ld  involve  a n  in itia l a s s ump- 
tion  th a t  e ve ryth in g  it ha s  d o n e  s ince  D2 
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a nd  e ve ryth in g  p roce s s  3 ha s  done  s ince  D3 
is  s us pe c t. Th e s e  a s s umptions  m a y o f 
cours e  be  too  optimis tic , in  wh ich  ca s e  
g re a te r a m o u n ts  o f re c e n t progre s s , p e rh a p s  
on  th e  p a rt o f a  g re a te r n u m b e r o f proc- 
e s s e s , will h a ve  to  be  tre a te d  with  s us picion. 

Atomic  a c tions  th u s  p rovide  a  s imple  
cho ice  o f a n  a  p rio ri de limita tion , o r ra th e r 
s e que nce  o f de limita tions , o f a m o u n ts  o f 
pos s ib le  da ma ge  co rre s pond ing  to  e a c h  dif- 
fe re n t e rro r d e te c tio n  po in t.  S u c h  a  de lim- 
ita tion  ca n  be  us e d  to  s e le c t th e  a re a  which  
is  in s pe c te d  fo r pos s ib le  d a m a g e --a  p roce s s  
which  is  fe a s ib le  on ly to  th e  e xte n t th a t 
re co rds  h a ve  b e e n  ke p t o f a c tua l in forma - 
tion  flow a n d /o r  me a n ingfu l cons is te ncy 
che cks  ca n  be  p e rfo rm e d  on  th e  s ys te m  
s ta te . Alte rna tive ly,  a nd  m u c h  m o re  s imply, 
one  ca n  re ga rd  e ve ryth in g  with in  th e  de lim- 
ite d  a re a  a s  be ing  s us pe c t, s o th a t a ll m u s t 
be  a ba ndone d .  (Th is  is  d is cus s e d fu rth e r in  
Ba c kwa rd  E rro r Re c o ve ry,  be low.) How- 
e ve r b o th  th e s e  us e s  a s s ume  th a t th e  a tomic  
a c tions  a re  a c tua l, ra th e r th a n  m e re ly 
h o p e d  for. Th u s  re lia nce  on  a tomic  a c tions  
for da ma ge  a s s e s s me n t is  re lia nce  on  th e  
c o n s tra in ts  a ga ins t u n p la n n e d  in fo rm a tio n  
flow, i.e ., re lia nce  on  "e rro r c o n fin e m e n t 
m e c h a n is m s " [DENN76]. 

In  p ra c tice ,  da ma ge  a s s e s s me n t is  o fte n  
invo lve d  c los e ly with  e ffo rts  a t e rro r re cov- 
e ry a nd  a t de a ling  with  fa ults , a nd  is  us ua lly 
a  ra th e r u n c e rta in  a nd  incomple te  a ffa ir. 
Th u s  e ffo rt s p e n t in  trying  to  p re ve n t th e  
s p re a d  o f da ma ge , b y ca re fu l de fin ition  a nd  
m o n ito rin g  o f in te rfa ce s  b e twe e n  compo- 
ne n ts ,  (e .g., us ing a  ca pa b ility-ba s e d  p ro te c - 
tion  s che me ) is  we ll worthwhile .  

S c h e m e s  fo r de a ling  with  th e  da ma ge  th a t 
ha s  b e e n  a s s e s s e d  a s  e xis ting  wh e n  a n  e rro r 
is  d e te c te d  a re  us ua lly cla s s ifie d in to  ba ck- 
wa rd  o r fo rwa rd  re c o ve ry te chn ique s .  S u c h  
te c h n iq u e s  a im to  p la ce  th e  s ys te m  in  a  
s ta te  fro m which  proce s s ing  ca n  p ro c e e d  
a nd  fa ilu re  ca n  be  a ve rte d .  B a c k w a rd  e rror 
re cove ry  involve s  firs t o f a ll ba cking  up  one  
o r m o re  o f th e  p roce s s e s  o f a  s ys te m  to  a  
p re vious  s ta te  wh ich  it is  h o p e d  is  e rro r- 
fre e , be fo re  a tte m p tin g  to  c o n tin u e  fu rth e r 
o p e ra tio n  o f th e  s ys te m  o r s ub-s ys te m. 
(Th e  m e th o d  o f fu rth e r o p e ra tio n  will de - 
p e n d  on  th e  fa u lt t re a tm e n t s tra te g y which  
is  be ing  us e d.) Th is  te c h n iq u e  is  th u s  in  
s h a rp  c o n tra s t to  fo rwa rd  e rror re cove ry, 
which  is  ba s e d  on  a tte m p tin g  to  ma ke  fur- 
th e r us e  o f th e  s ta te  which  ha s  ju s t b e e n  
fo u n d  to  be  in e rro r.  (Th is  d is tinc tion  is  in  
fa c t re la te d  to  th e  s tru c tu rin g  o f th e  s ys - 
t e m - t h e  s ys te m  is  re g a rd e d  a s  ha ving  two 
le ve ls , th e  lowe r le ve l cons is ting  o f th e  com- 
p o n e n ts  th a t p rovide  th e  m e a n s  o f ba ck- 
wa rd  e rro r re cove ry.  It is  on ly th e  s ys te m  
s ta te  vis ible  a t th e  u p p e r le ve l wh ich  is  
ba cke d  up, us ing in fo rm a tio n  vis ible  on ly 
a t th e  lowe r le ve l. If th is  c la s s ifica tion  o f 
th e  in fo rm a tio n  in  th e  s ys te m  we re  n o t 
ma de , one  would  h a ve  to  re ga rd  a ll th e  
a c tivity wh ich  fo llowe d e rro r d e te c tio n  a s  
fo rwa rd  e rro r re cove ry,  by de fin ition .) 

Backward Error Recovery 

Ba c kwa rd  e rro r re c o ve ry d e p e n d s  on  th e  
p rovis ion  o f re cove ry po in ts ,  i.e ., a  m e a n s  
b y which  a  s ta te  o f a  p roce s s  ca n  be  re - 
co rde d  a nd  la te r re in s ta te d .  Va rious  te ch - 
n ique s  ca n  be  us e d  for ob ta in ing  s uch  re - 
cove ry points . Che ckpo in ting -type  me cha - 
n is ms  invo lve  fo re knowle dge  o f th e  re - 
s ource s  th a t th e  p roce s s e s  cou ld  mod ify 
while  th e y a re  in  th e  a tomic  a c tion  (e .g. a ll 
o f working  s tora ge ). Aud it tra il te c h n iq u e s  
involve  re co rd ing  a ll th e  modifica tions  th a t 
a re  a c tua lly ma de . R e c o ve ry c a c h e -typ e  
m e c h a n is m s  a re  a  compromis e  which  in- 
vo lve  re co rd ing  th e  orig ina l s ta te s  o f ju s t 
th o s e  re s ou rce s  which  a re  modifie d  (s e e  
[ANDE 7 6 ] a n d  [VE R H7 7 a , b ]) .  

Th e  re c o ve ry b lock s c h e m e  [I-IORN74, 
RAND75], a  te c h n iq u e  o f s tru c tu rin g  s e - 
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que n tia l p rogra ms  s o a s  to  provide  me a n s  
o f to le ra ting  fa u lts  whos e  e xa c t loca tion  
a nd  cons e que nce s  ha ve  n o t be e n  a ntici- 
pa te d , is  ba s e d  on  th e  us e  o f re cove ry ca che - 
type  me cha n is ms  for ba ckwa rd  e rror re cov- 
e ry. Re cove ry blocks  in  fa c t provide  a  
me a n s  for e xpre s s ing ne s te d  a tomic  a c tions  
in  a  s e que n tia l progra m, a nd  for s pe cifying 
a  fina l p ro g ra mme d  che ck (the  a cce p ta nce  
te s t d is cus s e d pre vious ly in th is  s e ction) on  
th e  re s u lts  o f a n  a tomic  a ction. Th e  re cov- 
e ry b lock s truc tu re  a ls o e na ble s  ze ro or 
more  a lte rna tive  a lgorithms  (ca lle d "a lte r- 
na te s ") to  a c t a s  s ta ndby-s pa re s  for the  
a tomic  a c tion. F igure  7, ta ke n  from [ANDE 
76] illus tra te s  th e  fo rm of a  s imple  re cove ry 
block e xa mple . 

Th e  func tion ing  o f a  re cove ry block is  a s  
follows : th e  firs t a lgo rithm o f th e  re cove ry 
block is  e xe cute d , followe d b y th e  e va lua - 
tion  o f th e  a cce p ta nce  te s t. If the  a cce pt- 
a nce  te s t fa ils , th e n  th e  ne xt a lgo rithm in  
th e  b lock is  a tte m p te d .  {This  a ls o occurs  if 
a n  e rror is  de te c te d  during  th e  e xe cution  of 
a n  a lte rna te .) Howe ve r, be fore  th is  ne xt 
a lgo rithm is  invoke d, th e  s ta te  o f th e  pro- 
g ra m is  a u toma tica lly re s e t to  its  s ta te  be - 
fore  th e  pre vious  a lte rna te  wa s  s ta rte d  (i.e ., 
ba ckwa rd  e rror re cove ry). Th u s  e ve ryth ing  
th a t  th e  p rogra m ha s  done  s ince  e n te ring  
th e  c u rre n t re cove ry block is  d is ca rde d. If 
th e  fina l a lte rna tive  a lgorithm (the  la s t 
s ta ndby-s pa re ) doe s  n o t s ucce e d in  re a ch- 
ing a n d  pa s s ing th e  a cce p ta nce  te s t, th is  is  
tre a te d  a s  a n  e rror in  th e  e nclos ing re cove ry 
block (if th e re  is  one ) which  the re fo re  le a ds  
to  th e  ba ckwa rd  e rror re cove ry o f th e  e n- 
clos ing block. 

Be ca us e  e a ch  o f the  a lte rna te s  ca n  be  
de s igne d on  th e  a s s umption  th a t  th e y s ta rt 
from th e  s a me  s ta te , th e ir de s igns  ca n  (a nd 
p re fe ra b ly s hould) be  in d e p e n d e n t o f e a ch  
o the r. Th e  de s igne r o f one  a lte rna te  ne e d  
ha ve  no knowle dge  o f th e  de s igns  o f th e  
o th e r a lte rna te s ,  m u c h  le s s  a n y re s pons ibil- 
ity for coping with  a n y da ma ge  th a t  th e y 
m a y ha ve  ca us e d. Equa lly, th e  de s igne r o f 
a  p rogra m th a t  con ta ins  a  re cove ry block 
doe s  n o t ne ce s s a rily ha ve  to  conce rn  him- 
s e lf with  which  of th e  va rious  a lte rna tive  
a lgorithms  o f th e  re cove ry block wa s  e ve n- 
tu a lly us e d. It is  the re fo re  a rgue d  th a t the  

data still vahd "acceptance test" 

!z 

apply fast update ,~ormal algorithm', 

else~ 

apply slow but sure update ,,s%audby-spare I" 

else~ 

warnlng ('~pdate not applled',) ,,standby-spare 2" 

elseerror 

FIGURE 7. A simple recovery block. 

e xtra  s ize  o f p rogra ms  th a t  incorpora te  re - 
cove ry blocks  a s  a  me a n s  o f de s ign fa u lt 
to le ra nce  doe s  n o t imply a n y incre a s e  in  
comple xity. Cle a rly with  th is  s che me  th e  
fo rm o f fa u lt tre a tm e n t is  ve ry s imple . S ince  
th e  in te n tion  is  to  cope  with  fa u lts  whos e  
e xa c t pos ition  a nd  fo rm a re  una n tic ipa te d ,  
no  a tte m p t is  ma de  a t fa u lt d ia gnos is  a nd  
loca tion , a lth o u g h  e rrors  a re  logge d for off- 
line  ins pe ction. Ins te a d , a fte r e rror re cove ry 
th e  n e xt a lte rna tive  a lgo rithm is  us e d  a s  a  
te m p o ra ry s ta ndby-s pa re  to  cope  with  ju s t 
th e  pa rticu la r s e t o f in p u t d a ta  th a t le d  to  
th e  e rror. On s u b s e q u e n t us e s  o f th e  re cov- 
e ry block, with  {pre s uma bly) d iffe re n t in p u t 
da ta ,  th e  n o rm a l (firs t) a lgorithm will a ga in  
be  us e d. Th u s  th e  a im is  to  con tinue  to  
provide  s e rvice  un til th e re  is  a n  o p p o rtu n ity 
for m a n u a l fa u lt d ia gnos is  a n d  re pa ir. 

Th e  us e  o f a tomic  a c tions  a s  a  ba s is  for 
ba ckwa rd  e rror re cove ry ca n  be  ge ne ra lize d 
s o a s  to  de a l with  s ys te ms  in  which  th e re  is  
concu rre n t a c tivity, s ince  a tomic  a c tions  
provide  a  m e a n s  for s pe cifying p re -p la nne d  
limita tions  on  in fo rma tion  flow in  s uch  s ys - 
te rns . All th a t  is  re qu ire d  is  th a t  re cove ry 
po in ts  a re  s a ve d  for a  proce s s  e a ch  time  it 
e n te rs  a n  a tomic  a c tion  a nd  a re  re ta ine d  
for a ll proce s s e s  involve d in  a n y give n 
a tomic  a c tion  un til a ll ha ve  re a che d  the  e nd  
of th a t  a tomic  a c tion. (The  s tra igh tfo rwa rd  
wa y o f e ns uring  th is  la tte r re q u ire m e n t is  
to  a rra nge  th a t  no  proce s s  is  a llowe d to  
le a ve  a  s ha re d  a tomic  a c tion  un til a ll ha ve  
ind ica te d  th e ir re a d ine s s  to  do s o. Th is  is  
th e  s che duling  re s tric tion  involve d in  "con- 
ve rs a tions " [RAND75].) 
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Give n  s u c h  a  d is c ipline  o f s a ving  a nd  
re ta in in g  re c o ve ry poin ts , th e  s e t o f e xta n t 
a tomic  a c tions  d ire c tly de fine s  th e  a m o u n t 
o f s ys te m  a c tivity th a t  will be  a b a n d o n e d  
s hou ld  a n  e rro r be  d e te c te d  in  a n y proce s s . 
Exam ple : In Figure  6, if a n e rror is  de te cte d in 
process  1, it could be  ba cke d up to re cove ry 
point C1. Howe ve r if a n e rror was  de te cte d in 
process  2, it would ha ve  to be  ba cke d up to 
re cove ry point D2 a nd process  3 to re cove ry 
point D3. 

Mo re  comple x b a c kwa rd  e rro r re c o ve ry 
s tra te g ie s  a re  pos s ible , e ith e r in s te a d  of, o r 
a s  s u p p le m e n ts  to , th is  a tomic  a c tion -ba s e d  
s tra te gy. Th e s e  a ll involve  inco rpo ra ting  
s tra te g ie s  in to  th e  a c tua l s ys te m  to  de te r- 
mine  wh a t in fo rm a tio n  flow ha s , o r m ig h t 
ha ve ,  occurre d .  S u c h  s tra te g ie s  th e re fo re  
ca n  be  re g a rd e d  a s  one s  whos e  ta s ks  involve  
b o th  da ma ge  a s s e s s me n t a nd  th e  cho ice  o f 
wh ich  re c o ve ry po in ts  a re  to  be  us e d. 

Th u s ,  in  c o n tra s t to  th e  ca s e  o f a n  a tomic  
a c tion -ba s e d  s che me , th e  de s ign o f s uch  
s tra te g ie s  involve s  th e  pos s ib ly ve ry diffi- 
cu lt ta s k o f ta king  in to  a c c o u n t th e  e ffe c ts  
o f a n y o th e r a c tivity in  th e  s ys te m  th a t 
con tinue s  while  th e  s tra te g y is  e va lua te d ,  
a nd  a ls o th e  pos s ib ility o f fa u lts  occurring  
during  th is  time  (s e e  [MERL77]). 

A m a jo r p ro b le m  with  s tra te g ie s  ba s e d  
s imply on  re co rds  o f wh a t in fo rm a tio n  flow 
ha s , o r migh t ha ve ,  o c c u rre d  is  th a t th e y do 
n o t ne ce s s a rily re s u lt in  th e  loca tion  o f a  
s e t o f us a b le  re c o ve ry points . Th e  p ro b le m  
is  illu s tra te d  in F igure  8. Th is  s hows  th re e  
proce s s e s , e a c h  o f which  ha s  th re e  re c o ve ry 
po in ts  in  a dd ition  to  th a t  ta ke n  a t th e  p o in t 
o f its  e n try to  th e  s h a re d  a tomic  a c tion . 
Th e  d o tte d  line s  m a rk occu rre nce s  o f infor- 
m a tio n  flow b e twe e n  proce s s e s . 

process 

process 

process 

progress 

FIGURE 8. T h e  d o m in o  e ffe c t.  
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If it s hou ld  be  n e c e s s a ry to  ba ck up  p roc- 
e s s  1, th is  ca n  c le a rly be  done  to  its  th ird  
re c o ve ry po in t,  with o u t a ffe c ting  th e  o th e r 
proce s s e s . If it is  p roce s s  2 th a t  re q u ire s  
ba cking  up, it will be  s e e n  th a t if th is  is  to  
its  th ird  re c o ve ry poin t, th e n  p roce s s  1 will 
a ls o h a ve  to  be  ba cke d  up, a nd  to  its  s e cond  
ra th e r th a n  its  th ird  re c o ve ry poin t, s ince  
its  th ird  re c o ve ry p o in t p o s td a te s  in te ra c - 
tions  b e twe e n  th e  two proce s s e s . Ho we ve r 
if p roce s s  3 h a s  to  be  b a c ke d  up, it a nd  th e  
o th e r two  p roce s s e s  will h a ve  to  be  ba cke d  
up  righ t to  th e  s ta rt o f th e  a tomic  a c tion , 
due  to  wh a t ca n  be  vis ua lize d  a s  a  s o rt o f 
"d o m in o  e ffe c t" [RAND75]. 

Th e  s e a rch  for a  us a b le  s e t o f re c o ve ry 
po in ts  fo r th e  p roce s s  which  is  in  e rror,  a nd  
fo r a ny o th e r p roce s s e s  wh ich  a re  a ls o a f- 
fe c te d , is  in  fa c t a  s e a rch  fo r a  s e t o f con- 
s is te n t re c o ve ry poin ts . S u c h  a  s e t we  will 
te rm  a  re cove ry  line . E a c h  p roce s s  will a t 
a n y m o m e n t h a ve  a s s oc ia te d  with  it a  (pos - 
s ib ly e m p ty) s e q u e n c e  o f re c o ve ry line s . A 
re c o ve ry line  in  fa c t ide ntifie s  a  s e t o f re - 
c o ve ry po in ts ,  e a c h  be longing  to  a  d iffe re n t 
proce s s , s uch  th a t 
a ) one  o f th e s e  p roce s s e s  is  th e  p roce s s  in  

que s tion ; 
b) no  in fo rm a tio n  flow to o k p la ce  b e twe e n  

a n y pa ir o f p roce s s e s  in  th e  s e t during  
th e  in te rva l s pa nn ing  th e  s a ving o f th e ir 
ide n tifie d  re c o ve ry poin ts ; 

c) no  in fo rm a tio n  flow to o k p la ce  b e twe e n  
a n y p roce s s  ou ts ide  th e  s e t a nd  a n y 
p roce s s  in  th e  s e t s u b s e q u e n t to  its  ide n- 
tifie d  re c o ve ry poin t. 

Th u s  de fine d , a  re c o ve ry line  ide ntifie s  a  
s e t o f p roce s s  s ta te s  wh ich  m ig h t h a ve  a ll 
e xis te d  a t th e  s a me  m o m e n t,  a nd  s ince  
which  a ll th e  p roce s s e s  h a ve  b e e n  is o la te d  
fro m th e  re s t o f th e  s ys te m, s o th a t a ba n- 
don ing  th e  a c tivity which  p o s td a te s  th e s e  
s ta te s  is  a  s tra igh tfo rwa rd  ta s k. (Th e  con- 
c e p t o f re c o ve ry line  is  ve ry s imila r to  th a t 
o f "s p h e re  o f con tro l," in tro d u c e d  b y Da v- 
ie s  a n d  Bjo rk [DAvI72, BJOR72] a s  a  
m e th o d  o f re p re s e n tin g  th e  s ys te m  infor- 
m a tio n  us e d  for s che du ling  proce s s e s , re - 
cord ing  in fo rm a tio n  flow, a n d  p re s e rving  
re c o ve ry points .) 

F igu re  9 is  b a s e d  on  F igu re  8, with  a ll th e  
re c o ve ry line s  d ra wn  in. Th e  line  re p re s e n t- 
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FIGURE 9. R e c o ve ry line s . 

ing  th e  s h a re d  a to m ic  a c tio n  is  a ls o  a  re c o v- 
e ry line ,  s in c e  re c o ve ry p o in ts  s a ve d  a t  th e  
s ta r t  o f a n  a to m ic  a c tio n  a u to m a tic a lly c o n - 
s t itu te  a  p re -p la n n e d  re c o ve ry line . With o u t  
s u c h  p re -p la n n e d  re c o ve ry line s , it m a y  we ll 
b e  th e  c a s e  th a t ,  d u e  to  th e  d o m in o  e ffe c t,  
o n e  o r m o re  p ro c e s s e s  h a ve  n o  re c o ve ry 
line s  a t  a ll. S u c h  p ro c e s s e s  m u s t  b e  re - 
g a rd e d  a s  b e in g  "o u t  o f c o n tro l. " 

C le a rly,  th e re fo re ,  if th e  s c h e d u lin g  c o n - 
s tra in ts  (a n d  h e n c e  p e rfo rm a n c e  im p a c t) o f 
s h a re d  a to m ic  a c tio h s  c a n  b e  a c c e p te d ,  th e y  
p ro vid e  a  m u c h  p re fe ra b le  b a s is  fo r b a c k- 
wa rd  e rro r  re c o ve ry th a n  wh a t  m ig h t  b e  
te rm e d  "in fo rm a tio n  flo w a n a lys is " te c h - 
n iq u e s .  Th e s e  s c h e d u lin g  c o n s tra in ts  h a ve  
s o  fa r b e e n  d e s c rib e d  in  s u c h  a  wa y a s  to  
im p ly th a t  s h a re d  a to m ic  a c tio n s  c a n  b e  
u s e d  o n ly wh e re  th e re  is  a n  e xp lic it re q u ire - 
m e n t  fo r a  s e t o f p ro c e s s e s  to  h a ve  s o m e  
p riva te  in te ra c tio n s ,  in  fu r th e ra n c e  o f s o m e  
c o m m o n  goa l. In  fa c t  o n e  c a n  im a g in e  th e  
s e q u e n c in g  c o n s tra in ts  b e in g  im p o s e d  o n  a  
s e t o f s e p a ra te ly d e s ig n e d  p ro c e s s e s ,  m e re ly 
b e c a u s e  o f a  fe a r o f a c c id e n ta l in te ra c tio n s .  
(An  e xtre m e  e xa m p le  o f th is  is  th e  s te p  o f 
s to p p in g  a ll th e  a c tivitie s  o f a  s ys te m  s o  a s  
to  ta ke  a  s ys te m -wid e  c h e c kp o in t. ) Un fo r- 
tu n a te ly,  in  s o m e  s itu a tio n s  o n e  m u s t  re s o r t  
in s te a d  to  th e  m o re  c o m p lic a te d  a n d  ris ky 
in fo rm a tio n  flo w-b a s e d  te c h n iq u e s ,  b e c a u s e  
o f a n  a b s e n c e  o r s c a rc ity o f p re -p la n n e d  
re c o ve ry line s . 
S c h e m e s  b a s e d  o n  in fo r m a t io n  flo w  
a n a ly s is  Th e  e s s e n c e  o f s u c h  s c h e m e s  
is  th e  s e a rc h  fo r a  re c o ve ry line . R e c o ve ry  
lin e s  c o m e  in to  e xis te n c e  th ro u g h  th e  s a v- 
ing  o f re c o ve ry p o in ts .  Wh e n  a  re c o ve ry 
lin e  c e a s e s  to  e xis t we  s a y th a t  a  com m it- 
m e n t occu rs .  A c o m m itm e n t  is  th e re fo re  a n  
im p e d im e n t  to  fu tu re  re c o ve ry.  (Th is  de ft- 
n it io n  o f c o m m itm e n t  d iffe rs  g re a tly fro m  

th e  va rio u s  a n d  va rie d  d e s c rip tio n s  o f c o m - 
m itm e n t  g ive n  b y Da vie s  [DAvI72] a n d  b y 
Bjo rk a n d  Da vie s  [BJ OR72] b u t  is  c la im e d  
to  c a p tu re  th e  e s s e n tia l id e a  in vo lve d .) 
Th e re  a re  s e ve ra l im p o r ta n t  va rie tie s  o f 
c o m m itm e n t ,  in c lu d in g  wh a t  we  te rm  "e x- 
p lic it c o m m itm e n t , " "in te ra c t io n  c o m m it- 
m e n t , " a n d  "a c c id e n ta l c o m m itm e n t . " 

Th e  d e lib e ra te  d is c a rd in g  o f a  re c o ve ry 
p o in t  (fo r e xa m p le  a t  th e  e n d  o f a n  a to m ic  
a c tio n ),  a n d  h e n c e  o f a n y re c o ve ry lin e s  o f 
wh ic h  it wa s  a  m e m b e r ,  c o n s titu te s  a n  e x- 
p lic it com m itm e n t.  S u c h  e xp lic it c o m m it- 
m e n t  is  th e re fo re  th e  m e a n s  b y wh ic h  th e  
e xte n t  o f th e  re s o u rc e s  d e vo te d  to  e rro r  
re c o ve ry p ro vis io n s  is  lim ite d .  In  s o m e  
s c h e m e s  th e s e  lim ita tio n s  c a n  b e  q u ite  s e - 
ve re ,  s o  th a t  o n ly a  fe w re c o ve ry p o in ts  e ve r 
e xis t.  
Example: File  proce s s ing s ys te ms  ofte n  ha ve  
jus t two re cove ry points , imple me nte d  by the  
re te n tion  o f s o-ca lle d fa the r a nd gra ndfa the r 
fries . 

If in fo rm a tio n  is  a llo we d  to  flow b e twe e n  
p ro c e s s e s  wh o s e  la te s t  re c o ve ry lin e s  a re  
n o t  id e n tic a l,  a n d  th e re  is  n o  m e a n s  o f 
"c o m p e n s a t in g " fo r th is  in fo rm a tio n  flow, 
th is  c o n s t itu te s  a n  in te rac tion  com m it- 
m e nt. It  m e a n s  th a t  a ll re c o ve ry line s ,  fo r 
e a c h  p ro c e s s ,  wh ic h  p o s td a te  th e  la te s t  re - 
c o ve ry lin e  wh ic h  is  c o m m o n  to  a ll th e  
p ro c e s s e s  c e a s e  to  e xis t.  S u c h  in te ra c t io n  
c o m m itm e n ts  a re  to  b e  e xp e c te d  fo r u n - 
p la n n e d  re c o ve ry lin e s - - re c o ve ry  lin e s  th a t  
c o rre s p o n d  to  u n c o m p le te d  a to m ic  a c tio n s  
will c e a s e  to  e xis t if, fo r e xa m p le ,  th e  re - 
s o u rc e  lo c kin g  m e c h a n is m  fa ils . 
Example: We  ca n  re -in te rp re t Figure  6 a s  a  
re p re s e n ta tion  of a  s e t o f re cove ry line s  for the  
th re e  proce s s e s . Th u s  proce s s  1 curre n tly ha s  
re cove ry line s  (C1) a nd (A1, A2, A3); proce s s  2 
ha s  re cove ry line s  (D2, D3) a nd (A1, A2, A3) 
a nd  proce s s  3 ha s  (G3), (D2, D3) a nd  (A1, A2, 
A3). If the re  is  now a n uncompe ns a ta b le  infor- 
ma tion  flow be twe e n proce s s  2 a nd proce s s  3, 
proce s s  3 will los e  its  la te s t re cove ry line , i.e ., 
(G3). 

Com pe ns a tion  [BJ OR72] is  in  fa c t  a  fo rm  
o f fo rwa rd  e rro r  re c o ve ry,  in vo lvin g  th e  
p ro vis io n  o f s u p p le m e n ta ry  c o rre c tive  in- 
fo rm a tio n ,  a  te c h n iq u e  wh ic h  is  d is c u s s e d  
la te r  in  th is  s e c tio n .  Th e re  is  h o we ve r  o n e  
s p e c ia l c a s e  o f in fo rm a tio n  flow wh ic h  d o e s  
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n o t  n e e d  c o m p e n s a tio n ,  a n d  wh ic h  d o e s  n o t  
c a u s e  a n y c o m m itm e n t .  Th is  is  th e  c a s e  
wh e n  th e  re c ip ie n ts  a re  n o t  re lyin g  o n  th e  
a c c u ra c y o f th e  in fo rm a tio n  th e y  re c e ive ,  to  
th e  e xte n t  th a t  a n y o n e  o f a  d e fin e d  s e t o f 
p o s s ib le  va lu e s  will b e  a c c e p ta b le ,  wh e th e r  
o r n o t  th e  s e n d e r la te r  re g re ts  h a vin g  s e n t 
it.  Bjo rk a n d  Da vie s  [BJ o R 7 2 ] t e rm  s u c h  
in fo rm a tio n  re fe re nce  Inform ation, al- 
th o u g h  ins ignificant inform ation wo u ld  
p e rh a p s  b e  a  b e t te r  te rm .  (A p o s s ib le  e x- 
a m p le  o f s u c h  in fo rm a tio n  is  th a t  o b ta in e d  
b y a  p ro c e s s  wh ic h  is  m o n ito rin g  th e  p ro g - 
re s s  o f a n o th e r  proce s s .} Ba rrin g  m e a n s  o f 
d e te c tin g  th a t  in fo rm a tio n  is  b e in g  t re a te d  
a s  in s ign ific a n t,  s o m e  e xp lic it in d ic a tio n  o f 
th is  in te n tio n  is  n e e d e d .  S u c h  in d ic a tio n s  
c a n  b e  u s e d  to  h e lp  d e te rm in e  wh e n  b a c k- 
u p  is  n e e d e d .  

C le a rly th e  ta s k o f e s ta b lis h in g  wh ic h  
re c o ve ry lin e s  s till e xis t,  ra th e r  th a n  wh ic h  
h a ve  d is a p p e a re d  b e c a u s e  o f in te ra c tio n  
c o m m itm e n ts  c a n  b e  a  ve ry d ifficu lt one .  
Th e  ra tio n a l d e s ig n  o f s tra te g ie s  fo r th is  
ta s k m u s t  b e  b a s e d  o n  th e  a s s u m p tio n  th a t,  
in  th e  a b s e n c e  o f kn o wn  c o n s tra in ts ,  in fo r- 
m a t io n  flow will h a ve  o c c u rre d  u n le s s  it c a n  
b e  e s ta b lis h e d  o th e rwis e .  (S e e  fo r e xa m p le  
[EDEL74].) 

Th e  th ird  fo rm  o f c o m m itm e n t  p o s e s  
e ve n  wo rs e  p ro b le m s .  Th is  is  accide ntal 
com m itm e nt, wh ic h  o c c u rs  wh e n  s o m e th in g  
d a m a g e s  th e  in fo rm a tio n  o r th e  m e c h a - 
n is m s  th a t  p ro vid e  o n e  o r m o re  (p e rh a p s  
m a n y  more } re c o ve ry line s , th u s  m a kin g  
th e m  u n u s a b le .  Th e  e ffe c ts  o f th is  s o rt o f 
c o m m itm e n t  c a n  b e  p a rt ic u la rly in s id ious ,  
s ince  its  o c c u rre n c e  m ig h t  be , fro m  th e  
d e s ig n e r's  vie wp o in t,  to ta lly u n re la te d  to  
th e  a c tivitie s  o f m a n y  o f th e  p ro c e s s e s  it 
m a y  a ffe c t.  Mo re o ve r  th e  c o m m itm e n t  m a y  
n o t  b e  n o tic e d  a t th e  t im e  th a t  it o ccu rs ,  s o  
th a t  its  e ffe c ts  a re  o n ly fe lt la te r  if a n d  
wh e n  e rro r  re c o ve ry is  n e e d e d .  

O u r a p p ro a c h  to  u n d e rs ta n d in g ,  a n d  p e r- 
h a p s  e ve n  c o p in g  ra tio n a lly with ,  s u c h  
p ro b le m s  in vo lve s  th e  c o n c e p t  o f m u lti- 
le ve l e rro r re c o ve ry,  d is c u s s e d  la te r  in  th is  
s e c tio n .  
S c h e m e s  b a s e d  o n  in fo rm a tio n  v a lid a -  
tio n  Th e  d e s ig n s  o f th e  b a c kwa rd  e rro r  
re c o ve ry s tra te g ie s  d e s c rib e d  a b o ve  d o  n o t  
in vo lve  a n y c ritic a l a s s u m p tio n s  a s  to  wh ic h  

o f th e  p ro c e s s e s  in vo lve d  is , o r is  n o t,  re - 
s p o n s ib le  fo r a  p a rt ic u la r  e rro r.  Ho we ve r  
s e ve ra l im p o r ta n t  a p p ro a c h e s  to  b a c kwa rd  
e rro r  re c o ve ry a re  b a s e d  o n  wh a t  a re  o fte n  
q u ite  re a s o n a b le  a s s u m p tio n s  a b o u t  e rro r  
ca us e s .  

F o r  e xa m p le ,  s o m e  d a ta  b a s e  s ys te m s  u s e  
a u d it  tra ils  o f t ra n s a c t io n s  in  o rd e r to  s h ie ld  
u s e rs  fro m  th e  c o n s e q u e n c e s  o f th e  s ys te m  
h a vin g  h a d  to  b e  b a c ke d  up . R a th e r  th a n  
re q u e s t  th e  u s e r to  re s u b m it  th e  s e q u e n c e  
o f re q u e s ts  wh ic h  p o s td a te d  th e  re c o ve ry 
p o in t,  th e  c o p ie s  o f th e s e  m e s s a g e s  th a t  a re  
h e ld  in  th e  a u d it  tra il file  a re  re p ro c e s s e d  
in s te a d .  Th is  te c h n iq u e  p re s u p p o s e s  th a t  
th e  u s e r's  m e s s a g e s  we re  n e ith e r  th e m - 
s e lve s  th e  c a u s e  o f th e  e rro r  n o r  m is ta ke n ly 
b a s e d  o n  e rro n e o u s  m e s s a g e s  fro m  th e  s ys - 
t e m  its e lf.  (Th e  s c h e m e  d e s c rib e d  b y R u s - 
s e ll [R u s s 7 6 ] g e n e ra liz e s  th is  a p p ro a c h  
s o m e wh a t,  s o  a s  to  d e a l with  n e two rks  o f 
in te ra c tin g  p ro c e s s e s ,  ra th e r  th a n  a  s ing le  
s ys te m  in te ra c tin g  with  a  s e t o f us e rs .} 

In  e ffe c t,  s u c h  te c h n iq u e s  a s s u m e  th a t  
th e  in p u ts  to  a  p ro c e s s  c a n  b e  p re s u m e d  
va lid  o r c a n  b e  c h e c ke d  c o m p le te ly.  A con- 
tra s tin g  s c h e m e  wo u ld  a llow a  p ro c e s s  s o m e  
m e a n s  o f in d ic a tin g  wh e n  its  o u tp u ts  s h o u ld  
b e  re g a rd e d  a s  h a vin g  b e e n  c e rtifie d  a s  
c o rre c t  (with  re s p e c t  to  its  in p u ts ,  a n d  a s - 
s u m in g  th a t  th e  p ro c e s s  wa s  e xe c u te d  co r- 
re c tly).  T h e n  wh e n  a n  e rro r  wa s  s u b s e - 
q u e n t ly  d e te c te d ,  s u c h  c e rtific a tio n s  wo u ld  
b e  re g a rd e d  a s  in d ic a tin g  wh ic h  re c o ve ry 
line s  we re  n o t  wo rth  u s in g  b e c a u s e  m o re  
g loba l e rro r  re c o ve ry wa s  n e e d e d .  Wh e th e r  
s u c h  g lo b a l e rro r re c o ve ry is  a c tu a lly a t- 
t e m p te d  is  a n o th e r  m a tte r .  

Forward Error Recovery 

Th e  re la tive  s im p lic ity o f b a c kwa rd  e rro r  
re c o ve ry is  d u e  to  two  fa c ts : firs t,  th a t  q u e s - 
tio n s  o f d a m a g e  a s s e s s m e n t a n d  re p a ir  a re  
t re a te d  q u ite  s e p a ra te ly fro m  th o s e  o f h o w 
to  c o n tin u e  to  p ro vid e  th e  s p e c ifie d  s e rvice ; 
a n d  s e c o n d ,  th a t  th e  a c tu a l d a m a g e  a s s e s s - 
m e n t  ta ke s  virtu a lly n o  a c c o u n t  o f th e  na - 
tu re  o f th e  fa u lt in vo lve d .  In  fo rwa rd  e rro r  
re c o ve ry th e s e  q u e s tio n s  a re  in e xtric a b ly 
in te rm in g le d ,  a n d  th e  te c h n iq u e  is  to  a  
m u c h  g re a te r  e xte n t  d e p e n d e n t  o n  h a vin g  
id e n tifie d  th e  fa u lt,  o r a t le a s t a ll its  con - 
s e q u e n c e s .  Th u s  g e n e ra liz e d  m e c h a n is m s  
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fo r b a c kwa rd  e rro r re c o ve ry a re  qu ite  fe a - 
s ible . 

In  con tra s t,  fo rwa rd  e rro r re c o ve ry 
s c h e m e s  mus t,  it s e e ms , be  de s igne d  a s  
in te g ra l p a rts  o f th e  s ys te m  th e y s e rve . 
De s p ite  th is  e n ta n g le m e n t with  a ll o f th e  
o th e r a s pe c ts  o f a  s ys te m, fo rwa rd  e rro r 
re c o ve ry te c h n iq u e s  ca n  be  qu ite  s imple  
a n d  e ffe c tive . Ho we ve r th is  s implic ity will 
be  ba s e d  on  th e  a s s ume d  s implic ity o f th e  
fa u lts  a n d  th e  e ns u ing  da ma ge  th a t  th e y 
a re  e xp e c te d  to  h a ve  to  cope  with . Wh e re  
s u c h  a s s u m p tio n s  a re  jus tifie d , fo rwa rd  e r- 
ro r re c o ve ry ca n  be  b o th  s imple  a nd  m u c h  
m o re  e ffic ie n t th a n  b a c kwa rd  e rro r re cov- 
e ry. (Afte r a ll, ba ckwa rd  e rro r re c o ve ry in- 
vo lve s  u n d o in g  e ve ryth in g  a  s ys te m  ha s  
d o n e  s ince  pa s s ing its  la s t re c o ve ry po in t,  
n o t ju s t th e  th ings  it d id  wrongly.) Ho we ve r 
in  m a n y ca s e s  th e  s implic ity owe s  m u c h  to  
th e  fa c t th a t  th e  fo rwa rd  e rro r re c o ve ry 
p rovis ions  a re  n o t e ve n  re q u ire d  to  a ch ie ve  
c o m p le te  e rro r re cove ry.  
Example: In ma ny ope ra ting sys tems , re cove ry 
a fte r a  cra s h involves  a tte mpting to e s ta blis h 
wha t s ys te m resources , a nd wha t pa rts  of the  
da ta  re la ting to curre nt jobs , s e e m unha rme d. 
The s e  jobs  will the n be  re s ta rte d. On the  othe r 
ha nd, jobs  which we re  be ing e xe cute d whe n the  
cra s h occurre d, or pe rha ps  a ll jobs  tha t we re  in 
ma in s tore , ma y not be  re s ta rta ble  or e ve n re c- 
ognizable  a s  jobs . Thus  a lthough s ome  (pe rha ps  
mos t) us e rs  will be  una wa re  of the re  ha ving be e n 
a ny trouble , othe rs  will find tha t the ir work ha s  
be e n los t or spoiled, a nd will the ms e lve s  ha ve  to 
s ort out wha t s hould be  done  a bout the  s itua tion. 

Th e  c la s s ifica tion  o f fa u lts  th a t is  implie d  
by choos ing  a  vie w o f th e  s ys te m  a nd  its  
s tru c tu rin g  p rovide s  us  with  a  m e a n s  o f 
a na lyz ing  fo rwa rd  e rro r re c o ve ry s tra te g ie s . 
Th u s  th e y ca n  be  p ro vid e d  in  a  s ys te m  in  
o rd e r to  cope  with  fa u lts  e ith e r in  th e  s ys - 
te m  c o m p o n e n ts ,  o r in  s ys te ms  it is  in te r- 
a c ting  with , o r in  th e  de s ign  o f th e  a lgo- 
rith m  o f th e  s ys te m. (It s hou ld  h o we ve r be  
n o te d  th a t  a  fo rwa rd  e rro r re c o ve ry s tra t- 
e gy in te n d e d  fo r one  o f th e s e  p u rp o s e s  
migh t,  m o re  o r le s s  a cc ide n ta lly,  on  occa - 
s ion  cope  with  o th e r c la s s e s  o f fa ult.) For- 
wa rd  e rro r re c o ve ry s tra te g ie s  in te n d e d  fo r 
cop ing  with  c o m p o n e n t fa u lts  a re  d is cus s e d  
ne xt, u n d e r the  h e a d in g  E xc e p tio n  Ha n- 
dling, a nd  o u r s e cond  c a te g o ry follows  un- 
d e r th e  he a d ing  Compe ns a tion .  It is  ou r 

op in ion  th a t  th e  th ird  ca s e , th e  de libe ra te  
us e  o f fo rwa rd  e rro r re c o ve ry to  cope  with  
re s idua l de s ign fa u lts  in  th e  a lg o rith m o f 
wh ich  it is  re g a rd e d  a s  pa rt,  is  ina ppro - 
p ria te .  S h o u ld  one  wis h  to  p rovide  m e a n s  
o f to le ra tin g  s uch  fa u lts , b a c kwa rd  e rro r 
re c o ve ry s e e ms  m u c h  m o re  a pp rop ria te .  
F o rwa rd  e rro r re c o ve ry would  invo lve  a u- 
to m a te d  d ia gnos is  o f de s ign fa ults , a  ta s k 
whos e  c o m p le xity is  s uch  a s  to  be  p roduc - 
tive  o f de s ign  fa u lts , ra th e r th a n  conduc ive  
to  th e  de s ign  o f re lia b le  s ys te ms . Inde e d ,  
wh e n  th e  typ e  a n d  lo c a tio n  o f a  de s ign  fa u lt 
ca n  be  p re d ic te d ,  it s hou ld  be  re m o ve d ,  
ra th e r th a n  to le ra te d .  Th is  top ic  is  dis - 
cus s e d  m o re  fu lly in  [MELL77]. 
Exception handling R a tio n a l de s ign 
o f a n  a lg o rith m in c o rp o ra tin g  s tra te g ie s  fo r 
re c o ve rin g  fro m  e rro rs  due  to  fa u lty com- 
p o n e n ts  re q u ire s  p re d ic tio n  o f th e  pos s ib le  
fa u lts , a nd  o f how th e y m a n ife s t th e m s e lve s  
ou ts ide  th e  c o m p o n e n t.  In  e ffe c t th e re fo re  
it invo lve s  inc lud ing  va rious  pos s ib le  typ e s  
o f u n d e s ira b le  b e h a vio r a mong  th e  a c tivi- 
tie s  th a t  th e  c o m p o n e n t is  s pe c ifie d  a s  pro- 
viding. As  long  a s  a  c o m p o n e n t doe s  pe r- 
fo rm  one  o f its  s pe c ifie d  a c tivitie s , it will 
no t,  b y o u r de fmitions , h a ve  fa ile d. How- 
e ve r fro m  th e  vie wpo in t o f th e  s ys te m  th e re  
will be  a  fa u lt wh e n  one  o f th e  u n d e s ire d  
a c tivitie s  ta ke s  p la ce , a nd  s ome  (no t ne c- 
e s s a rily e a s ily ide n tifie d) p a rt o f th e  a lgo- 
r ith m  o f th e  s ys te m  will be  c o n c e rn e d  with  
coping  with  it. 
Example: A ha rdwa re  s ys te m ca n incorpora te  
forwa rd e rror re cove ry s tra tegies , ba s e d on the  
us e  of e rror corre cting te chnique s  a nd codes , to  
cope  with fa ulty informa tion s tora ge  a nd tra ns - 
miss ion compone nts . A given coding s che me  will 
be  usable  for corre cting jus t a  pa rticula r, limited, 
class  of e rrors  (e .g., thos e  involving not more  
tha n n success ive  bits ). 

It is  o fte n  de s ira b le  to  h a ve  s oma  m e a n s  
o f d is tinguis hing, fro m  e a c h  o the r,  a nd  fro m  
th e  m a in  p a rt o f a n  a lgorithm, th o s e  o f its  
p a rts  wh ich  h a ve  th e  ta s k o f p rovid ing  for- 
wa rd  e rro r re c o ve ry fo r th e  d iffe re n t kinds  
o f c o m p o n e n t fa u lt wh ich  h a ve  b e e n  e nvis - 
a ge d. P ro g ra m m in g  la ngua ge  de s igne rs  
h a ve  c a te re d  to  th is  n e e d  b y m e a n s  o f la n- 
gua ge  fa c ilitie s  fo r "e xc e p tio n  ha nd ling ." 
Th e  P L/ I la ngua ge  p ro vid e d  a n  e a rly fo rm  
o f s u c h  fa c ilitie s  with  its  "O N cond itions "; 
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m o re  re c e n t  p ro p o s a ls  in c lu d e  th o s e  b y 
G o o d e n o u g h  [G o o D7 5 ],  Wa s s e rm a n  
[WAS S 76] a n d  Le vin  [LEVI77]. 
Example: Wa s s e rma n 's  propos a ls  a re  linke d 
clos e ly with  proce dure  de cla ra tions  a nd ca lls . A 
proce dure  ca n conta in  s ta te me nts  which will 
ca us e  pa rticu la r e xce ptions  to  "hold" {e .g., a rith- 
me tic  ove rflow, e nd  of ta pe , a rra y bound che ck, 
e tc.). Th e n  e a ch proce dure  ca ll e xplicitly, or by 
de fa ult, indica te s  wha t is  to  be  done  whe n  e a ch 
pos s ible  condition occurs . Th is  is  illus tra te d in 
Figure  10. Th e  proce dure  CHE CKNUM pro- 
vide s  a n  e xce ption ha ndle r MES S AGE which 
will be  invoke d by the  proce dure  READ if the  
OVERFLOW, UNDERFLOW or CONVER- 
S ION e xce ptions  occur, a nd  the  e xce ption ha n- 
dle r CRAS H for the  IOERR e xce ption. 

S in c e  we  re g a rd  e xc e p tio n  h a n d lin g  a s  a  
m e a n s  o f p ro g ra m m in g  fo rwa rd  e rro r  re c o v- 
e ry,  we  d o  n o t  re g a rd  it a s  a p p ro p ria te  fo r 
c o p in g  with  re s id u a l b u g s  in  p ro g ra m s .  
Ho we ve r  fo rwa rd  a n d  b a c kwa rd  e rro r  re - 
c o ve ry te c h n iq u e s  s h o u ld  b e  th o u g h t  o f a s  
p o te n tia lly c o m p le m e n ta ry,  ra th e r  th a n  
c o m p e titive ,  te c h n iq u e s .  Th u s  e xc e p tio n  
h a n d lin g  c a n  b e  c o m b in e d  with  th e  re c o v- 
e ry b lo c k s c h e m e  fo r b a c kwa rd  e rro r  re c o v- 
e ry.  An  e xa m p le  o f s u c h  a  c o m b in a tio n  is  

VAR NUbI: INTEGI~; 
EXCEPTION COOF = OVERFLOW OR UNDERFLOW OR 

CONVERSION; 

PROCEDURE CHECKNDN (-> J:INTEGER); 
VAR COUNT: INTEGER; INIT COUNT<- ~; 
PROCEDURE MESSAGE; 
GLOBAL COUNT: ASSIGNED; 
BEGIN 

COUNT <- COUNT + I ; 
WRITE ("PLEASE TRY AGAIN"); 
IF COUNT > 3 THEN 
BEGIN 

WRITE ("THREE STRIKES--YOU'P~E OUT"); 
SIGNAL FAIL; 

END ELSE RETRY 
FI 

END MESSAGE; 
PROCEDURE CRASH; 

lo c a l d e c la ra t io n s  
BEGIN 

any requlred cleanup 
SIGNAL FAIL 

END CRASH; 
BEGIN 
body of CHECKNUM 

READ (J); COOF: MESSAGE, IOERR: CRASH 
END CHECKNUM; 

BEGIN 
maln progra m 

c N E c ~  ( -> ~ ) ;  
program %ermlnates if FAIL Is szgnaled 

END. 

FIGURE I0 An example of exceptmn handling, taken 
from [WAss  76]. 

g ive n  in  [MELL77]. Th is  e xa m p le  s h o ws  a  
p ro g ra m  wh ic h  d e a ls  with  re a d ily fo rs e e a - 
b le  s im p le  fa u lts ,  s u c h  a s  in va lid  in p u t  d a ta ,  
b y m e a n s  o f e xc e p tio n  h a n d lin g  a n d  le s s  
like ly fa u lts ,  in c lu d in g  th o s e  a ris in g  fro m  
d e s ig n  in a d e q u a c ie s  in  th e  e xc e p tio n  h a n - 
d le rs ,  b y re c o ve ry b lo c k te c h n iq u e s .  
Compe ns ation C o m p e n s a tio n ,  o u r 
s e c o n d  fo rm  o f fo rwa rd  e rro r  re c o ve ry,  fu l- 
fills  a  ve ry  d iffe re n t,  a n d  in d e e d  m u c h  m o re  
im p o r ta n t  n e e d ,  o n e  wh ic h  c a n n o t  b e  c o p e d  
with  b y b a c kwa rd  e rro r  re c o ve ry.  It  p ro - 
vid e s  th e  m e a n s  fo r tryin g  to  d e a l with  th e  
s itu a tio n  o f a n  e rro r  b e in g  d e te c te d  wh ile  a  
s ys te m  is  in  c o m m u n ic a t io n  with  a n  e nvi- 
ro n m e n t  wh ic h  c a n n o t  b e  b a c ke d  up . As  
e xp la in e d  e a rlie r com pe ns ation is  a n  a c t  b y 
wh ic h  o n e  s ys te m  p ro vid e s  s u p p le m e n ta ry  
in fo rm a tio n  in te n d e d  to  c o rre c t  th e  e ffe c ts  
o f in fo rm a tio n  th a t  it h a d  p re vio u s ly s e n t  
to  a n o th e r  s ys te m .  Th is  re q u ire s  th a t  b o th  
(o r m o re  g e n e ra lly,  a ll) th e  in te ra c tin g  s ys - 
te m s  a re  s u c h  th a t ,  wh e n  e rro n e o u s  in fo r- 
m a t io n  is  fo u n d  to  h a ve  b e e n  s e n t o u t  o r le t  
o u t  b y a  s ys te m ,  a ll o f th e  o th e r  s ys te m s  
a re  c a p a b le  o f a c c e p tin g  th e  c o rre c tive  in- 
fo rm a tio n  wh ic h  is  th e n  s e n t o u t  by,  o r o n  
b e h a lf of, th e  o ffe n d in g  s ys te m .  
Example: If a  s tock contro l da ta  ba s e  ha s  be e n 
upda te d  be ca us e  o f a n  input me s s a ge  indica ting 
the  is s ua nce  o f s ome  s tocke d  ite ms , a nd  it is  
la te r found th a t this  me s s a ge  wa s  incorre ct, it 
might be  pos s ible  to  compe ns a te  for the  wrong 
me s s a ge  by me a ns  o f a no the r me s s a ge  purport- 
ing to  re cord  the  a cquis ition o f re p la ce me nt 
s tock ite ms . S uch  a  s imple  compe ns a tion  would 
proba bly no t s uffice  if, for e xa mple , the  s tock 
contro l s ys te m ha d, a s  a  re s u lt o f the  wrong 
informa tion, re ca lcula te d  op timum s tock le ve ls , 
or produce d  purcha s e  orde rs  for the  re ple nis h- 
me n t of the  s tock involve d. 

As  h a s  a lre a d y b e e n  d e s c rib e d ,  d e te rm i- 
n a tio n  o f th e  e xte n t  o f in fo rm a tio n  flow, 
a n d  h e n c e  o f th e  re q u ire m e n ts  fo r c o m p e n - 
s a tio n ,  c a n  b e  a id e d  b y th e  c o n c e p t  o f 
a to m ic  a c tio n s ,  a n d  b y th e  c a re fu l p la n n in g  
o f s u c h  a c tio n s .  S ys te m  a lg o rith m s  th a t  
in c o rp o ra te  c o m p e n s a t io n  s tra te g ie s  c a n  b e  
d e s ig n e d  u s in g  s u c h  s tru c tu rin g  te c h n iq u e s  
a s  e xc e p tio n  h a n d lin g .  (S e e  [LEVI77] fo r a  
d e ta ile d  d e s c rip tio n  o f a n  e xc e p tio n  h a n - 
d ling  s c h e m e  wh ic h  is  s p e c ific a lly d e s ig n e d  
to  fa c ilita te  th e  p ro g ra m m in g  o f c o m p e n - 
s a tio n  s tra te g ie s . ) Ho we ve r  th e  p ro b le m  o f 
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de s igning compe ns a tion  a lgorithms  th a t 
will work we ll, in  comple x s ys te ms , is  a n  
imme ns e  one , with  no  obvious  ge ne ra l so- 
lu tion . Cle a rly th e  s imple , b u t unfortu - 
n a te ly impra c tica ble , s o lu tion  is  to  a void  
th e  ne e d  for a n y compe ns a tion  by gua ra n- 
te e ing  th a t  no  incorre c t re s u lts  a re  e ve r 
a llowe d to  le a ve  a  s ys te m. 
Example: Eve n re ce nt da ta  ba s e s ys te ms  which 
incorpora te  ve ry sophis tica ted e rror recovery 
s tra tegies  ca n occas iona lly ge t the  da ta  tha t the y 
hold into s uch a  s ta te  tha t the re  is  no a lte rna tive  
but to suspend se rvice , a nd a tte mpt ma nua l 
correction of the  da ta  base , a nd ma nua l assess - 
me nt of the  damage  tha t ha s  been done  through 
the  provis ion of wrong information to the  orga- 
niza tion us ing the  s ys te m [GRAY77]. The  bas ic 
re quire me nts  for such ma nua l de te rmina tion of 
wha t compensa tion is  necessary a re  a n under- 
s ta nding of the  informa tion flow in the  environ- 
me nt of the  sys tem, a nd a  comple te  record of a ll 
informa tion flow to a nd from the  s ys te m (see  
Bjork [BJoR74]). In practice  wha t usua lly hap- 
pens  is  tha t s uch ma nua l compensa tion is  ne i- 
the r guaranteed, nor expected, to be  comple te . 

Multilevel Error Recovery 
Th e  a dva n ta ge  o f multile ve l de s igns , i.e ., 
thos e  cha ra c te rize d  by th e  e xis te nce  of 
s pe cifie d (a nd hope fu lly we ll-docume nte d) 
a bs tra c tion  in te rfa ce s , is  th a t  e a ch  le ve l ca n  
be  de s igne d  in d e p e n d e n tly o f th e  in te rna l 
de s igns  o f o th e r le ve ls . Th is  a dva n ta ge  is  
e s pe cia lly de s ira ble  in  s itua tions  which  a re  
complica te d  b y the  pos s ib ility o f fa ults . In- 
de e d  it s e e ms  to  be  th e  on ly m e a n s  we  ha ve  
o f ma s te ring  p rob le ms  s uch  a s  th e  occur- 
re nce  o f fu rth e r fa u lts  while  a  pre vious  fa u lt 
is  s till be ing de a lt with . 

Ide a lly th e  a lgo rithm a t a n y le ve l o f the  
s ys te m  would  be  de s igne d on  th e  a s s ump- 
tion  th a t  a ll o f its  compone nts , th a t  is  th e  
le ve l be low, worke d  pe rfe c tly (e ithe r fa ult- 
le s s ly, or with  comple te  ma s king  of fa ults ). 
Th e n  e rror re cove ry would  be  ne e de d  on ly 
for purpos e s  o f coping with  inva lid  us e  o f 
the  s ys te m  a n d  with  de s ign fa u lts  in  th e  
a lgo rithm of th e  s ys te m. 

Eve n  whe n  pe rfe c tion  o f compone n ts  is  
n o t a s s ume d, it is  pos s ible  to  a chie ve  con- 
s ide ra ble  inde pe nde nce  o f th e  de s ign o f s e p- 
a ra te  le ve ls , a nd  e ve n  o f th e ir provis ions  for 
e rror re cove ry. Th is  in  fa c t is  conve ntiona l 
pra c tice  in  the  s imple  multile ve l s truc tu re s  

(na me ly thos e  th a t  re la te  d ire c tly to  th e  
phys ica l cons truc tion  of th e  s ys te m, a nd  
involve  no  s ha ring  of compone nts ) th a t  a re  
typ ica l o f ha rdwa re  de s igns . 
Example: The  thre e  components , s a y proces- 
sors , in a  TMR s tructure  might use  s uch inte rna l 
e rror recovery s tra tegies  a s  ins truction re ntry 
a nd e rror correcting codes . As  long a s  the  fa ults  
which ca nnot be  masked by the s e  s tra tegies  a re  
independent, a nd do not de s troy the  TMR s truc- 
ture , it ca n ma s k the ir e ffects  a t the  s ys te m leve l. 

In  more  s oph is tica te d  forms  o f multile ve l 
s truc tu re ,  a nd  in  s ys te ms  which  ha ve  to  
cope  with  more  th a n  ju s t ope ra tiona l fa u lts  
in  corre c tly de s igne d ha rdwa re  compo- 
ne n ts , the  s itua tion  is  more  complica te d . 
Howe ve r in  a ll ca s e s  ra tiona l de s ign o f a  
s ys te m  is  impos s ible  if it incorpora te s  fa u lty 
c o mp o n e n ts  which  a re  known  to  le a ve  
the ms e lve s  in  in te rna l s ta te s  for which  no 
e xte rna l s ta te  (i.e ., s ys te m  le ve l a bs tra c- 
tion) is  de fine d. 

The re fo re  one  a pproa ch , fe a s ible  on ly for 
fa u lts  whos e  e xa c t cons e que nce s  ca n  be  
pre dic te d , is  to  incorpora te  th e  de s crip tion  
o f th e  fa u lty be ha vio r in to  th e  s pe cifica tion 
o f th e  a bs tra c tion  in te rfa ce . Th e  s ys te m  
a lgo rithm th e n  ha s  to  be  a u g m e n te d  s o a s  
to  de a l with  th is  s pe cifie d unde s ira b le  be - 
ha vior, for e xa mple  by us ing e xplic it e xce p- 
tion  ha nd ling  fa cilitie s , or s ta tic  re dun- 
d a n c y (s uch a s  in  th e  a bove  TMR  e xa mple ). 
P a rn a s  a nd  Wurge s  [PARS76] give  a  de - 
ta ile d  dis cus s ion o f one  e xce ption  ha nd ling  
a pproa ch , couche d  in  te rms  o f te chn ique s  
for p rog ra mming  h ie ra rch ie s  o f a bs tra c t 
ma chine s , a nd  ba s e d  on th e  us e  o f tra ps  a s  
a  m e a n s  o f re porting  "unde s ire d  e ve n ts " 
(i.e . e xce ptions ). An  a ccoun t o f how th e  
a pp roa ch  is  us e d  in  th e  HYDR A ope ra ting  
s ys te m, m a in ly for coping with  ha rdwa re  
fa ults , is  g ive n b y Wu lf [WULF75]. (S e e  a ls o 
De nn ing  [DENN76].) 

Th e  te chn ique  o f a ugme n ting  a nd  he nce  
complica ting  th e  s pe cifica tion o f a n  a b- 
s tra c tion  in te rfa ce  by incorpora ting  de ta ils  
o f a ll a n tic ipa te d  (unma s ke d) fa u lts  re duce s  
th e  pra c tica l, if n o t th e  the ore tica l,  inde - 
pe nde nce  o f th e  de s igns  o f th e  le ve ls  it 
s e pa ra te s . Th e  one  a lte rna tive  m e a n s  of 
re ta in ing  a  la rge  me a s u re  o f de s ign inde - 
pe nde nce  is  to  re qu ire  th a t  u n m a s ke d  fa u lts  
in  th e  c o mp o n e n ts  cons titu ting  the  lowe r 
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le ve l ca us e  th is  lowe r le ve l to  a s s ume  a  
de fine d  s ta te  wh ich  co rre s ponds  to  s ome  
p re vious  e xte rn a l s ta te .  Th u s  fro m  th e  s ys - 
te m 's  vie wpoin t, s ome  s e que nce  o f ope ra - 
tions  e nd  up  b y ha ving  h a d  no  e ffe ct. In  
o th e r words , e rro rs  d e te c te d  a t one  le ve l 
re s u lt in  wh a t c a n  be  s e e n  fro m  th e  n e xt 
le ve l a s  b a c kwa rd  e rro r re cove ry.  A de ta ile d  
e xp la na tion  o f a  ve ry ba s ic  ve rs ion  o f s uch  
a  s c h e m e  a pp lica b le  to  le ve ls  in  a  fu lly 
in te rp re tive  multile ve l s ys te m  {s uch a s  
th a t  s hown in  F igure  4) is  de s c ribe d  in 
[RAND75]. Mo re  s oph is tic a te d  ve rs ions , 
wh ich  do n o t re qu ire  le ve ls  to  be  fu lly in- 
te rp re tive ,  a re  de s c ribe d  in  [VERH77a ,b] 
a nd  [SHRI78]. A de ta ile d  ge ne ra l a c c o u n t o f 
multile ve l s ys te m  de s ign a nd  th e  p ro b le ms  
o f re c o ve ra b ility is  g ive n in  [ANDE77]. 
Example: The  s che me  described in [SHRI78] is  
us e d to show how ba ckwa rd e rror re cove ry ca n 
be  provide d by a n ope ra ting s ys te m to indepen- 
de nt us e r processes  which a re  compe ting for the  
re s ource s  (e .g., s tora ge  space) be ing ma na ge d by 
tha t ope ra ting sys tem. Fa ults  in one  process  do 
not a ffe ct o the r processes , a nd the  specifica tion 
of the  ope ra ting s ys te m inte rfa ce  re ma ins  s im- 
ple . 

All s tra te g ie s  fo r in d e p e n d e n t de s ign o f 
s e p a ra te  le ve ls  o f a  multile ve l s ys te m  de - 
p e n d  a bs o lu te ly on  th e  ve rtica l s tru c tu re  
be ing  "a c tu a l," a s  wa s  d is cus s e d  in th e  s e c- 
tion  on  le ve ls  o f a bs tra c tion .  With  re s p e c t 
to  e rro r re c o ve ry s pe cifica lly, th e re  would, 
fo r e xa mple , be  little  p o in t in  ha ving  th e  
che ckpo in ts ,  a u d it tra ils , o r wha te ve r,  th a t 
we re  be ing  ke p t fo r d iffe re n t le ve ls , in  th e  
s a me  fa ilu re -p rone  s to ra ge  de vice . If th is  
we re  done , a nd  a  fa ilu re  d id  occur, th e  le ve l 
s tru c tu re  would  be  a n  im p e d im e n t to  un- 
de rs ta nd ing  wh a t h a d  h a p p e n e d ,  ra th e r 
th a n  a n  a id  to  de s igning s ome  m e a n s  o f 
to le ra ting  s uch  occurre nce s . 

Multile ve l re c o ve ry s che me s  th e re fo re  
h a ve  to  be  de s igne d  with  ve ry ca re fu l re ga rd  
fo r th e  pos s ib ility o f a n  a cc ide n ta l commit- 
m e n t (i.e ., d e s tru c tio n  o f re c o ve ry line s ) 
ca us e d  b y th e  fa ilu re  o f s ome  s ys te m  com- 
p o n e n t wh ich  is  c o m m o n  to  th e  re c o ve ry 
m e c h a n is m s  us e d  fo r s e p a ra te  le ve ls . Ma n y 
pos s ib le  typ e s  o f multile ve l re c o ve ry 
s che me s  a re  pos s ible , with  wide ly va rying  
s tra te g ie s  fo r a ch ie ving  a  m e a s u re  o f inde - 
p e n d e n c e  b e twe e n  th e  re c o ve ry me cha - 

n is ms  us e d  fo r th e  d iffe re n t le ve ls . P e rh a p s  
th e  m o s t c o m m o n  s c h e m e  is  one  which  
p rovide s  two  le ve ls  o f re c o ve ry a fte r a  s ys - 
te m  cra s h , one  re fe rre d  to  a s  e na b ling  a  
"wa rm  s ta rt," th e  o th e r a  m o re  b ru ta l "co ld  
s ta rt" (one  in which  th e  s ys te m  re ta in s  no  
in fo rm a tio n  fro m  a n y o f its  a c tivity p rio r to  
th e  c ra s h), fo r us e  wh e n  wa rm  s ta rt c a n n o t 
be  a ch ie ve d . Bo th  le ve ls  o f re c o ve ry a re  
us ua lly incomple te ,  s ince  e ve n  th e  wa rm  
s ta rt s c h e m e  n o rm a lly ignore s  th e  e ffe c ts  o f 
s ome  in te ra c tio n  c o m m itm e n ts ,  s o th a t 
s ome  us e rs  a re  le ft to  fe nd  fo r the ms e lve s .  
Th is  is  th e  ca s e  e ve n  with  th e  ve ry s ophis - 
tic a te d  s c h e m e  de s c ribe d  b y La m p s o n  a nd  
S tu rg is  [LAMP76]. Ho we ve r th is  s che me , 
wh ich  is  ba s e d  on  s ome  q u ite  p la us ib le  a s - 
s u mp tio n s  a b o u t th e  wa ys  in  which  s tora ge , 
c o m m u n ic a tio n  cha nne ls ,  a nd  p roce s s ors  
ca n  fa il, doe s  g u a ra n te e  th e  in te g rity o f th e  
s ys te m 's  d is tribu te d  s h a re d  file s , no  m a tte r  
wh e n  th e  c ra s h(e s ) occur. 

5. FAULT-TOLERANT COMPUTING 
SYSTEMS 

There have been many fault- tolerant com- 
put ing s ys te ms  de s igne d  (a nd built) to  s a t- 
is fy h igh  re lia b ility re q u ire m e n ts .  Th e  te r- 
mino logy a d o p te d  in  th e  de s c rip tion  o f s uch  
s ys te ms  ha s  in  ge ne ra l b e e n  s uffic ie n tly va r- 
ie d  th a t  compa ris on  b e twe e n  th e  s ys te ms  is  
o fte n  d ifficult o r impos s ible . One  o f th e  
a ims  o f th is  p a p e r ha s  b e e n  to  p re s e n t s ome  
c o h e re n t b u t ge ne ra l re lia b ility te rm in o lo g y 
wh ich  ca n  be  u s e d  to  de s c ribe  a nd  c o m p a re  
s uch  fa u lt-to le ra n t s ys te ms  fro m a  c o m m o n  
vie wpoin t. 

As  a n  a id  to  fu rth e r e xp lica tion  o f th e  
ide a s , a nd  to  a pp re c ia ting  th e ir ma n ife s ta - 
tions  a nd  s ignifica nce  in p ra c tice ,  a  n u m b e r 
o f d iffe re n t s ys te ms  h a ve  b e e n  s tud ie d  b y 
th e  Ne wca s tle  Re lia b ility P ro je c t,  a nd  ove r- 
a ll de s c rip tions  o f s ome  o f th e s e  s ys te ms , 
us ing th e  te rm in o lo g y a d o p te d  in  th is  pa - 
pe r, h a ve  b e e n  p re s e n te d  in  [RAND78]. Th is  
p re s e n t s e c tion  dis cus s e s  ju s t th re e  o f thos e  
s ys te ms , na me ly: 1) th e  J e t  P ro p u ls io n  La b- 
o ra to ry S TAR  c o mp u te r,  de s igne d  fo r un- 
m a n n e d  s p a c e c ra ft a pplica tions ; 2) th e  Be ll 
La b o ra to rie s  E S S  No. 1A proce s s or, de - 
s igne d  fo r e le c tron ica lly con tro lle d  s witch- 
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ing s ys te m s  s uch  a s  te le p h o n e  e xcha nge s ; 
a n d  3) th e  Bolt,  Be ra n e k a n d  Ne wm a n  
P LUR IBUS ,  wh ich  wa s  de s igne d  a s  a  me s - 
s a ge  s witch ing  n o d e  for th e  AR P A ne twork. 
Th e  de s c rip tions  a re  b a s e d  s o le ly on  th e  
pa rticu la r d o c u m e n ts  th a t  a re  re fe re nce d  
a nd  s o  do  n o t ne ce s s a rily give  a n  u p -to -d a te  
o r c o m p le te  a c c o u n t o f th e  s ys te ms . Th e  
pa rticu la r s e le c tion  o f s ys te m s  h a s  b e e n  
chos e n  m e re ly to  illus tra te  th e  d ive rs ity 
(b u t c o m m o n  unde rlying  principle s ) o f a p- 
p ro a c h e s  u s e d  in  s ys te m s  th a t we re  de ve l- 
o p e d  to  ope ra tiona l s ta tus ,  a nd  to  s h o w h o w 
th e  d iffe re n t e n viro n m e n ts  in  wh ich  th e  
s ys te m s  we re  de s igne d  to  func tion  h a ve  
b e e n  re fle c te d  in  th e  m a n n e r in  wh ich  fa u lt 
to le ra nce  h a s  b e e n  provide d . (The  s e le c tion  
d e lib e ra te ly doe s  n o t inc lude  a  la rge  d a ta  
b a s e  s ys te m --s u c h  s ys te m s  a re  th e  s u b je c t 
o f th e  c o m p a n io n  p a p e r b y Ve rhofs ta d .) 

The JPL-STAR Computer 

Th e  J e t  P ro p u ls io n  La b o ra to ry S e lf Te s ting  
a n d  R e p a irin g  (J P L-S TAR ) c o m p u te r wa s  
th e  re s u lt o f s tud ie s , in itia te d  in  1961, in to  
th e  de s ign  o f fa u lt to le ra n t c o m p u te r s ys - 
te ms . Th e  p rinc ipa l goa l s ta te d  in  [Avlz71] 
fo r th e  de s ign  o f th e  S TAR  wa s  to  a ch ie ve  
fa u lt to le ra nce  fo r a  va rie ty o f h a rd wa re  
fa u lts , n a m e ly tra ns ie n t,  p e rm a n e n t,  ra n- 
d o m  a n d  ca ta s troph ic .  In  o rd e r to  a ch ie ve  
th is  de g re e  o f fa u lt to le ra nce , a  va rie ty o f 
te c h n iq u e s  wa s  us e d: coding, monitoring , 
s ta n d b y s pa re s , re p lica tion  with  voting , 
c o m p o n e n t re d u n d a n c y,  a nd  p ro g ra m  roll- 
b a c k a n d  re pe tition .  No  s pe cific  p rovis ions  
we re  m a d e  for pos s ib le  s o ftwa re  
fa u lts --ra th e r it wo u ld  a p p e a r th a t  p ro- 
g ra m s  th a t a re  ru n  on  th e  S TAR  a re  a s - 
s u m e d  to  b e  corre c t.  

Th e  S TAR  wa s  de s igne d  a s  a  ge ne ra l- 
p u rp o s e  fa u lt-to le ra n t c o mp u te r,  wh o s e  
m a in  cha ra c te ris tic s  we re  chos e n  to  m a tc h  
th e  re q u ire m e n ts  o f a  s p a c e c ra ft guida nce , 
con tro l a nd  d a ta  a cqu is ition  s ys te m  which  
wo u ld  b e  u s e d  on  long u n m a n n e d  s pa ce  
mis s ions . Th u s  th e  re lia b ility re q u ire m e n ts  
fo r th e  S TAR  we re  for 100,000 h o u r s ur- 
viva l with  a  p ro b a b ility o f 0.95, a n d  with  a  
m a xim u m  tim e  re q u ire m e n t for re c o ve ry o f 
50ms e cs . An  e xp e rime n ta l la b o ra to ry ve r- 
s ion  o f th e  S TAR  wa s  c o n s tru c te d  a n d  op- 

Tre le ave n  

e ra tiona l in  1969, a lthough  it d id  n o t imple - 
m e n t a ll o f th e  fe a tu re s  o f th e  S TAR  de s ign. 
Th is  de s c rip tion  will th e re fo re  c o n c e n tra te  
on  th e  de s ign  p re s e n te d  in  [AvIz71] ra th e r 
th a n  on  th e  pa rticu la r im p le m e n ta tio n  o f 
th e  S TAR .  S o m e  o f th e  re s u lts  from e xpe r- 
im e n ta tio n  with  th e  la b o ra to ry S TAR  a re  
p re s e n te d  in  [AvIz72], a n d  [RoHR73] dis - 
cus s e s  de ta ils  o f th e  s ys te m  s oftwa re . 

System Description 

Th e  S TAR  c o m p u te r m a y b e  re ga rde d  a s  
a  th re e  le ve l s ys te m. Th e  b o tto m  (ha rd- 
wa re ) le ve l o f th e  S TAR  s u p p o rts  two  s oft- 
wa re  le ve ls  cons is ting  o f a  re s id e n t e xe cu- 
tive  a n d  th e  a pp lica tions  p rogra ms . 

Th e  h a rd wa re  le ve l o f th e  S TAR  ca n  b e  
re g a rd e d  a s  ha ving  a  de ce n tra lize d  orga ni- 
za tion. A s ta n d a rd  configura tion  o f func- 
tiona l s u b s ys te m s  (i.e ., c o mp o n e n ts ) imple - 
m e n ts  th e  a b s tra c tio n  in te rfa ce  p re s e n te d  
to  th e  h ighe r (s oftwa re ) le ve ls , wh ich  e s s e n- 
tia lly h a s  th e  a p p e a ra n c e  o f a  s ingle -cpu 
s ys te m  with  th e  re qu ire d  c o mp u tin g  ca pa - 
b ility. F igure  11, ta ke n  from [AvIz71], illus - 
tra te s  a  s ta tic  s tru c tu rin g  o f th e  b o tto m  
le ve l o f th e  S TAR  c o m p u te r,  cons is ting  o f 
th e  following func tiona l s ubs ys te ms : 
1) Con tro l p ro c e s s o r (C O P )--c o n ta in s  th e  

inde x re g is te rs  a n d  con ta ins  a nd  ma in- 
ta ins  th e  p ro g ra m  loca tion  counte r; 

2) logic p ro c e s s o r (LO P )--p e rfo rm s  logica l 
ope ra tions ; 

3) m a in  a rith me tic  p roce s s o r (MAP )--p e r- 
fo rm s  a rith m e tic  ope ra tions ; 

4) re a d  on ly m e m o ry (ROM); 
5) re a d /write  m e m o ry (RWM); 
6) in p u t/o u tp u t  p ro c e s s o r (IOP ); 
7) in te rru p t p roce s s o r (IR P )--h a n d le s  in- 

te rru p t re que s ts ; 
8) te s t a n d  re pa ir p ro c e s s o r (TAR P )--  

m o n ito rs  th e  o p e ra tio n  o f th e  c o m p u te r 
a n d  im p le m e n ts  th e  re cove ry.  
C o m m u n ic a tio n  b e twe e n  th e  va rious  

un its  is  ca rrie d  o u t on  th re e  bus e s : th e  
m e m o ry-o u t (M-O) bus ; th e  m e m o ry-in  
(M-I) bus ; a n d  th e  con tro l bus . 

Th e  s e cond  le ve l in  th e  S TAR  c o mp u te r,  
th e  re s id e n t e xe cu tive , p rovide s  typ ica l op- 
e ra ting  s ys te m  fe a tu re s  for u s e  b y th e  a p- 
p lica tions  p rog ra ms  in  th e  th ird  le ve l. 
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FIGURE 11. 

Th e s e  fe a tu re s  inc lude  in te rru p t control, 
I/O  proce s s ing  a nd  jo b  s che duling. 

Th e  S TAR  c o m p u te r o p e ra te s  in  two  
mode s : s ta n d a rd  m o d e  a nd  re cove ry mode . 
In  s ta n d a rd  m o d e  th e  s to re d  p rog ra ms  a re  
e xe cu te d , a nd  th e  "no rma l" a lgorithms  o f 
th e  TAR P  is s ue  th e  princ ipa l c locking s ig- 
na ls  a nd  con tinua lly m o n ito r th e  ope ra tion  
o f th e  s ys te m. R e c o ve ry m o d e  is  d is cus s e d  
s ubs e que n tly.  

Reliability Strategies 
Th e  S TAR  c o m p u te r e m p lo ys  a  va rie ty o f 
te chn ique s ,  a s  a lre a dy me n tione d ,  to  a tta in  
th e  de s ire d  h a rd wa re  con tro lle d  s e lf-re pa ir 
a nd  p ro te c tio n  a ga ins t m a n y typ e s  o f fa ults . 
Th e  TAR P  imple me nts ,  in ha rdwa re ,  th e  
m a jo rity o f th e s e  fe a ture s . Th e  co rre c t op- 
e ra tion  o f th e  re s t o f th e  s ys te m  is  b a s e d  on  
th e  a s s u mp tio n  th a t th e  TAR P  is  a lwa ys  
func tion ing  corre c tly. 
E r r o r  d e t e c t io n - - - - T h e  m a jo r e rro r de - 
te c tion  me c h a n is ms  in th e  S TAR  c o m p u te r 
a re  im p le m e n te d  in th e  h a rd wa re  le ve l. In  
pa rticu la r, th e  TAR P  is  re s pons ib le  for 
monito ring  th e  ope ra tion  o f th e  compu te r,  
a nd  d e te c ts  e rrors  b y two  me thods : 1) te s t- 
ing e ve ry wo rd  s e n t ove r th e  two  d a ta  bus e s ; 
a nd  2) che cking  s ta tu s  me s s a ge s  from th e  
func tiona l un its  for p re d ic te d  re s pons e s . 
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All ma ch ine  words  in  th e  S TAR  a re  pro- 
te c te d  b y va rious  e rro r de te c ting  code s . Th e  
code s  a re  p re s e rve d  b y a rithme tic  ope ra - 
tions  a lthough  n o t b y logic ope ra tions . 
(Cons e que n tly ope ra tion  o f th e  logic proc- 
e s s or is  che cke d  b y re plica tion , us ing  two  
ope ra tiona l cop ie s  to  ind ica te  wh e n  dis - 
a g re e m e n t occurs .) Th u s  th e  TAR P  ca n  
d e te c t e rro rs  a ris ing from fa u lts  in  th e  s tor- 
a ge , tra ns mis s ion  a nd  proce s s ing  o f words , 
i.e ., th e  TAR P  che cks  th e  a b s tra c tio n  in- 
te rfa ce  b e twe e n  th e  c o m p o n e n ts  a t th is  
le ve l. 

E a c h  func tiona l un it in  th e  S TAR  com- 
p u te r ge ne ra te s  s ta tu s  me s s a ge s  wh ich  a re  
c h e c ke d  in  th e  TAR P  a ga ins t th e  re s pons e s  
th a t a re  p re d ic te d  (inde pe nde ntly) b y logic 
in te rna l to  th e  TAR P .  Th u s  th e  TAR P  ca n  
ide ntify, for e xa mple , b o th  imp ro p e rly a c- 
tiva te d  un its  (une xpe c te d  me s s a ge ) a nd  
fa ile d  un its  (a bs e nce  o f a n  e xpe c te d  me s - 
s a ge }. 

Th e  typ e s  o f me s s a ge  th a t a  u n it ca n  
ge ne ra te  inc lude  "d is a gre e  with  b u s " me s - 
s a ge  a nd  "in te rna l fa u lt" me s s a ge . Th e  "dis - 
a gre e  with  b u s " me s s a ge  is  n e e d e d  for du- 
p le x ope ra tion  o f units . Th e  "in te rna l fa u lt" 
me s s a ge  is  p ro d u c e d  b y monito ring  c ircu its  
in te rna l to  e a ch  unit. Th e s e  c ircu its  utilize  
re d u n d a n c y in te rna l to  th e  u n it to  (a tte m p t 
to) d e te c t e rro rs  in  th e  in te rna l s ta te  o f th a t 
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unit. F o r e xa mple , a  re ve rs a l che ck is  e m- 
p lo ye d  wh e re b y "inve rs e  mic roprogra m- 
ming" d e d u c e s  wh a t th e  ope ra - 
tio n /a lg o rith m  s hou ld  h a ve  b e e n  from th e  
a c tive  ga ting  s igna ls . Th e  "de duce d re s u lt 
ca n  th e n  b e  c h e c ke d  a ga ins t th e  re q u e s te d  
o p e ra tio n /a lg o rith m. Th e  s ta tu s  me s s a ge  
ge ne ra ting  c ircu its  in  e a ch  un it a re  the m- 
s e lve s  dup lica te d , e na bling  s ome  e rrors  in  
th e  s ta tu s  me s s a ge s  to  b e  d e te c te d  b y th e  
TAR P .  

Th e  re a d /write  m e m o ry un its  in  th e  
S TAR  c o m p u te r h a ve  two  m o d e s  o f ope r- 
a tion , a b s o lu te  a nd  re loca te d . In  a b s o lu te  
m o d e  th e  u n it will re s p o n d  to  its  own  wire d- 
in  na me ; in re lo c a te d  m o d e  th e  u n it re - 
s ponds  to  a n  a s s igne d  na me . Th e  re lo c a te d  
m o d e  ca n  b e  u s e d  b y th e  e xe cu tive  to  pro- 
vide  d u p lic a te d  o r trip lica te d  s to ra ge  for 
p ro g ra m s  a nd  da ta . 

Fina lly, e rro rs  in  th e  TAR P  its e lf a re  
d e te c te d  (a nd  ma s ke d) b y trip le  m o d u la r 
re d u n d a n c y.  Th e  in te n tion  is  th a t th re e  
fu lly p o we re d  cop ie s  o f th e  TAR P  will b e  
ope ra tiona l a t a ll time s  with  the ir o u tp u ts  
d e c o d e d  b y a  2 -ou t-o f-(n+3) vote r. An  a s - 
s u m p tio n  ma de , the re fo re ,  b y th e  re s t o f 
th e  s ys te m  is  th a t fa u lts  in  th e  TAR P s  a re  
a lwa ys  ma s ke d . 

It is  n o t c le a r from th e  d o c u m e n ta tio n  
wh a t e rro r d e te c tio n  m e c h a n is m s  (if a ny) 
a re  m a d e  a va ila b le  to  th e  h ighe r (s oftwa re ) 
le ve ls  in  th e  S TAR ,  a p a rt from th e  a va ila - 
b ility o f in fo rma tion  conce rn ing  e rrors  th a t 
occu rre d  in  th e  in te rfa ce  with  th e  a rithme - 
tic  u n it (for e xa mple , ove rflow, d ivis ion  b y 
ze ro). 
F a u lt  t r e a t m e n t - - - - O n c e  a n  e rro r ha s  
b e e n  d e te c te d  th e  TAR P  e xits  from s ta n- 
d a rd  m o d e  a nd  e n te rs  re c o ve ry m o d e  (i.e ., 
th e  "a b n o rm a l" a lgorithms  a re  invoke d). In  
th is  m o d e  th e  TAR P  is  re s pons ib le  for lo- 
ca ting  a nd  tre a ting  th e  fa ult. It c a n  b e  s e e n  
from th e  p re vious  s e c tion  th a t th e  pre dic- 
tion  logic o f th e  TAR P  coup le d  with  th e  
s ta tu s  me s s a ge s  s hould , in  ge ne ra l, e na b le  
th e  TAR P  to  loca te  th e  fa u lty u n it ca us ing  
th e  e rro r (a s s uming  o f cou rs e  th a t th is  pre - 
d ic tion  logic its e lf is  corre c t).  Howe ve r,  for 
fa u lt cond itions  which  c a n n o t be  re s o lve d  
b y th e  TAR P  logic th e re  is  a  wire d-in  "co ld  
s ta rt" p ro c e d u re  (which  is  a ls o  invoke d  in 

th e  ca s e  o f te m p o ra ry p o we r los s e s ). 
As  th e  S TAR  wa s  in te nde d  for un- 

m a n n e d  s pa ce  mis s ions , p e rm a n e n t fa u lts  
a re  tre a te d  b y th e  a u to m a tic  re p la c e m e n t 
o f th e  fa u lty unit. Th e re  is  no  provis ion  for 
the ir re pa ir. Th e  s ta n d a rd  configura tion  o f 
func tiona l un its  is  s u p p le m e n te d  b y one  or 
m o re  u n p o we re d  s pa re s  o f e a ch  unit, a nd  
th e  TAR P  im p le m e n ts  a  s p o n ta n e o u s  re - 
p la c e m e n t s tra te gy. A re p e a te d  fa u lt indi- 
ca tion  in a  u n it le a ds  to  its  re p la ce me n t,  
im p le m e n te d  b y th e  TAR P  p o we r b y 
s witching. S p a re  TAR P  un its  a re  a ls o  pro- 
vide d; th u s  if one  o f th e  th re e  ope ra tiona l 
un its  d is a gre e s  with  th e  o th e r two, th e n  th e  
fa u lty u n it ca n  b e  re p la ce d  b y a  s pa re . 

F a u lt tre a tm e n t is  a ls o  p e rfo rm e d  b y th e  
re s ide n t e xe cu tive  in  th e  S TAR .  S o ftwa re  
a s s is ta nce  is  re qu ire d  for m e m o ry re p la ce - 
me n t,  b o th  for a s s ignme n t a nd  ca nce lla tion  
o f re loca tion  na me s , a nd  for re loa d ing  th e  
re p la c e m e n t me mory.  R e fe re n c e  is  a ls o  
m a d e  in  th e  d o c u m e n ta tio n  to  a  c la s s  o f 
d ia gnos tic  ins truc tions , wh ich  ca n, a mong  
o th e r things , e xe rc is e  th e  un it s ta tu s  me s - 
s a ge s  a nd  the  TAR P  fa u lt loca tion  logic, 
a nd  a ls o  con tro l th e  p o we r s witch ing  to  th e  
s p a re  units . Th e  e xe cu tive  a p p a re n tly im- 
p le m e n ts  d ia gnos is  for fa u lty units , a l- 
th o u g h  th e  in te rfa ce  b e twe e n  th is  a nd  th e  
TAR P  is  n o t m a d e  cle a r. 
D a m a g e  a s s e s s m e n t  It wou ld  a p p e a r 
th a t th e re  is  no  dyna mic  da ma ge  a s s e s s - 
m e n t a t a n y le ve l in the  S TAR  c o mp u te r,  
a s  th e  e rro r re c o ve ry de s c ribe d  be low is  
a lwa ys  invoke d. Howe ve r,  m u c h  o f th e  a c- 
tivity o f th e  c o m p o n e n ts  in  th e  b o tto m  le ve l 
cou ld  b e  re g a rd e d  a s  cons is ting  o f s imple  
a tomic  a c tions . F irs t,  e a ch  func tiona l u n it 
con ta ins  its  o wn  ins truc tion  de code rs  a nd  
s e q u e n c e  ge ne ra to rs ,  a s  we ll a s  s to ra ge  for 
th e  c u rre n t o p e ra tio n  code , o p e ra n d s  a nd  
re s ults . Ap a rt from ove ra ll s ynchroniza tion , 
e a c h  u n it o p e ra te s  a u tonomous ly.  It wou ld  
a ppe a r,  the re fo re ,  th a t once  in itia te d  a  
func tiona l u n it cou ld  o p e ra te  a tomica lly. 
He nce ,  if th e  in te rna l mon ito ring  c ircu its  
d e te c te d  a n  e rror, th e  da ma ge  cou ld  b e  
a s s u m e d  to  b e  loca lize d to  th a t pa rticu la r 
unit. Th e  s e cond  a c tivity in  wh ich  a tomic  
a c tions  ca n  b e  ide n tifie d  is  in  th e  o p e ra tio n  
o f th e  TMR -p ro te c te d  TAR P s .  As s uming  
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th a t  th e  a c tivity o f e a ch  TAR P  un it is  
a tomic, th e n  a n y TAR P  fa u lt s hould  be  
m a s ke d  by th e  vote r. Ne ve rthe le s s , in  b o th  
o f the s e  ca s e s  the  more  globa l e rror re cov- 
e ry de s cribe d be low is  invoke d. 
E r ro r  r e c o ve ry - - - -Th e  ma in  fo rm of e r- 
ror re cove ry in  th e  S TAR  is  imp le me n te d  
by ba ckwa rd  e rror re cove ry o f th e  s oftwa re  
le ve ls . Wh e n  a n  e rror is  de te c te d  a nd  a n y 
re p la ce me n ts  ha ve  ta ke n  pla ce , the  TAR P  
is s ue s  a  re s e t me s s a ge  which  ca us e s  a ll op- 
e ra tiona l un its  to  a s s ume  a n  in itia l s ta te  
(p re s uma bly the  con te n ts  o f the  me morie s  
a re  no t re s e t to  a n  initia l s ta te ). Th e  pro- 
g ra m th a t wa s  runn ing  is  th e n  force d to  
rollba ck, th a t is , to  ba ck up  to  a  pre vious  
s ta te . 

Th e  a pplica tion  progra ms  a re  provide d  
with  a  m e c h a n is m  for e s ta blis hing a  re cov- 
e ry point. It would  a ppe a r th a t it is  the  
re s pons ib ility o f the  p rogra ms  to  e s ta blis h  
re cove ry po in ts  a s  o fte n  a s  is  ne e de d  for 
re lia ble  ope ra tion  [ROHR73], a nd  to  s pe cify 
(corre ctly) th e  in fo rma tion  th a t  ne e ds  to  be  
che ckpointe d . Th e  p rogra m a ls o a s s ume s  
th a t  th is  ope ra tion  is  pe rfo rme d  re lia b ly 
(a nd a tomica lly). More ove r, a s  on ly one  
re cove ry po in t ca n  be  e s ta b lis he d  a t one  
time , a n  e xplicit c o m m itm e n t will occur 
whe ne ve r a  ne w re cove ry po in t is  e s ta b- 
lis he d. Th e re  is  no a u toma tic  compe ns a tion  
for in fo rma tion  th a t ha s  le ft the  s ys te m 
prior to  s uch  a  ro llba ck--p re s uma b ly th is  
is  the  re s pons ib ility o f the  a pplica tion  pro- 
gra mme rs , a s  the  re cove ry me cha n is ms  
provide d  would  e na ble  the  p rogra m to  pe r- 
fo rm compe ns a tion  a c tions  if it s o re quire d. 

Th e  e xe cutive  le ve l is  re s pons ible  for im- 
p le me n ting  the  re cove ry me cha n is m pro° 
vide d  to  th e  uppe r le ve l. It us e s  th e  ro llba ck 
po in t re g is te r in  the  TAR P  to  a chie ve  this . 
Th e  ro llba ck re g is te r ca n  be  u p d a te d  b y the  
e xe cutive  le ve l, a nd  a c ts  in  e ffe c t a s  a n  
in te rrup t ve ctor, us e d  to  re s ta rt th e  e xe cu- 
tive  whe n  a  ro llba ck is  invoke d by the  
TARP . Th e  rollba ck o f the  a pplica tion  pro- 
g ra m is  th e n  imp le me n te d  by s oftwa re  in  
th e  e xe cutive . Th e  e xe cutive  a ls o us e s  the  
ro llba ck re gis te r to  contro l non-re pe a ta b le  
e ve nts  (for ins ta nce , in p u t/o u tp u t ope ra - 
tions ). Th e  s tora ge  of che ckpoin ts  for the  
uppe r le ve l p rogra ms  is  a ls o the  re s pons i- 

b ility o f the  e xe cutive , a nd  it provide s  du- 
ple xe d s tora ge  for th is  purpos e . [ROHR73] 
de s cribe s  a ll o f the s e  s tra te g ie s  in  more  
de ta il. 

Th e  only o the r fo rm of e rror re cove ry in  
the  S TAR  is  provide d  by th e  "cold  s ta rt" 
p roce dure  in the  TAR P ,  a u g m e n te d  by a  
"cold  s ta rt" ca pa bility in  the  re s ide n t ex- 
e cutive . 

Reliability Evaluabon 

According to  [AvIzT1], e a rly a na lytica l 
s tud ie s  us ing mode ls  o f dyna mica lly re dun- 
d a n t s ys te ms  h a d  ind ica te d  th a t me a n-life  
ga ins  o f a t le a s t a n  orde r o f ma gn itude  ove r 
th a t  yie lde d  by a  n o n -re d u n d a n t s ys te m 
could  be  e xpe c te d  from dyna mica lly re dun- 
d a n t s ys te ms , with  s ta n d b y s pa re s  re pla c ing 
fa ile d  units . Th is  ga in compa re d  fa vora b ly 
with  th e  m e a n  life  ga in o f le s s  th a n  2 in  
typ ica l TMR  s ys te ms . An a na lys is  o f a  
mode l o f th e  S TAR 's  re lia b ility compa re d  
its  re lia b ility with  th a t o f a  s imple x com- 
p u te r o f e qu iva le n t pe rfo rma nce  a nd  with  
the  Ma rs  Ma rine r s pa ce cra ft compu te r 
(MM'69). S ome  of the  re s u lts  a re  ind ica te d  
in  Ta b le  I, ta ke n  from [AvIz71], whe re  the  
lowe r b o u n d  (k = 1) ind ica te s  a n  e qua l 
fa ilure  ra te  of powe re d  a nd  s pa re  units , a nd  
the  uppe r bound  (k = infin ity) ind ica te s  a  
ze ro fa ilure  ra te  o f s pa re  units . 

It is  s ta te d  in [AvIz72] th a t  in itia l e xpe r- 
ime n ta l te s ts  on  th e  S TAR  ha ve  ve rifie d 
the  e ffe c tive ne s s  o f th e  e rror de te c ting  
code s  us e d  on th e  S TAR  words  a nd  the  
cove ra ge  provide d  by th e  TAR P  for e a ch  
func tiona l unit.  Th e  te s ts , involving th e  
in troduc tion  o f nois e  bu rs ts  on  the  bus e s , 
d e m o n s tra te d  99.5-100% prope r re cove ry. 

TABLE  I. RELIABILITY VERSUS TIME FOR VARIOUS 
CONFIGURATIONS. 

$im- ST.~ Compu%er wi%h S S~es 

l~me 
(h) pu%e r pu%e r S=~ 0=2 a -~ S -2 

4368 
(.-~5 ~n i ,~)  0.928 0.82 0.9999998 0.99997 0.999995 0.99982 

43 t,8o 
(~5 ye~s) 0.475 0.14 0.997 0.97 0.966 0.87 

87 360 
('~#f 0 ,ye~)  0.225 0.019 0.96 0.79 0.71 0.45 
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Limite d  te s ts  on  th e  a d e q u a c y o f th e  TAR P  
for e rro r de te c tion , fa u lt d ia gnos is  a n d  re - 
c o ve ry d e m o n s tra te d  90-100% cove ra ge  for 
th e  va rious  p roce s s o rs  a nd  m e m o ry m o d - 
ule s . 

Bell Laboratories ESS No. 1A Processor 

Th e  Be ll La b o ra to rie s  E le c tron ic  S witch ing  
S ys te m s  (ES S ) re p re s e n t one  o f th e  firs t 
m a jo r a tte m p ts  a t incorpora ting  e xte ns ive  
fa u lt to le ra nce  in  a  p roce s s or.  In  th is  ca s e , 
th e  p ro c e s s o r is  th e  h e a rt  o f th e  e le c troni- 
ca lly con tro lle d  s witch ing  s ys te m s  u s e d  in  
th e  ma in  for te le p h o n e  e xcha nge s . Th e  firs t 
s ys te m  o f th is  typ e  wa s  in  s e rvice  in  1965. 

Th e re  a re  s tringe n t re lia b ility re qu ire - 
m e n ts  to  b e  m e t b y th e  E S S  s ys te ms . F o r 
e xa mple , th o s e  s pe c ifie d  for th e  No . IA E S S  
[BELL77] re qu ire  th e  s ys te m  to  b e  a va ila b le  
for 24 h o u rs  a  da y, a n d  th a t down  tim e  for 
th e  to ta l s ys te m  s hou ld  n o t e xce e d  2 h o u rs  
ove r its  40 ye a r life . Mo re o ve r,  th e  pe rce n t- 
a ge  o f ca lls  h a n d le d  inco rre c tly s hou ld  n o t 
e xce e d  0.02%. F o r th e  p ro c e s s o r its e lf, th e  
re q u ire m e n t is  th a t its  a ve ra ge  o u ta g e  time , 
th a t is  th e  tim e  during  wh ich  e s ta b lis h e d  
ca lls  a re  re ta in e d  b u t  no  n e w ca lls  a re  e s - 
ta b lis he d , is  n o t g re a te r th a n  2 m in u te s  p e r 
ye a r. 

Th e re  a re  e xte ns ive  re fe re nce s  to  th e  va r- 
ious  E S S  s ys te ms , pa rticu la rly in  th e  Be ll 
S ys te m  Te c h n ic a l J o u rn a ls .  Th is  de s crip- 
tion  will c o n c e n tra te  on  th e  fa u lt-to le ra n t 
te c h n iq u e s  e m p lo ye d  in  th e  p ro c e s s o r in  
th e  No . IA s ys te m, a  de s c rip tion  o f wh ich  is  
g ive n  in  [BELL77] a nd  [CLEM74]. 

System Description 
Th e  No . IA p ro c e s s o r is  a  s e lf-con ta ine d  
h igh  s p e e d  p roce s s o r d e ve lo p e d  s pe cifica lly 
for th e  con tro l o f Be ll E S S  s ys te ms . Its  
de s ign  is  b a s e d  on  th e  e xpe rie nce  ga ine d  
from th e  e a rlie r E S S  s ys te ms . Th e  ins truc- 
tion  s e t o f th e  No.1 p roce s s o r is  a  s u b s e t o f 
th a t o f th e  No .IA, th u s  e na b ling  th e  No.1 
E S S  ca ll p roce s s ing  progra ms , de s c ribe d  in  
[BE LL6 4 ],  t o  b e  us e d . 

Th e  s ys te m  m a y s imply b e  re ga rde d  a s  
ha ving  two  le ve ls  with  h a rd wa re  compo- 
n e n ts  a t th e  b o tto m  le ve l s upporting  one  
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s o ftwa re  le ve l. F igure  12, ta ke n  from 
[CLEM74], illus tra te s  a  s ta tic  s truc tu ring  o f 
th e  h a rd wa re  c o m p o n e n ts  o f th e  No . IA 
proce s s or.  Th e  h e a rt o f th e  s ys te m  is  th e  
Ce n tra l Con tro l wh ich  is  fu lly d u p lic a te d  
(CC0 a n d  CC1}. In  ge ne ra l, b o th  CCs  op- 
e ra te  in  s ynchron iza tion  a lthough  one  o f 
th e  CC m o d u le s  is  de s igna te d  a s  th e  
s ta n d b y,  while  th e  a c tive  un it con tro ls  th e  
s ys te m. 

Th e  p rog ra ms  to  b e  o b e ye d  b y th e  CCs  
a re  s to re d  in  th e  p ro g ra m  s to re s  (P S ). Th e  
in fo rma tion  re la ting  to  th e  p roce s s ing  o f 
te le p h o n e  ca lls  a n d  th e  tra ns la tion  (rout- 
ing) in fo rma tion  for th e  s ys te m  is  s to re d  in  
th e  ca ll s to re  (CS ) comple x. Th is  p rim a ry 
m e m o ry ca n  b e  d ivide d  in to  "p ro te c te d " 
a nd  "u n p ro te c te d " a re a s . Th e  d ivis ion  is  
e n fo rce d  b y th e  a c tive  CC, wh ich  p rovide s  
d iffe re n t in s truc tions  to  write  to  th e s e  dif- 
fe re n t a re a s , a nd  con ta in s  th e  ma pp ing  re g- 
is te rs  wh ich  de fine  th e  a re a s . Th e  ma pp ing  
re g is te rs  a re  s o ftwa re  con tro lla b le  via  o th e r 
(s pe cia l) write  ins truc tions . Ba s ica lly, th e  
p ro te c te d  a re a  con ta ins  th e  p a rts  o f th e  
m e m o ry th a t a re  n o t d u p lic a te d  (e .g., th e  
p ro g ra m  s tore s ), a s  we ll a s  th o s e  a re a s  
wh ich  vita lly a ffe c t th e  o p e ra tio n  o f th e  
s ys te m  (e .g., th e  in te rna l re g is te rs  o f th e  
CC a n d  th e  d is k contro lle rs ). 

Th e  a uxiUa ry u n it (AU) s ys te m  a t th e  
b o tto m  o f F igure  12 cons is ts  o f th e  bu lk 
s to ra ge  de vice s  a nd  the ir contro lle rs , e s s e n- 
tia lly d is k file  un its  (FS ) a n d  ta p e  un its  
(TUC).  Th e  d is ks  p rovide  a  file  s to re  for 
th e  s ys te m, u s e d  ma in ly for hold ing  th e  
b a c ku p  ve rs ions  o f th e  p rog ra ms  a n d  da ta ,  
a nd  fo r ho ld ing  in fre q u e n tly u s e d  p rogra ms . 
Th e  ta p e  un its  ho ld  th e  a ccoun ting  infor- 
m a tio n  th a t is  g e n e ra te d  for c o m p le te  call.% 
a nd  a ls o  ho ld  in fre que n tly u s e d  p a rts  o f th e  
s ys te m  d a ta b a s e .  Th e  c o m p o n e n ts  in  th e  
s ys te m  a re  in te rc o n n e c te d  b y th e  th re e  (du- 
p lica te d) b u s e s  ind ica te d  in  F igure  12. 

Ba s ica lly th e re  a re  two  kinds  o f in te rru p t 
in  th e  No . IA proce s s or: "ca ll p roce s s ing" 
in te rru p ts  wh ich  invoke  th e  "n o rm a l" (ca ll 
p roce s s ing) a lgorithms  o f th e  s o ftwa re , a nd  
"m a in te n a n c e " in te rru p ts  wh ich  a re  dis - 
cu s s e d  be low. Th e  ca ll p roce s s ing  p rog ra ms  
ca n  b e  d ivide d  in to  two  cla s s e s , de fe rra b le  
a n d  non-de fe rra b le .  Th e  de fe rra b le  p ro- 
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gra ms  a re  thos e  for which  the  d a ta  is  a l- 
re a d y in  the  s ys te m, a nd  the  p rogra ms  a re  
no t the re fore  critica lly s ynchronize d  to  re a l 
time . Th e  non-de fe rra b le  p rogra ms  a re  
thos e  th a t m u s t be  e xe cute d  on a  s tric t 
s che dule , o the rwis e  d a ta  will be  los t. Th e s e  
progra ms  a re  ge ne ra lly th e  in p u t/o u tp u t 
progra ms , a nd  a re  a c tiva te d  b y a  clock in- 
te rrup t.  Th e  m a jo rity o f p rogra ms  in  the  
s ys te m a re  de fe rra ble , a nd  ru n  a t wh a t is  
re fe rre d  to  a s  th e  ba s e -le ve l, with  a ll o f the  
in te rrup ts  e na ble d. 

Reliability Strategies 
In  o rde r to  a tte m p t to  re a ch  the  re lia b ility 
re q u ire m e n t o f a n  a ve ra ge  o f le s s  th a n  2 
m in u te s  ou ta ge  pe r ye a r, compre he ns ive  
"m a in te n a n c e " s oftwa re  is  p rovide d  in  the  
No .IA proce s s or. Th e  va rious  s tra te g ie s  for 
e rror de te c tion , fa u lt tre a tm e n t,  da ma ge  

a s s e s s me nt, a nd  e rror re cove ry a re  clos e ly 
re la te d . In  fa ct, m a n y o f the  s tra te g ie s  e m- 
p loye d  in  the  No .IA proce s s or ha ve  be e n  
ba s e d  clos e ly on  th e  a ccumula tion  of e xpe - 
rie nce  from th e  va rious  e a rlie r ins ta lle d  
ES S  s ys te ms  a s  to  wh a t s o rt o f fa u lts  will 
occur, a nd  with  wh a t e xa c t cons e que nce s . 
Ta b le  II, ta ke n  from [BELL77], ind ica te s  
the  re lia b ility obje ctive s  th a t ha ve  be e n  s e t 
for e a ch  of th e  proba ble  ca us e s  o f ou ta ge  
time . 

Although  th e  1A s ys te m  ma ke s  us e  o f th e  
we ll-te s te d  No.1 ES S  ca ll proce s s ing pro- 
gra ms , it ca n  be  s e e n  th a t  "s o ftwa re  de fi- 
c ie ncie s " a re  s till e xpe c te d  to  re s u lt in  a n  
ou ta ge  o f 0.3 m in u te s  e a ch  ye a r, a lthough  
th is  time  would  a ppe a r to  inc lude  outa ge s  
ca us e d  by the  in te g ra tion  of ne w s oftwa re  
in to  th e  s ys te m. 

Th e  "ha rdwa re  unre lia b ility" ca te gory 
include s  fa u lts  in  the  ha rdwa re  which  pre - 
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TABLE  II. No . 1A SYSTEM OUTAGE ALLOCATION 

Outa ge  tu n e  
(m in u te s /ye a r) 

s o ftwa re  de fic ie nc ie s  0.3 
h a rd wa re  u n re h a b ility 0.4 
p ro c e d u ra l fa u lts  0.6 
a b n o rm a l a lg o rith m  de fic ie nc ie s  0.7 

ve n t a  working s ys te m  configura tion  from 
be ing e s ta blis he d. S ignifica nt e ffort wa s  
p la ce d  in to  the  de s ign of the  s ys te m  ha rd- 
wa re  compone n ts  in  o rde r to  ma ke  th e m  
in trins ica lly re lia ble . Howe ve r, th e  func- 
tions  imp le me n te d  in  s ome  un its  a re  s o 
critica l th a t  th e  1A s ys te m, in  c o m m o n  with  
the  e a rlie r ES S  s ys te ms , ma ke s  s ignifica nt 
us e  o f the  full dup lica tion  of critica l units . 
In  ge ne ra l, full dup lica tion  is  us e d  for th e  
pa rts  o f th e  s ys te m whos e  fa ilure  would  
a ffe c t a  s ubs ta n tia l n u m b e r o f cus tome rs , 
for e xa mple  th e  ce n tra l control, th e  bus  
s ys te ms , a n d  th e  file  s tore s . (It is  s ta te d  in  
[BELL77] th a t  re lia b ility ca lcula tions  ha ve  
s hown th a t  re d u n d a n c y g re a te r th a n  full 
dup lica tion  is  n o t re quire d.) 

Re p lica tion  o f the  core  m e m o ry un its  is  
in flue nce d  by th e  e a s e  with  which  the  d a ta  
con ta ine d  in the  un it ca n  be  re ge ne ra te d . 
Th u s  th e  p rogra m s tore s  a re  s upp le me n te d  
with  s ta n d b y s pa re s , which  ca n  be  loa de d  
from th e  file  s tore . Th e  s ta n d b y s pa re s  in 
the  ca ll-s tore  comple x a re  us e d  to  provide  
full dup lica tion  for the  un its  con ta in ing  
tra n s ie n t d a ta  s uch  a s  th a t  re la ting  to  ca lls . 
F igure  12 illus tra te s  th e  re d u n d a n c y in  th e  
No .IA s ys te m. 

Th e  th ird  ca us e  of s ys te m  ou ta ge  time  is  
th a t a ttrib u te d  to  "p roce dura l fa u lts ," 
which  is  e xpe c te d  to  ca us e  a b o u t 0.6 min- 
u te s  ou ta ge  pe r ye a r. In  the  ma in , the s e  
fa u lts  will be  ca us e d  by th e  h u m a n  in te rfa ce  
s o th a t  pa rticu la r a tte n tio n  ha s  be e n  pa id  
to  th e  c la rity a nd  u n ifo rm ity o f th e  docu- 
me n ta tio n ,  a nd  to  a chie ving a  re duc tion  in  
the  n u m b e r o f m a n u a l ope ra tions  re quire d . 

Th e  la rge s t s ys te m  ou ta ge  time  in  the  
No .IA s ys te m  is  e xpe c te d  to  be  ca us e d  by 
"a b n o rm a l a lgo rithm de fic ie ncie s ," i.e . de - 
ficie ncie s  in  thos e  a lgorithms  in  the  s ys te m  
th a t  a re  invoke d  whe n  a n  e rror occurs . As  
with  th e  e a rlie r s ys te ms , the  "a b n o rm a l 

Tre le ave n  

a lgorithms " in  the  1A s ys te m  a re  ma in ly 
imp le me n te d  a t the  s oftwa re  le ve l, a nd  the  
s ys te m  is  d e p e n d e n t on the s e  for its  re cov- 
e ry. Howe ve r, it is  re cognize d th a t the re  a re  
a  la rge  n u m b e r o f va ria ble s  involve d a nd  
th a t  s ys te m  re cove ry is  re la te d  to  a ll o th e r 
m a in te n a n c e  compone n ts  {for e xa mple , re - 
cove ry ca n  be  e a s ily mis le d  by a n  incom- 
p le te  dia gnos is ). Inde e d  it is  s ta te d  in 
[BELL77] th a t  "th e re  is  no gua ra n te e  th a t  
a ll impe nd ing  troub le  will be  ide ntifie d  a nd  
is o la te d  be fore  it ca n  je opa rd ize  s ys te m  op- 
e ra tion ." 
E r r o r  d e te c t io n -- - -Me c h a n is m s  for e r- 
ror de te c tion  a re  e mploye d  a t b o th  th e  
ha rdwa re  a n d  s oftwa re  le ve ls  in  th e  1A 
s ys te m. Th e  m a in  ha rdwa re  e rror de te c tion  
me cha n is ms  a re  e s s e n tia lly th e  s a me  a s  
thos e  e mploye d  in  e a rlie r ES S  s ys te ms , 
na me ly: 
a ) re p lica tion  che cks  
b) timing  che cks  
c) coding che cks  
d) in te rna l che cks  i.e ., s e lf che cking un its  

Re p lica tion  che cks  a re  th e  p rim a ry 
m e c h a n is m  for de te c ting  e rrors  ca us e d  by 
ha rdwa re  fa u lts  in  the  CC. Th e  CC is  fu lly 
duplica te d; in  ge ne ra l two ide ntica l mod- 
u le s  a re  fu lly ope ra tiona l (i.e ., s ta tic  re dun- 
da ncy) with  e a ch  e xe cuting  th e  s a me  in- 
s truc tion  a tomica lly, with  b o th  un its  in  s yn- 
chroniza tion . E a c h  CC ha s  s pe cia l {dupli- 
ca te d) c ircuits  which  pe rfo rm cons is te ncy 
(ma tching) che cks  be twe e n  the  two CCs . 
Th e  ove ra ll a c tion  of the  CC ca n  be  re - 
ga rde d  a s  a  s ha re d  a tomic  a c tion  which  
e nclos e s  the  a tomic  a c tions  o f e a ch  proc- 
e s s ing module . Of cours e , th is  type  of re p- 
lica tion  doe s  n o t de te c t e rrors  ca us e d  by 
de s ign fa u lts  in  e ithe r th e  s oftwa re  or ha rd- 
wa re . Re p lica tion  che cks  a re  a ls o provide d  
b y th e  CC on  th e  tra ns mis s ions  on  th e  
dup lica te d  bus e s , a n d  by th e  dup lica te d  file  
s tore s . 

Timing  che cks  a re  us e d  th ro u g h o u t a ll o f 
th e  ha rdwa re  compone n ts  in  the  1A proc- 
e s s or. In  pa rticu la r, thos e  on the  CC a re  
us e d  to  ve rify th a t its  ope ra tions  a re  pro- 
ce e ding in  th e  corre c t ma nne r.  Timing  
che cks  a re  a ls o provide d  by th e  CC to  th e  
s oftwa re  le ve l (de s cribe d be low). 

Coding re d u n d a n c y is  us e d  to  p ro te c t a ll 
o f th e  words  in  the  s ys te m. Th e  code s  us e d  
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include  M-ou t-o f-N code s , pa rity, a nd  cyclic 
code s , de pe nding  on the  type s  o f e rror ex- 
pe cte d. 

Ma n y o f the  ha rdwa re  compone n ts  in the  
1A s ys te m ha ve  be e n  de s igne d to  be  s e lf- 
che cking. In fo rma tion  conce rning th e  de - 
te c tion  of in te rna l fa u lts  in  a  un it is  ma de  
a va ila ble  to  th e  re cove ry progra ms  (dis - 
cus s e d be low) s o th a t e xte ns ive  s oftwa re  
che cking m a y no t be  re qu ire d  to  loca te  
fa u lty units . 

Th e  ha rdwa re  le ve l a ls o provide s  e rror 
de te c tion  me cha n is ms  for us e  by the  s oft- 
wa re  le ve l. The s e  me cha n is ms  a re  run-time  
in te rfa ce  a nd  timing  che cks . Th e  in te rfa ce  
che cks  ve rify th a t th e  a ddre s s e s  us e d  b y 
the  p rogra ms  a re  with in  prope r limits  a nd  
th a t the  p rogra m doe s  n o t viola te  the  me m- 
ory p ro te c tion  de s cribe d a bove . Units  s uch  
a s  th e  ta pe  a nd  dis k controlle rs  a ls o provide  
in te rfa ce  che cks  on the  ope ra tions  th e y a re  
re que s te d  to  pe rform. Th e  timing  che cks  
a re  us e d  to  e ns ure  th a t the  p rogra m contro l 
in  the  s ys te m is  no t los t be ca us e  of a ny 
s oftwa re  (or ha rdwa re ) fa ult. 

Es s e ntia lly, the re  a re  two e rror de te c tion  
me cha n is ms  a t the  s oftwa re  le ve l in  th e  
No .IA s ys te m, n a m e ly the  a ud it p rogra ms  
a nd  the  dia gnos tic  progra ms . Th e  a u d it 
p rogra ms  ha ve  be e n  de s igne d to  de te c t (a nd 
corre ct) e rrors  a ris ing in  the  s ys te m  da ta - 
ba s e , a nd  a re  run  a t re gula r in te rva ls  during  
the  no rma l ope ra tion  of the  s ys te m, a s  we ll 
a s  a fte r ha rdwa re  fa ilure s  ha ve  be e n  de - 
te c te d . Th e  a u d it p rogra ms  provide  a n  in- 
d e p e n d e n t dia gnos tic  che ck on the  "a c tua l" 
s truc tu re  o f th e  da ta ba s e , us ing th e  re dun- 
da ncy con ta ine d  with in  the  da ta ba s e . Re p- 
lica tion che cks  ca n a ls o be  pe rforme d, com- 
pa ring  d a ta  with  its  re p lica te d  copy. Coding 
che cks  a re  a ls o us e d  by the  a u d it progra ms , 
for e xa mple  to  che ck the  non-tra ns ie n t d a ta  
in the  p rogra m a nd  ca ll s tore s . 

As  dis cus s e d be low, th e  d ia gnos tic  pro- 
gra ms  p la y a n  im p o rta n t role  in  the  tre a t- 
m e n t o f fa u lts  in  th e  No .IA s ys te m. How- 
e ve r, the  dia gnos tics  a re  a ls o us e d  to  de te c t 
e rrors  in  units . P e riodica lly, e a ch  u n it is  
re move d  from s e rvice  a nd  the  dia gnos tic  
te s ts  pe rfo rme d  to  (a tte m p t to) de te c t la - 
te n t fa u lts  in  th a t unit.  
F a u lt  t r e a t m e n t - - - - W h e n  a n  e rror is  de - 
te c te d  by th e  ha rdwa re  me cha n is ms  de - 

s cribe d a bove , th e  no rma l ca ll proce s s ing 
ope ra tion  of th e  s ys te m is  in te rru p te d  a nd  
the  fa u lt tre a tm e n t a nd  re cove ry progra ms  
a re  invoke d. Es s e ntia lly, th e re  a re  th re e  
p rio rity ca te gorie s  for th is  in te rrup tion : 
• imme d ia te  in te rrup t {ma inte na nce  inte r- 

ru p t)--if the  fa u lt is  s e ve re  e nough  to  
a ffe c t th e  e xe cution  o f th e  cu rre n tly ex- 
e cu ting  p rogra m 

• in te rru p t de fe rre d  un til th e  comple tion  o f 
th e  cu rre n tly e xe cuting  p ro g ra m --if th e  
p rob le m could  a ffe c t s e ve ra l te le phone  
ca lls  

• in te rru p t de fe rre d  un til de te c te d  by the  
rou tine ly e xe cu te d  ba s e -le ve l jo b s --if 
th e  p rob le m a ffe cts  on ly a  s ingle  ca ll 
Th e  ma in  a im for the  fa u lt tre a tm e n t a nd  

re cove ry progra ms  is  to  re -e s ta b lis h  the  
ca ll-proce s s ing ca pa bilitie s  o f the  s ys te m a s  
quickly a s  pos s ible . Th is  involve s  ide ntify- 
ing a nd  is ola ting th e  fa u lty ha rdwa re  un it 
a nd  {s ponta ne ous ly} re configuring the  s ys - 
te m  to  utilize  a  s pa re  unit. (The re  a re  speo 
cia l ins truc tions  imp le me n te d  in  the  CC to  
contro l the  configura tion  c ircuits  in the  
s ubs ys te ms .) For fa u lts  in  the  ca ll s tore  
comple x, whe re  no s ta n d b y s pa re s  a re  a va il- 
a ble , a  u n it ope ra ting  in  duple x mode  will 
be  p re -e mpte d  to  re pla ce  a  fa ile d  un it which  
wa s  n o t p ro te c te d  by duplica tion. 

An a tte m p t is  ma de  to  minimize  the  e f- 
fe c ts  o f the  non-de fe rra b le  ma in te n a n c e  a c- 
tivitie s . In  pa rticu la r, a  te chn ique  ca lle d 
"firs t look" is  ge ne ra lly us e d. With  th is  
te chnique , th e  fa u lt re cognition  p rogra m 
e xa mine s  the  in fo rma tion  provide d by the  
e rror de te c tion  ha rdwa re  to  de te rmine  th e  
mos t like ly ca us e  o f the  proble m. Th e  s ys - 
te m  will th e n  be  configure d to  ru n  with o u t 
th e  implica te d  unit(s ), a nd  fu rth e r dia gnos - 
tics  o f thos e  un its  will be  s che du le d  for 
de fe rre d  proce s s ing a t th e  ba s e -le ve l, i.e ., 
the  d ia gnos tic  te s ts  on  the  fa u lty u n it will 
be  m u ltip ro g ra m m e d  with  th e  no rma l op- 
e ra tion  of th e  s ys te m. For e xa mple , if a  
p rogra m s tore  wa s  re move d  from s e rvice , a  
de fe rre d  a c tion  would  be  to  ru n  dia gnos tic  
che cks  on th a t s tore . 

E rro r re cords  a re  colle cte d by the  fa u lt 
tre a tm e n t progra ms  to  ind ica te  th e  un its  in  
which  e rrors  ha ve  be e n  de te c te d  a n d  th e  
re s pons e  o f th e  tre a tm e n t progra ms  to  
thos e  e rrors . If a na lys is  o f the s e  re cords  
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indicates that the system has not been re- 
stored to fault-free operation, then at the 
occurrence of the next error the "first look" 
strategy is abandoned and a complete check 
of the implicated units will be performed. If 
a unit passes all of the diagnostic checks 
then it is assumed that the fault was tran- 
sient, and that the unit is now fault-free 
and can be returned to service. However, 
analysis of the error records will result in 
the isolation of units experiencing a high 
rate of transient faults. 

It can be seen that fault location in the 
system (and the recovery described below) 
are program controlled and therefore re- 
qu ire  (a nd  a s s u m e  th e  e xis te nce  of) a  fa ult- 
fre e  p roce s s or. In  o rd e r to  a ch ie ve  th is , 
"a b n o rm a l" a lgorithms  in  th e  h a rd wa re  
le ve l im p le m e n t a  s p o n ta n e o u s  re configur- 
a tion  m e c h a n is m  to  e na b le  a  (hope fully) 
fa u lt-fre e  p ro c e s s o r to  b e  configure d. Th e re  
a re  fou r s te p s  th a t ca n  b e  ta ke n  b y th is  
me cha n is m. 

Th e  firs t s te p  involve s  th e  a u to m a tic  con- 
figura tion  o f a  ba s ic  p roce s s o r from th e  
c o m p o n e n ts  o f th e  s ys te m, cons is ting  o f a  
ce n tra l contro l, p ro g ra m  s to re  a nd  p ro g ra m  
s to re  bus . Th e  p roce s s o r is  n o t c a pa b le  o f 
fu ll s ys te m  ope ra tion ,  b u t  on ly o f runn ing  
fa u lt re cogn ition  a n d  s p o n ta n e o u s  re confi- 
gu ra tion  p rog ra ms  in  a n  a tte m p t to  re s u m e  
n o rm a l o p e ra tio n  o f th e  s ys te m. If th is  s te p  
fa ils  (e .g., d e te c te d  b y timing  che cks ), th e n  
it is  a s s u m e d  th a t th e  p ro g ra m  s to re s  h a ve  
b e e n  co rrup te d ,  a nd  th e  s e cond  s te p  in- 
vo lve s  re pe a ting  th e  firs t s te p  a nd  re loa d ing  
th e  p ro g ra m  s to re s  from th e  dis ks . If s te p  
two  fa ils , th e n  s te p  th re e  will configure  a  
ba s ic  p roce s s o r to  p e rfo rm  s implifie d  te s ts ,  
is o la ting  va rious  s u b s ys te m s  until (pos s i- 
b ly) fa u lt-fre e  o p e ra tio n  is  re s to re d , a n d  
n o rm a l o p e ra tio n  o f th e  s ys te m  ca n  b e  a t- 
te m p te d .  If th is  s te p  fa ils  th e n  th e  la s t s te p  
is  to  s to p  th e  s ys te m  a nd  wa it for m a n u a l 
re c o ve ry a c tions . 

Th e  re pa ir o f fa u lty un its  in  th e  No . IA 
p roce s s o r is  p e rfo rm e d  ma nua lly.  In  o rd e r 
to  m e e t th e  re lia b ility re q u ire m e n ts  for th e  
h a rd wa re  (0.4 m in u te s  o u ta g e  p e r ye a r) th e  
a ve ra ge  re pa ir tim e  fo r a  u n it h a s  to  b e  le s s  
th a n  2 hours . Th u s  a  m a in te n a n c e  o b je c tive  
fo r th e  No . IA p ro c e s s o r wa s  th a t  a t le a s t 

Tre le ave n  

90% o f fa u lts  s hou ld  b e  is o la te d  to  no  m o re  
th a n  th re e  re p la ce a b le  m o d u le s  b y th e  (a u- 
toma tic ) d ia gnos tic  p rogra ms , a n d  th a t 
s u c h  p rog ra ms  s hou ld  d e te c t a t le a s t 95% 
o f th e  pos s ib le  fa ults . 

It is  c le a r from [BELL77] th a t  ve ry e xte n- 
s ive  wo rk h a s  b e e n  ca rrie d  o u t in to  th e  
de s ign  a n d  d e ve lo p m e n t o f th e  d ia gnos tic  
p rogra ms . Th e  d ia gnos tic ia ns  a nd  ha rd - 
wa re  de s igne rs  wo rk a s  a  te a m  from th e  
s ta rt o f th e  de s ign  th ro u g h  to  th e  c o m p le te d  
s ys te m. Th e  h a rd wa re  a nd  d ia gnos tic  de - 
s igns  p ro c e e d  in  pa ra lle l, a nd  a re  u s e d  to  
ve rify e a c h  o the r.  F u rth e rm o re ,  th e  dia g- 
nos tic  te s ts  a re  u s e d  in  m a n y a pplica tions , 
from th e  in itia l d e ve lo p m e n t o f th e  s ys te m  
(te s te d  us ing  s imula tion), to  th e  te s ting  o f 
th e  va rious  un its  while  a  s ys te m  is  be ing  
bu ilt a n d  commis s ione d , a n d  a re  fina lly 
u s e d  on-line  in  th e  ope ra tiona l s ys te ms . 
Th u s  a  la rge  a m o u n t o f e xpe rie nce  with  th e  
d ia gnos tic  p ro g ra m s  is  bu ilt up. 

Th e  de s ign  p h ilo s o p h y for th e  d ia gnos tic  
p ro g ra m  is  e s s e n tia lly th a t a ll o f th e  te s ts  
on  a  u n it a re  run , a nd  a  pos t-p roce s s ing  
s che me , th e  tro u b le  loca tion  p ro c e d u re  
(TLP ),  e xa mine s  th e  re s u lts  o f a ll o f th e  
te s ts  to  a tte m p t to  d e te rm in e  th e  p rob le m. 
Es s e n tia lly, th e  TLP  p e rfo rm s  p a tte rn  
m a tc h in g  b e twe e n  a  c o n d e n s e d  ve rs ion  o f 
th e  re s u lts  o f th e  d ia gnos tic  te s ts  a nd  a n  
office -re s ide n t d a ta b a s e  (he ld  on  ma gne tic  
ta pe ),  to  p ro d u c e  a n  o rd e re d  lis t o f s us - 
p e c te d  fa u lty module s .  Th e  d a ta b a s e  h a s  
b e e n  bu ilt u p  (off-line ) b y c ircu it a na lys is  
a nd  b y th e  s imu la tion  o f p e rm a n e n t ha rd- 
wa re  fa u lts  us ing  a  phys ica l o r c o m p u te r 
mode l. 
Da ma g e  a s s e s s me nt----The  m a in  fo rm 
o f d a m a g e  a s s e s s m e n t in  th e  No . IA s ys te m  
a p p e a rs  to  b e  b a s e d  on  th e  a  priori re a s on- 
ings  th a t  e ithe r a  fa u lt will n o t re s u lt in  a n y 
da ma ge , o r th a t a n y d a m a g e  will ma n ife s t 
its e lf a s  d a m a g e  to  th e  s ys te m  d a ta b a s e .  
Da m a g e  to  th e  d a ta b a s e  will b e  dyna mi- 
ca lly a s s e s s e d  b y th e  a u d it p rogra ms , to  
invoke  va rious  s ta ge s  o f re c o ve ry a s  dis - 
cu s s e d  be low. 

C le a rly s o m e  fo rm o f dyna mic  da ma ge  
a s s e s s m e n t will b e  p e rfo rm e d  b y th e  e nvi- 
ro n m e n t o f th e  No . IA s ys te m. F o r e xa mple , 
if a  ca ll is  lo s t o r ro u te d  incorre c tly, th e n  
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the  cus tome r will a s s e s s  th e  ca ll a s  "da m- 
a ge d," a n d  (hope fully) will re try th e  ca ll. It 
is  n o t c le a r from [BELL77] wh e th e r th e  
pos s ibility o f the  a ccounting  in fo rma tion  
be ing da ma ge d  is  cons ide re d, or wh e th e r 
th is  a ls o re lie s  on  da ma ge  a s s e s s me nt by 
th e  e nvironme nt.  
E r r o r  r e c o v e r y - - - - T h e  ma in  fo rm o f e r- 
ror re cove ry in  th e  1A s ys te m  ca n  be  vie we d 
a s  forwa rd  e rror re cove ry a t the  s oftwa re  
le ve l. Fo rwa rd  e rror re cove ry te chn ique s  
a re  us e d  to  provide  re cove ry from fa u lts  in  
a n y o f the  s tora ge  module s  in  the  s ys te m  
whos e  con te n ts  ha ve  be e n  duplica te d . For 
e xa mple , if a  p rogra m s tore  fa ils , its  con- 
te n ts  ca n  be  re cove re d  from the  copy on  
the  dis k. 

Re cove ry from e rrors  in  the  s ys te m 's  da - 
ta ba s e  is  a ls o h a n d le d  by forwa rd  e rror 
re cove ry, imp le me n te d  by compe ns a tion  
a lgorithms  in  th e  a u d it progra ms . In  ge n- 
e ra l, the  a lgorithms  m a y tre a t pa rts  o f the  
da ta ba s e  a s  ins ignifica nt in forma tion , in  
th a t th e  e rrone ous  in fo rma tion  th a t is  de - 
te c te d  is  re move d  (a nd dis ca rde d) from the  
da ta ba s e , with o u t ne ce s s a rily be ing cor- 
re c te d . Th is  m a y re s ult, for e xa mple , in  a  
(it is  hope d, s ma ll) n u m b e r o f te le phone  
cAll.q be ing los t, b u t e na bling  th e  no rma l 
ope ra tion  o f th e  s ys te m  to  be  re s ume d. 
Cle a rly th e  e n viro n me n t o f th e  s ys te m will 
provide  th e  a c tions  re qu ire d  to  re cove r 
from th e  s ys te m, tre a ting  s ome  in fo rma tion  
a s  ins ignifica nt; for e xa mple , cus tome rs  
whos e  ca lls  we re  los t will provide  a  fo rm o f 
ba ckwa rd  e rror re cove ry, a ba ndon ing  the  
cu rre n t s ta te  o f th a t ca ll a nd  a tte m p tin g  to  
re dia l. Th e  a m o u n t o f in fo rma tion  th a t  is  
tre a te d  a s  ins ignifica nt will de pe nd  on the  
da ma ge  th a t  is  a s s e s s e d. An "op timis tic" 
a pproa ch  is  a dop te d  for th is  da ma ge  a s s e s s - 
m e n t a nd  compe ns a tion , i.e ., thos e  s ta ge s  
le a s t d is ruptive  to  th e  no rma l ope ra tion  o f 
the  s ys te m will be  a tte m p te d  firs t. If the  
da ma ge  is  a s s e s s e d a s  minor, th e n  the  e rror 
re cove ry will be  mu ltip rog ra mme d  with  the  
no rma l ope ra tion  o f the  s ys te m. If the  da m- 
a ge  is  more  s e ve re  (i.e ., too  e xte ns ive  to  re ly 
on th e  n o rm a l a u d it to  corre c t th e  prob- 
le ms ), th e n  th e  ca ll proce s s ing is  s us pe nde d  
un til the  a ppropria te  da ta ba s e  re initjAliza - 
tion  ha s  be e n  pe rforme d. 

Wh e n  a n  e rror occurs  during  th e  proce s s - 
ing o f th e  m a in te n a n c e  p rogra ms  a t th e  
ba s e -le ve l o f th e  s ys te m, th e  cu rre n tly e xe - 
cu ting  p rogra m is  te rm in a te d  (to  p ro te c t 
the  s ys te m  a ga ins t fu rth e r d is rup tion  a nd  
to  gua rd  a ga ins t inva lid  re s u lts  from th e  
p rogra m [BELL77]). Howe ve r, the s e  pro- 
g ra ms  ca n  s pe cify a n  "a b n o rm a l te rmina - 
tion  a lgo rithm" which  is  invoke d  (once ) by 
th e  "a b n o rm a l" a lgorithms  o f th e  s oftwa re  
le ve l, if it is  a s s e s s e d th a t  th e  p rogra m 
ca us e d  th e  e rror. Th u s  a  p rogra m ca n  a t- 
te m p t to  provide  its  own forwa rd  e rror re - 
cove ry a ctions . If the s e  fa il th e n  th a t pro- 
g ra m is  te rmin a te d ,  a nd  th e  no rma l re cov- 
e ry p rogra ms  a re  re lie d  on  to  re s ume  nor- 
ma l s ys te m  ope ra tion . 

Reliability Evaluation 

It is  s ta te d  in  [BELL77] th a t,  a fte r e xte ns ive  
la bo ra to ry te s ting  of th e  No .IA proce s s or 
(100,000 proce s s or hours ) a n d  gre a te r th a n  
8000 hours  in  s e rvice , th e  ove ra ll pe rform- 
a nce  ind ica te s  th a t th e  de s ign obje ctive s  o f 
th e  s ys te m  a re  be ing re a lize d. S ome  e a rly 
s tud ie s  we re  a ls o conduc te d  to  e va lua te  th e  
re lia b ility s tra te g ie s  e mploye d  in  th e  s ys - 
te m. In  one  s tudy, 2071 s ingle  d e te rm in a te  
ha rdwa re  fa u lts  we re  ins e rte d  a t ra n d o m  
in to  a  no rma lly ope ra ting  s ys te m. Auto- 
ma tic  s ys te m re cove ry occurre d  in  99.8% of 
the s e  ca s e s , with  m a n u a l a s s is ta nce  re - 
qu ire d  for on ly five  o f th e  fa ults . An o th e r 
s tu d y which  a na lyze d, b y s imula tion , the  
pe rfo rma nce  o f th e  d ia gnos tic  p rogra ms  in  
re s pons e  to  a  ra n d o m  s e le c tion  o f 2400 
ha rdwa re  fa u lts  ind ica te d  th a t 95% of th e  
fa u lts  we re  de te c te d  b y th e  progra ms . A 
te s t o f th e  troub le  loca tion  p roce dure  wa s  
a ls o pe rfo rme d  by ins e rting  c ircuits  which  
we re  known to  be  fa u lty in to  a  s ys te m. In  
only five  o f th e  133 s imu la te d  re pa ir ca s e s  
d id  th e  TLP  fa il to  include  th e  ins e rte d  
c ircuit on  its  lis t o f s us pe c te d  module s , a nd  
in  94.7% of the  lis ts  the  fa u lty compone n t 
wa s  loca te d  with in  the  firs t five  module s . 

PLURIBUS 

P LUR IBUS  [HEAR73] is  a  pa cke t-s witch- 
ing communica tions  multip roce s s or de - 
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s igne d a s  a  ne w fo rm of s witching node  
(IMP ) for th e  AR P A Ne twork. Bolt, Be ra - 
ne k a nd  Ne wm a n  Inc. s ta rte d  de s ign o f th e  
multip roce s s or s ys te m  in  1972 a nd  a  pro- 
to typ e  13 proce s s or s ys te m wa s  cons truc te d  
by e a rly 1974. 

Th e  ma chine , be s ide s  be ing ca pa ble  o f a  
h igh  ba ridwidth  in  o rde r to  ha nd le  th e  1.5 
m e g a b a n d  d a ta  c ircuits  which  a re  p la nne d  
for th e  ne twork, is  a ls o in te n d e d  to  be  
h igh ly re lia ble  [ORNS 75], ope ra ting  24 
hours  a  d a y a ll ye a r round . P LUR IBUS  is  
de s igne d  to  re cove r a u to m a tic a lly with in  
s e conds  o f de te c ting  a n  e rror a nd  to  s urvive  
n o t on ly tra n s ie n t fa u lts  b u t a ls o th e  fa ilure  
o f a n y s ingle  compone n t.  To  a chie ve  th is  
fa u lt to le ra nce , P LUR IBUS  us e s  s uch  te ch- 
n ique s  a s  re plica tion , is o la tion  o f compo- 
n e n ts  (e .g., proce s s ors  a nd  progra ms ), mon- 
itoring, proce s s  re s ta rt,  a nd  re configura tion . 
Th e  in fo rma tion  p re s e n te d  in  th is  s u rve y is  
p rima rily ba s e d  on  [ORNS75], while  Figure s  
14 a nd  15 a re  ta ke n  from [HEAR73] a nd  
[ORNS75] re s pe ctive ly. 

System Description 
Wh e n  dis cus s ing th e  s ys te m  s truc tu re  o f 
P LUR IBUS ,  pa rticu la rly with  re ga rd  to  its  
re lia bility, it is  us e fu l to  vie w the  s ys te m  a s  
cons is ting o f four le ve ls  a nd  th re e  inte r- 
fa ce s , a s  ind ica te d  by Figure  13. 

Th e  b o tto m  le ve l is  fo rme d  by th e  ha rd- 
wa re  (proce s s ors , me morie s , e tc.) o f P LU- 
R IBUS  which  s upports  th re e  s oftwa re  
le ve ls . Th e  firs t a n d  s e cond  s oftwa re  le ve ls  
a re  conce rne d  with  th e  con tro l a nd  re lia bil- 
ity o f th e  s ys te m, while  th e  th ird  le ve l con- 
s is ts  o f th e  a pplica tion  p rogra m th a t pe r- 
fo rms  th e  pa cke t-s witch ing  role  o f the  IMP . 

F igure  14 illus tra te s  th e  ha rdwa re  le ve l 
s ta tic  s truc tu re  o f th e  P LUR IBUS  s ys te m. 
Th e  s ys te m  is  de s igne d a ro u n d  th re e  type s  
o f bus  (proce s s or, me mory,  in p u t/o u tp u t) 

Le ve ls  In te rface s  

4 apphca tm n  program  IMP  
3 s e cond s oftware  le ve l 
2 fw s t s oftware  le ve l m u lt i- c o m p u te r  

h a rd wa re  a rc h ite c - 
1 hardware  tu re  

FIGURE 13. P LU R IB U S  le ve l s t ru c tu re .  

th a t  a re  jo ine d  toge the r by s pe cia l bus  cou- 
ple rs  which  a llow un its  on  one  bus  to  a cce s s  
thos e  on  a no the r.  E a c h  bus , toge the r with  
its  own powe r s upp ly a n d  cooling, is  
m o u n te d  in  a  s e pa ra te  unit.  A proce s s or bus  
con ta ins  two proce s s ors  e a ch  with  its  own 
loca l 4k m e m o ry which  s to re s  code  th a t  is  
e ithe r fre que n tly ru n  or us e d  for re cove ry 
purpos e s . A m e m o ry bus  con ta ins  the  s e g- 
m e n ts  o f a  la rge  me mory,  c o m m o n  to  a ll 
th e  proce s s ors , while  a n  in p u t/o u tp u t (I/O) 
bus  hous e s  de vice  contro lle rs  a s  we ll a s  
ce n tra l re s ource s  s uch  a s  s ys te m  clocks . A 
fe a tu re  o f P LUR IBUS  is  its  tre a tm e n t o f 
ha rdwa re  un its  (proce s s ors , me mory,  
bus e s ) a s  s e t o f e qu iva le n t re s ource s . Th e re  
is , for e xa mple , no s pe cia liza tion of proce s - 
s ors  for pa rticu la r s ys te m  func tions  a nd  no 
a s s ignme n t o f p rio rity a mong  th e  proce s - 
s ors , s uch  a s  de s igna ting  one  a s  ma s te r. 

Th e  ha rdwa re  le ve l, in  a dd ition  to  pro- 
viding conve n tiona l proce s s ing a nd  s tora ge  
fa cilitie s , con ta ins  th re e  compone nts : a 
"ps e udo  in te rru p t de vice " which  fa c ilita te s  
proce s s or s che duling , a  "60 Hz in te rru p t" 
a nd  a  "bus  time r." Th e  func tions  o f the s e  
la tte r two compone n ts  re la te  to  th e  prob- 
le m o f mon ito ring  s oftwa re  a c tivity a nd  
a s s uring  its  con tinue d  progre s s . Th e  th re e  
le ve ls  o f s oftwa re  s e e m to  be  conce ptua l, 
ba s e d  on  th e  a s s ume d  corre c tne s s  o f th e  
s oftwa re  de s ign, a nd  to  th e  ha rdwa re  th e y 
a ppe a r a s  a  s ingle  re a l-time  progra m. Th is  
s ingle  progra m, which  inc lude s  th e  a ppli- 
ca tion  p rogra m (i.e . IMP  job) a s  we ll a s  th e  
con tro l a nd  re lia b ility progra ms , is  d ivide d  
in to  s ma ll pie ce s  ca lle d s trips , e a ch  o f which  
ha nd le s  a  pa rticu la r ta s k. Ta s ks  ca n  in itia te  
o th e r ta s ks  b u t c a n n o t c o mmu n ic a te  di- 
re c tly with  th e m  while  running; communi- 
ca tion  is  h a n d le d  by le a ving me s s a ge s  in 
c o m m o n  m e m o ry.  

Wh e n  a  ta s k ne e ds  to  be  pe rfo rme d  th e  
n a m e  o f th e  a ppropria te  s trip  is  p la ce d  on  
a  que ue  o f ta s ks  to  be  run . E a c h  proce s s or, 
whe n  it is  no t runn ing  a  s trip , re p e a te d ly 
che cks  th is  que ue  for work. Wh e n  a  n a m e  
a ppe a rs  in  th e  que ue  the  ne xt a va ila ble  
proce s s or will re move  it a nd  e xe cute  th e  
corre s ponding  s trip. S ince  a ll proce s s ors  
fre q u e n tly a cce s s  th is  que ue , con te n tion  for 
it is  high. For th is  re a s on  th e  que ue  is  
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FIGURE 14. P LU R IB U S  

imp le me n te d  in  ha rdwa re  by a  s pe cia l 
ps e udo  in te rrup t de vice  (Figure  14). By lim- 
iting  th e  m a xim u m  e xe cution  time  of a  s trip  
to  400 ms e cs  (the  time  th e  m o s t u rg e n t ta s k 
ca n a fford  to  wait} a nd  priority-orde ring  
the  ta s k que ue , a  n u m b e r o f s che duling  a nd  
mu ltip rog ra mming  difficultie s , s uch  a s  s a v- 
ing a nd  re s toring  the  ma ch ine  s ta te , ha ve  
be e n  e limina te d . 

Above  the  ha rdwa re  a rch ite c tu re  inte r- 
fa ce , the  firs t s oftwa re  le ve l vie ws  the  proc- 
e s s ors  a nd  s tore s  a s  d is tinc t virtua l com- 
pu te rs  for e a ch  o f which  it c re a te s  a  conte xt, 
s o th a t th e  compu te r ca n  func tion  re lia bly. 

h a rd wa re  c o n fig u ra t io n  

To  a chie ve  th is  re lia bility, two compone n ts  
a re  us e d  with in  e a ch  compute r, ca lle d the  
"code -te s te r" a nd  the  "ind ividua l." Th e  
code -te s te r mon ito rs  th e  ope ra tion  of th e  
compute r. It pe rforms  s uch  ta s ks  a s  che ck- 
ing a ll loca l m e m o ry code  a nd  s a fe gua rds  
a ll contro l a nd  "lock" me cha nis ms . With  
th e  he lp  o f th e  code -te s te r, the  individua l 
provide s  a n  a bs tra c tion  (multi-compute r) 
in te rfa ce  with  the  s e cond s oftwa re  le ve l. 
Ea ch  individua l finds  a ll me morie s  a nd  
proce s s ors  it cons ide rs  us a ble  a nd  a tte m p ts  
to  fo rm a  dia log with  the  o th e r individua ls  
s o th e y ca n  work toge the r a s  re lia ble  virtua l 
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c o m p u te rs  a b o ve  th e  m u lti-c o m p u te r in te r- 
fa ce . 

Th e  s e cond  s o ftwa re  le ve l is  conce rne d  
with  th e  p ro b le m  o f fo rming  th e  s e p a ra te  
virtua l c o m p u te rs  p rovide d  a t th e  multi- 
c o m p u te r in te rfa ce  in to  a  s ingle  re lia b le  
c o m p u te r s ys te m. Th is  ta s k is  p e rfo rm e d  
b y th re e  compone n ts ,  ca lle d  th e  "cons e n- 
s us ," th e  "IMP -s ys te m-re lia b ility," a nd  th e  
"IMP -s ys te m ." Th e  cons e ns us  mon ito rs  
th e  in te ra c tions  o f th e  s e p a ra te  virtua l com- 
p u te rs  a n d  p rovide s  a  s ingle  c o m p u te r s ys - 
te m  a t th e  c o mmu n ic a tio n s  in te rfa ce  with  
th e  IMP -s ys te m-re lia b ility.  S pe cific  ta s ks  
p e rfo rm e d  b y th e  cons e ns us  inc lude  che ck- 
ing a ll c o m m o n  m e m o ry code , finding' a ll 
u s a b le  h a rd wa re  re s o u rc e s  {proce s s ors , 
me morie s ,  e tc .) from in fo rma tion  s upp lie d  
b y th e  individua ls , te s ting  e a ch  re s ou rce  
a nd  c re a ting  a  ta b le  o f ope ra b le  one s . 

Th e  IMP -s ys te m -re lia b ility mon ito rs  th e  
o p e ra tio n  a nd, in  pa rticu la r,  th e  d a ta  s truc- 
tu re s  o f th e  c o m p u te r s ys te m  (the  IMP ),  
a nd  he lps  to  a s s u re  its  re lia bility. It is  a s - 
s is te d  in  th is  ta s k b y th e  la s t c o m p o n e n t a t 
th is  le ve l, th e  IMP -s ys te m ,  wh ich  mon ito rs  
th e  b e h a vio r o f th e  AR P A Ne two rk a nd  
will n o t a llow th e  IMP  to  c o o p e ra te  with  
s e e ming ly irre s pons ib le  n e two rk be ha vior.  
Ab o ve  th e  a b s tra c tio n  (IMP ) in te rfa ce  th e  
a pp lica tion  p rog ra m ca n  vie w th e  IMP  a s  
a  re lia ble , fa s t s e que n tia l c o m p u te r with  a  
la rge  s tore . 

Reliability Strategies 
F o r th e  p u rp o s e  o f e ns uring  fa u lt to le ra nce  
th e  h a rd wa re  a nd  s o ftwa re  c o m p o n e n ts  o f 
P LUR IBUS  a re  orga nize d  in to  s pe c ia l 
func tiona l un its  ca lle d  re liab ility  s ubs ys - 
te m s . Th e s e  re lia b ility s u b s ys te m s  a re  th e  
c o m p o n e n ts  (e .g., code -te s te r,  cons e ns us , 
e tc .) ou tline d  a b o ve  in  th e  d is cus s ion  o f 
le ve ls  a n d  in te rfa ce s . Th e  no tion  o f re lia - 
b ility s u b s ys te m s  s e e m s  to  a s s u m e  th a t a ll 
fa u lts  a re  m a s ke d  a b o ve  th e  in te rfa ce  a nd  
th a t th e  s u b s ys te m  on  th e  o th e r s ide  o f th e  
in te rfa ce  h a s  no  re s pons ib ility for de te c ting  
a n d  cop ing  with  e rro rs  in  th e  lowe r s ubs ys - 
te m. 

A re lia b ility s u b s ys te m  is  s o m e  grouping  
o f s ys te m  re s o u rc e s  (ha rdwa re , s o ftwa re  

a n d /o r d a ta  s truc tu re s ) whos e  in te g rity is  
ve rifie d  a s  a  u n it b y a  s e lf-con ta ine d  te s t 
me cha n is m. More ove r,  e a ch  s u b s ys te m  
con ta ins  a  re s e t m e c h a n is m  which  will re - 
tu rn  it to  s o m e  s pe c ifie d  in itia l re c o ve ry 
point. [ORNS75] de s c ribe s  th e  e n tire  P LU- 
R IBUS  s ys te m  a s  be ing  m a d e  u p  o f s u c h  
s u b s ys te ms ,  wh ich  c o m m u n ic a te  via  d a ta  
s truc tu re s ,  a n d  which  a p p e a r conce p tua lly 
to  o p e ra te  a s ynchronous ly.  F u rth e rm o re  
th e s e  s u b s ys te m s  a re  orga nize d  in to  a  
"cha in" (F igure  15) in  wh ich  e a c h  m e m b e r 
m o n ito rs  th e  b e h a vio r o f th e  ne xt m e m b e r 
o f th e  cha in , a n d  m a y e xte rna lly a c tiva te  
th e  re s e t m e c h a n is m  o f th a t s ys te m, if it 
d e te c ts  s o m e  ma lfunc tion . 

Th e  monito ring  o f s u b s ys te m s  is  ca rrie d  
o u t us ing  wa tc h d o g  time rs , wh ich  e ns u re  
th a t e a c h  s u b s ys te m  pa s s e s  th ro u g h  a  p re - 
de fine d  cyc le  o f a c tivity. Th is  is  done  b y 
including code  in  th e  cyc le  to  re s ta rt th e  
time r, s o  th a t if th e  cyc le  is  n o t e xe c u te d  
p ro p e rly th e  tim e r will ru n  o u t a n d  ca us e  
th e  mon ito ring  s u b s ys te m  to  d e te c t a n  e r- 
ror. Th e  de fine d  cyc le  m u s t a ls o  con ta in  a n  
e xe cu tion  o f a  s e lf-te s t me cha n is m, s o  th a t 
co rre c t pa s s a ge  th ro u g h  th e  cyc le  p rovide s  
s trong  e vide nce  o f th e  re lia b ility o f th e  s ub- 
s ys te m. An o th e r a s p e c t o f th e  "cha in" 
s tru c tu re  is  th a t  s u b s ys te m s  low in  th e  
cha in  a t te m p t to  p rovide  a nd  "guaran te e " 
th e  re lia b ility o f s o m e  c o m p o n e n ts  u s e d  b y 
h ighe r s u b s ys te ms .  
E r r o r  d e te c t io n - - - -S t ra te g ie s  u s e d  b y 
th e  re lia b ility s u b s ys te m s  o f P LUR IBUS  
for e rro r d e te c tio n  a re  ma in ly b a s e d  o n  
wa tc h d o g  time rs , s u p p o rte d  a t th e  ha rd- 
wa re  le ve l b y th e  60 Hz  in te rrup t.  Th e s e  
fa c ilitie s  a re  u s e d  with in  le ve l 2 (the  firs t 
s o ftwa re  le ve l) b y th e  c o d e -te s te r to  moni- 
to r th e  o p e ra tio n  o f e a ch  p ro c e s s o r a nd  
s to re . F irs t,  it s u m c h e c ks  a ll low le ve l code  
(inc luding its e lf}; s e cond , it e n s u re s  th a t a ll 
s u b s ys te m s  a re  re ce iving  a  s ha re  o f th e  
p roce s s o r's  a tte n tion ; a nd  fina lly it s a fe - 
gua rds  th a t "locks " to  c ritica l re s o u rc e s  do  
n o t h a n g  up . Als o  a t le ve l 2 is  th e  ind ividua l 
th a t  p e rfo rm s  e rro r d e te c tio n  a t th e  in te r- 
fa ce  with  le ve l 3. An  ind ividua l runn ing  
from th e  loca l s to re  o f e a c h  p roce s s o r pe r- 
fo rms  th e  ta s k o f loca ting  a ll u s a b le  re - 
s ource s . Th is  invo lve s  a ddre s s ing  e ve ry de - 
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vice  in th e  s ys te m  a nd  e ve ry pa ge  in me mo 
o ry a nd  lis ting th o s e  which  a re  ope ra b le .  

At le ve l 3, e rro r d e te c tio n  is  h a n d le d  b y 
th e  cons e ns us , pe rfo rming  s uch  ta s ks  a s  
s umche cking  a ll c o m m o n  code  a nd  ma in- 
ta in ing  a  tim e r for e a c h  proce s s or. Th e  
cons e ns us  will c o u n t down th e s e  tim e rs  in  
o rd e r to  d e te c t u n c o o p e ra tive  o r d e a d  proc- 
e s s ors . Th e  IMP -s ys te m-re lia b ility,  a ls o a t 
le ve l 3, d e te c ts  e rro rs  in  th e  IMP -s ys te m  by 
mon ito ring  its  cyc le  o f b e h a vio r a nd  wa tch- 

ing its  d a ta  s truc tu re s .  F ina lly a t le ve l 3 th e  
IMP -s ys te m  m o n ito rs  th e  b e h a vio r o f th e  
o th e r IMP s  in  th e  AR P A Ne two rk a nd  will 
n o t re s p o n d  to  e rro n e o u s  ope ra tions .  In  
re tu rn  th e  AR P A Ne twork,  th ro u g h  th e  
Ne two rk Con tro l Ce n te r,  m o n ito rs  th e  be - 
h a vio r o f th e  IMP  a nd  if it d e te c ts  a  d e a d  
IMP  trys  to  re s ta rt it re mo te ly.  
Fa ult tre a tme nt----Give n th a t  a n  e rro r 
ha s  b e e n  d e te c te d  in  a  s u b s ys te m  o f th e  
P LUR IBUS ,  a n o th e r s u b s ys te m  will a t- 
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te m p t to  loca te  a nd  re m o ve  th e  fa ult. F o r 
e xa mple , a t th e  h a rd wa re  le ve l th e  b u s  
tim e r will re s e t a n  ina c tive  b u s  a fte r 1 s e c. 
wh ich  c le a rs  a n y hung  de vice  comma nds .  
To  a llow for fa u lts  in  h a rd wa re  re s ource s , 
a ll b u s  coup le rs  h a ve  a  p rogra m-contro lla - 
b le  s witch  th a t inh ib its  tra ns a c tions  via  th e  
couple r. Th e  ind ividua ls  a t le ve l 2 us e  th e s e  
s witche s  to  e ffe c tive ly "a m p u ta te " a  b u s  b y 
tu rn ing  o ff a ll coup le rs  from th a t bus . Th is  
m e c h a n is m  is  p ro te c te d  from ca pric ious  u s e  
b y re qu iring  a  pa rticu la r d a ta  wo rd  (pass- 
word) to be stored in a control register of 
the bus coupler before use. 

Fault treatment data is built up by each 
individual (indicating the set of devices con- 
sidered operable) in regions in common 
memory. This information is used by the 
consensus at level 3 to determine the "true" 
set of usable hardware resources, by a form 
of replicated voting. The consensus can also 
run tests on resources to determine the 
extent of a fault. 
Damage assessment Within PLURI- 
BUS, damage assessment seems to be based 
entirely on a single strategy--it is assumed 
that everything that the subsystem has 
done since starting a task is damaged and 
hence the task being performed is aban- 
doned. This strategy is adequate in PLU- 
RIBUS, as discussed below, because of the 
fault tolerant environment in which an IMP 
operates. 
E r r o r  r e c o v e r y - - - - W h e n  a n  error is de- 
tected in  a  re lia b ility s u b s ys te m , th e  moni- 
to ring  s u b s ys te m  pe rfo rms  b a c kwa rd  e rro r 
re c o ve ry b y re -initia liz ing th e  re lia b ility 
s u b s ys te m , a nd  tre a ting  a n y in fo rma tion  
flow a s  ins ignifica nt. E a c h  p roce s s o r in  th e  
P LUR IBUS  s ys te m, for e xa mple , ca n  re s e t 
o r re loa d  a n y o th e r p roce s s o r b y m e a n s  o f 
p a s s wo rd  p ro te c te d  p a th s  in th e  ha rdwa re .  
Th e  no tion  o f re lia b ility s u b s ys te m s  is  vul- 
ne ra b le  to  a  s imu lta n e o u s  tra n s ie n t fa u lt 
(e .g., los s  o f powe r) o f a ll p roce s s ors . How- 
e ve r th e  Ne two rk Con tro l C e n te r ha s  a cce s s  
to  th e  a b o ve  re c o ve ry fa cilitie s  a nd  ca n  
th e re fo re  re s ta rt a n  IMP  if ne ce s s a ry. 

Reliability Evaluation 

Although  a  n u m b e r o f P LUR IBUS  s ys te m s  
h a ve  b e e n  c o n s tru c te d  a nd  a re  in  ope ra tion , 
th e  re fe re n c e d  p a p e rs  do  n o t inc lude  a n y 

C. Tre le ave n  

e va lua tions  o f th e  re lia b ility s tra te g ie s  e m- 
p lo ye d  in  th e  s ys te m. 

SUMMARY 

Cle a rly, a ll th re e  o f th e  s ys te m s  we  h a ve  
d is cus s e d  a re  n o ta b le  e xa mple s  o f th e  us e  
o f fa u lt to le ra nce  in  o rde r to  a ch ie ve  h igh  
le ve ls  o f s ys te m  re lia bility. Th e  s ucce s s  o f 
th e  E S S  No . IA s ys te m  is  pa rticu la rly im- 
pre s s ive , g ive n  th e  comple xity o f th e  ta s k 
wh ich  it h a s  to  p e rfo rm --ve ry de ta ile d  de - 
s c rip tions  a n d  a na lys e s  o f th is  s ys te m  h a ve  
b e e n  pub lis he d , a n d  th is  is  re fle c te d  in  th e  
le ng th  o f o u r a c c o u n t o f th e  s ys te m  com- 
p a re d  to  th e  o the rs . 

Th e  s ys te m  de s igns  d iffe r gre a tly, d u e  in 
no  s ma ll m e a s u re  to  th e  d iffe re nce s  be - 
twe e n  th e  e n viro n m e n ts  for wh ich  th e y 
we re  de s igne d. Thus ,  th e  J P L-S TAR ,  in- 
te n d e d  for s p a c e c ra ft guida nce , a n d  he nce  
una b le  to  re ly on  m a n u a l re pa ir, e m p lo ys  
s p o n ta n e o u s  re p la c e m e n t (though  a t a  le ve l 
wh ich  wou ld  p e rh a p s  n o t b e  a p p ro p ria te  for 
m o d e rn  te chno logy).  In  con tra s t,  th e  E S S  
No . IA a nd  P LUR IBUS  d e p e n d  on  m a n u a l 
re pa ir to  a ch ie ve  the ir re lia b ility ob je c tive s .  
Th e  de s igne rs  o f th e  E S S  No .IA h a ve  p u t 
im m e n s e  e ffo rt in to  th e  de s ign  o f d ia gnos tic  
p ro g ra m s  a im e d  a t a s s is ting  th e  a c tivitie s  
o f m a in te n a n c e  pe rs onne l.  Th e  in te n d e d  
e n viro n m e n ts  o f th e  P LUR IBUS  a n d  E S S  
No . IA a re  s o m e wh a t s imila r, b u t th e  de - 
s igne rs  o f P LUR IBUS  h a ve  chos e n  to  u s e  
d yn a m ic  ra th e r th a n  s ta tic  re d u n d a n c y.  

Th e  ta s ks  o f th e  de s igne rs  o f th e s e  two  
s ys te m s  we re  o b vio u s ly cons ide ra b ly a ide d  
b y e xpe rie nce  ga ine d  from p re d e c e s s o r s ys - 
te ms . Th is  is  pa rticu la rly th e  ca s e  with  th e  
E S S  No . IA proce s s or, whos e  de s ign  re lie s  
he a vily on  th e  a c c u ra c y a nd  c o mp le te n e s s  
with  wh ich  fa u lts  a n d  the ir c o n s e q u e n c e s  
h a ve  b e e n  p re d ic te d ,  in  o rd e r to  m a ke  us e  
o f n u m e ro u s  fo rwa rd  e rro r re c o ve ry te ch - 
n ique s . Equa lly, b o th  s ys te m s  a ls o  re ly on  
th e  to le ra nce  e xh ib ite d  b y the ir e nviron- 
m e n t--c a lle rs  ca n  b e  e xp e c te d  to  re d ia l in  
th e  ca s e  o f ES S , a nd  th e  AR P ANE T pro- 
toco ls  h a ve  b e e n  de s igne d  to  cope  with  a  
fa iling node  p roce s s or.  

Th e  th re e  s ys te m s  diffe r g re a tly with  re - 
s p e c t to  p rovis ions  for coping  with  s o ftwa re  
fa ults . Th e  de s ign  o f th e  J P L-S TAR  m a ke s  
fe w s u c h  provis ions , a nd  is s ue s  conce rn ing  
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th e  re lia b ility o f a pplica tion  p rogra ms  a re  
la rge ly ignore d  in  the  pa pe rs  th a t we  ha ve  
re fe re nce d. Th e  P LUR IBUS  s ys te m  is  in- 
te n d e d  to  ru n  with  a  fixe d progra m, which  
toge the r with  the  ba s ic  s oftwa re , is  ex- 
pe c te d  to  be  fa u lt fre e . S oftwa re  is s ue s  fig- 
u re  m u c h  la rge r in th e  work of the  ES S  
No .IA de s igne rs ; de s pite  th e  us e  o f th e  
(we ll-te s te d) p rogra ms  from e a rlie r ES S  
s ys te ms , it ha s  be e n  re cognize d th a t  the  
comple xity o f the  p rogra ms  a nd  th e  ne e d  
for the ir modifica tion  will re s u lt in  "s oft- 
wa re  de ficie ncie s ." Thus , re lia nce  is  p la ce d 
ma in ly on forwa rd  e rror re cove ry s tra te g ie s  
to  corre c t e rrors  in troduce d  by bo th  s oft- 
wa re  a nd  ha rdwa re  fa ults . Aga in, the  ex- 
pe rie nce  with  e a rlie r s ys te ms  ha s  influ- 
e nce d  the  de s ign of s uch  s tra te gie s . 

CONCLUSIONS 

This  pa pe r ha s  a tte m p te d  to  bring o u t a ll 
of the  a s s umptions  (jus tifie d or not) which  
a re  a lwa ys  p re s e n t in  a n y dis cus s ion o f the  
re lia b ility o f a  comple x computing  s ys te m, 
a n d  in  s ys te m  de s igns  a ime d  a t providing 
ve ry h igh  re lia bility. It ha s  s hown how re - 
lia b ility conce pts  a re  ine xtrica b ly in te rmin- 
gle d with  s ys te m s truc tu ring  conce pts , a nd  
how a  conce rn  for s ys te m s truc tu ring  ca n 
he lp  (a nd h inde r) the  ra tiona l de s ign of 
fa u lt-to le ra n t s ys te ms . 

Th e  a im ha s  be e n  to  de a l with  a ll pos s ible  
type s  o f fa ult, inc luding de s ign ina de qua c ie s  
{both ha rdwa re  a nd  s oftwa re ) a nd  va lid  
in p u t d a ta  which  is  be la te d ly ide ntifie d  a s  
incorre ct, a s  we ll a s  more  obvious  fa u lts  
s uch  a s  thos e  due  to  ha rdwa re  compone n t 
we a r a nd  a ge ing. 

Va rious  ba s ic  conce pts , s uch  a s  thos e  of 
a tomic  a c tion, le ve l, re cove ry line , commit- 
m e n t a nd  compe ns a tion  ha ve  be e n  de fine d  
a nd  de s cribe d. As  a n  a id  to  fu rth e r e xpli- 
ca tion  of the s e  ide a s , a nd  to  a ppre c ia ting  
th e ir ma n ife s ta tions  a nd  s ignifica nce  in a c- 
tua l s ys te ms , ove ra ll de s crip tions  o f a  s ma ll 
n u m b e r o f d iffe re n t a pproa che s  to  the  de - 
s ign of h igh ly re lia ble  s ys te ms  we re  give n 
in S e c tion  5. 

Th e  one  ma jo r mora l to  be  d ra wn from 
th is  pa pe r is  th e  p rime  importa nce  of th e  
choice  a n d  de s ign o f in te rfa ce s , b o th  com- 
mu n ic a tio n  a nd  a bs tra c tion , a nd  of e ns ur- 
ing th a t  th e y a re  m a tc h e d  a s  clos e ly a s  

pos s ible  by th e  "actual" s truc tu re  o f the  
s ys te m. E a c h  in te rfa ce  th a t  is  s pe cifie d a l- 
lows  th e  s ys te m  de s igne rs  to  a chie ve  wh a t 
Dijks tra  [DIJK76] te rms  "a  s e pa ra tion  o f 
c o n c e rn s "--th is  s e pa ra tion  m a y be  be ne fi- 
cia l, b u t ca n  a ls o be  mis le a ding. P a rticu la r 
type s  o f in te rfa ce  a re  to  be  pre fe rre d  {whe n 
th e  cos t o f providing th e m  ca n  be  jus tifie d). 
Th e s e  a re  one s  which  e na ble  a ll, or a t a n y 
ra te  a  la rge  p roportion  of, fa u lts  to  be  
ma s ke d, a nd  thos e  which  e na ble  the  exis - 
te nce  of comple te  ba ckwa rd  e rror re cove ry 
to  be  a s s ume d, e ve n  in  s itua tions  involving 
pa ra lle lis m. Bo th  type s  s implify the  inte r- 
fa ce  s pe cifica tion, a nd  he nce  th e  ta s k o f the  
de s igne r who is  trying  to  provide  or ma ke  
us e  o f th e  in te rfa ce . Ide a lly th e  de s ign ta s k 
will be  s o s implifie d by a ppropria te  choice  
o f in te rfa ce s  th a t it ca n  be  ca rrie d  ou t fa ult- 
le s s ly - if th e re  is  re a s on  to  d o u b t th is  (a nd 
the re  ne a rly a lwa ys  is ), a nd  th e  ne e ds  for 
h igh  re lia b ility ju s tify a tte m p tin g  to  
a chie ve  de s ign fa u lt to le ra nce , we  would  
a rgue  th a t th is  s hou ld  be  ba s e d  on ba ck- 
wa rd  e rror re cove ry (or pos s ibly re p lica tion  
a nd  voting) ra th e r th a n  fo rwa rd  e rror re - 
cove ry. 

Fo rwa rd  e rror re cove ry ca n  be  ve ry e ffe c- 
tive  for p re d ic ta b le  fa u lts  ins ide  a  s ys te m; 
the  a c tua l choice  o f in te rfa ce  will a ga in  be  
im p o rta n t be ca us e  o f th e  e ffe c t it ha s  on 
th e  a b ility o f th e  s ys te m to  d e te c t e rrors . 
(For e xa mple , re s u lts  which  ca n  ha ve  a  
re ve rs a l che ck a pplie d  to  th e m  a re  b e tte r in  
th is  re ga rd  th a n  a  s ingle  b it re s u lt which  
m u s t e ithe r be  trus te d ,  or re ca lcula te d .) 
Howe ve r we  would  s ugge s t th a t  be ca us e  of 
the  comple xity it e nge nde rs , fo rwa rd  e rror 
re cove ry s hou ld  be  us e d  s pa ringly, a nd  re - 
ga rde d  a s  a n  op timiza tion  of ba ckwa rd  e r- 
ror re cove ry, which  in  a n y ca s e  mig h t s till 
be  ne e de d  to  de a l with  u n a n tic ip a te d  fa ults . 
Howe ve r, fo rwa rd  e rror re cove ry, in  the  
fo rm of compe ns a tion , m a y be  ne ce s s a ry 
(a s  oppos e d to  a  me re  optimiza tion) whe n  
de a ling  with  e nvironme n ts  th a t c a n n o t be  
force d to  ba ck up, a lthough  it is  m u c h  be t- 
te r to  p re ve n t incorre c t in fo rma tion  flow 
th a n  to  ha ve  to  compe ns a te  for it la te r. 

Ide a lly a ll the s e  va rious  de s ign is s ue s  
would  be  de c ide d  upon, in  a  pa rticu la r ca s e , 
by m a in ly qua n tita tive  me thods ,  ba s e d  on 
re la tive  proba bilitie s  o f fa ults , th e  cos ts  a nd  
pe rfo rma nce  cha ra c te ris tics  o f d iffe re n t 
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s trate gie s , and inte rface s , e tc. Ce rtainly, 
conve ntional re liability e ngine e ring calcu- 
lations  can and s hould be  us e d in thos e  
parts  o f the  s ys te m de s ign tas k which are  
s uffic ie ntly we ll unde rs tood and codifie d, 
s uch as  the  cons truction o f s imple  s ubs ys - 
te ms  from trie d and te s te d s tandard hard- 
ware  compone nts . Howe ve r it would s e e m 
that many o f the  de s ign tas ks  involve d in 
achie ving high le ve ls  o f ove rall re liability 
from large  and comple x hardware /s o ftware  
s ys te ms  will continue  for a long time  to  
re quire  large  me as ure s  o f cre ative  s kill and 
e xpe rie nce  on the  part o f the  de s igne rs . 
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