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Wi-Fi

• Wi-Fi:
– name is NOT an abbreviation
– play on “Hi-Fi” (high fidelity)

• Wireless Local Area Network (WLAN) technology
• WLAN and Wi-Fi often used synonymous
• Typically in 2.4 and 5 GHz bands
• Based on IEEE 802.11 family of standards
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IEEE 802.11 Standard

• 802.11 is primarily concerned with the lower layers of the OSI model
• Data Link Layer 

– Logical Link Control (LLC)
– Medium Access Control (MAC)

• Physical Layer 
– Physical Layer Convergence Procedure (PLCP).
– Physical Medium Dependent (PMD)

Wi-Fi Alliance Mission Statement

• Non-profit organization
• Certify the interoperability of products and services 

based on IEEE 802.11 technology
• Grow the global market for Wi-Fi® CERTIFIED

products and services across all market segments, 
platforms, and applications

• Rigorous interoperability testing requirements
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Certificate & Logo

Certificate inside packaging (optional)

• Logo on product 
packaging (mandatory)

• Helps retailers and 
consumers

IEEE 802.11b (obsolete)

• 2.4 GHz range (very “busy” part of spectrum)
• ISM bands: industrial, scientific and medical (now unlicensed 

use)
• Prone to interference from other devices (microwave ovens, 

cordless phones, etc.) and also has security disadvantages
• Limits the number of access points in range of each other to 

three
• Has 11 channels (3 non-overlapping) and supports rates from 1 

to 11 Mbps, but realistically about 4-5 Mbps max
• Range: 100-300ft (indoors/outdoors)
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Channel Selection (Non-Overlapping)

US (FCC)/Canada (IC)

2400

[MHz]

2412 2483.52437 2462

channel 1 channel 6 channel 11

22 MHz

• Width of band: 22MHz

• Channel 1 center: 2412MHz

• Channel center distance: 5MHz (2412, 2417, 2422, 2427, 2432, 2437, ...)

802.11g Standard

• Extension of 802.11b, with the same disadvantages (security 
and interference)

• Has a shorter range than 802.11b
• Is backwards compatible with 802.11b so it allows or a smooth 

transition from 11b to 11g
• Flexible because multiple channels can be combined for faster 

throughput
• Runs at 54 Mbps, but realistically about 20-25 Mbps and about 

14 Mbps when b associated
• Uses frequency division multiplexing 
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IEEE 802.11a

• Completely different from 11b (& 11g)
• Flexible because multiple channels can be combined 

for faster throughput and more access points can be 
co-located

• Shorter range than 11b
• Runs in the 5 GHz range, so less interference from 

other devices
• Has 12 channels (8 non-overlapping) 
• Rates from 6 to 54 Mbps (realistically ~27 Mbps max)
• Uses frequency division multiplexing

OFDM = Orthogonal Frequency Division 
Multiplexing

• 52 subcarriers (64 in total)
– 48 data + 4 pilot

• (plus 12 virtual subcarriers)

– 312.5 kHz spacing

subcarrier
number

1 7 21 26-26 -21 -7 -1

channel center frequency

312.5 kHzpilot
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IEEE 802.11n & ac

• IEEE 802.11n:
– MIMO: Multiple Input Multiple Output (multiple antennas)
– 2.4 & 5GHz
– Data rates up to 150Mbps (single antenna)
– Range: 230-820 ft (indoor/outdoor)

• IEEE 802.11ac:
– 5GHz
– Data rates of 150 (2.4GHz) – 433 (5GHz) Mbps (single 

antenna)
– Range: 115 ft indoor

IEEE 802.11ax (Wi-Fi 6)

Computer Science and Engineering - University of Notre Dame
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Infrastructure vs. Ad-Hoc Networks

infrastructure
network

ad-hoc network

AP
AP

AP

wired network

AP: Access Point

802.11 - Architecture of an 
Infrastructure Network

• Station (STA)
– terminal with access mechanisms to the 

wireless medium and radio contact to 
the access point

• Basic Service Set (BSS)
– group of stations using the same radio 

frequency
• Access Point

– station integrated into the wireless LAN 
and the distribution system

• Portal
– bridge to other (wired) networks

• Distribution System
– interconnection network to form one 

logical network (ESS: Extended Service 
Set) based on several BSS

Distribution System

Portal

802.x LAN

Access
Point

802.11 LAN

BSS2

802.11 LAN

BSS1

Access
Point

STA1

STA2 STA3

ESS
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Body Area Sensor Network (BASN)

Sensing, Data Processing and Fusion, 
Communication, User Interface

Key Components of BASN?
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BASN Features

• Ideally noninvasive (or minimally invasive)
– Social acceptance

• Tiny in size
– Small battery, limited resources, tradeoffs between energy 

and data quality
• Packaging and placement
– Neither prominent nor uncomfortable

• Amortize nonrecurring costs
– Either significant volume in a single app or aggregate 

volume across apps
• Emphasis on “value to user”
– Useful apps that deliver valuable information to users

BASN Application Areas

• Healthcare Applications
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BASN Components: Sensors

TEMPO inertial sensor 
node (Univ. of Virginia)

WBAN Sensors

In-Body Sensors On-Body Sensors
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ABP: ambulatory blood pressure; CGM: continuous glucose monitoring; 
L, T, SPL: light, temperature, sound pressure level; 
SpO2: pulse oximetry; RIP: respiratory inductive plethysmography; 
ECG: electrocardiography; EMG: electromyography; 
EEG: electroencephalography.

High speed, 
High power

Low speed, 
Low power

BASN Components: Sensors

BASN Components: Signal Processing

Orange: Wireless Transceivers
Blue: Microprocessors

Processing data at given rate consumes less 
power on average than transmitting the data

Energy savings: Reduce the application’s 
communication data rate by extracting only 

the essential information
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BASN Components: Communication

• Essential for node coordination
• Restrict the communication radius to the body’s 

periphery
• RF channels: 850 MHz-2.4 GHz
• Big problem of “body shadowing”
– Body’s line of sight absorption of RF energy
– Movements cause highly variable path

MICS

• Medical Implant Communication 
Service
– 402-405MHz
– Low power (25!W): reduce interference 

with other users
– Low data rate
– Couple of meters range (transceiver 

doesn’t have to touch skin)
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BASN Components: Communication

New/future communication methods:
• Smart textiles
– Embed wires in clothing

• Magnetic induction
– Use near field effect to communicate

• Body-coupled communication
– Use human body as a channel
– Highly stable, low energy
– Safety is critical

BASN Components: Storage

• On-node storage:
– Low power nonvolatile storage

• Cache data and wait for good channel conditions:
– Prolong battery life, decrease transmission error

• Archive data for signal classification:
– Detect longitudinal trends (e.g., recovery from surgery)
– Detect instantaneous events (e.g., falls)
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BASN Components: Feedback Control

Prosthetics Devices Diabetes Monitoring

EMG signals from the eyelid or jaw might 
be used to control prosthetics devices

Use blood glucose measurements from 
biosensors to control insulin delivery

Energy Harvesting

Nightly Blackouts

Q: What can you observe from this figure?
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Security in WBAN is CRUCIAL!

• “Shared” nature of wireless network; insecure 
channels

• Eve could break transmission
• More maliciously, Eve can modify the medical data
• Can lead to severe medical malpractice

IEEE Wireless Communications • February 201054

patient profile shall not be disclosed to insur-
ance companies.”

Scalability: Since there are numerous users of
patient-related data, the distributed access con-
trol mechanism should be scalable with the num-
ber of users in the following aspects:
• Having low management overhead of the

access policies, which shall be set up and mod-
ified easily

• Having low computation and storage overhead
This will be further illustrated in the next sec-
tion.

Flexibility: A basic requirement is that the
patient himself should have the flexibility to des-
ignate APs for his data according to his own will.
More important, we shall allow the APs to adapt
dynamically to contexts, such as time, location,
or certain events related to patients. For exam-
ple, on-demand authorization to read Peter’s
monitoring data can be given temporarily to an
available doctor who is not on the allowed list
when a medical emergency happens. Inability or
irresponsiveness in adapting the access rules may
threaten a patient’s safety.

Accountability, revocability, and non-repudia-
tion: These are additional security requirements
and are summarized in Table 1.

THE NEED FOR AUTHENTICATION IN
DATA SECURITY

Authentication is a necessary security service to
prevent false data injection and DoS attacks, and
is also required to verify a user’s identity before

data access. Moreover, it is needed to secure
data transfer within the WBAN. Since authenti-
cation is not the main focus in this article, we
only mention it when necessary.

CHALLENGING PRACTICAL ISSUES
To satisfy the above requirements in WBAN, we
face several important challenging issues, most
of which arise from efficiency and practicality
aspects. These issues constrain the solution
space, and need to be considered carefully when
designing mechanisms for data security and pri-
vacy in WBANs.

Conflict between security and efficiency: High
efficiency is strongly demanded for data security
in WBANs, not only because of the resource
constraints, but also for the applications. Wear-
able sensors are often extremely small and have
insufficient power supplies, which render them
inferior in computation and storage capabilities.
Thus, the cryptographic primitives used by the
sensor nodes should be as lightweight as possi-
ble, in terms of both fast computation and low
storage overhead. Otherwise, the power and
storage space of the nodes could be drained
quickly. In addition, a DoS attack could easily
overwhelm the whole WBAN if the authentica-
tion protocol is not fast enough.

Conflict between security and safety: Whether
the data can be accessed whenever needed could
be a matter of patients’ safety [2]. Too strict and
inflexible data access control may prevent the
medical information being accessed in time by

Table 1. Major security requirements for data security and privacy in WBAN.

Major security requirements Description

Data storage security requirements

Confidentiality Patient-related data should be kept confidential during storage periods. Especially, its confidentiality
should be robust against node compromise and user collusion.

Dynamical integrity assurance Patient-related data must not be modified illegally during storage periods, which shall be checked and
detected by a node dynamically.

Dependability Patient-related data must be readily retrievable when node failure or data erasure happens.

Data access security requirements

Access control (privacy) A fine-grained data access policy shall be enforced to prevent unauthorized access to patient-related
data generated by the WBAN.

Accountability When a user of the WBAN abuses his/her privilege to carry out unauthorized actions on patient-related
data, he/she should be identified and held accountable.

Revocability The privileges of WBAN users or nodes should be deprived in time if they are identified as compro-
mised or behave maliciously.

Non-repudiation The origin of a piece of patient-related data cannot be denied by the source that generated it.

Other requirements

Authentication The sender of the patient-related data must be authenticated, and injection of data from outside the
WBAN should be prevented.

Availability The patient-related data should be accessible even under denial-of-service (DoS) attacks.
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