
2/24/20

1

Computer Science and Engineering - University of Notre Dame

Smart Health – CSE 40816

University of Notre Dame
Spring 2020

Definitions

In·teg·ri·ty n. 1. Strict adherence to a standard of value or 
conduct. 2. Personal honesty and independence. 3. 
Completeness: unity 4. Soundness

Eth·ic n. 1. A principle of right or good conduct. 2. A system of 
moral values. 3. ethics (sing. In number). The branch of 
philosophy dealing with the rules of right conduct.

Source: Webster’s II New Riverside Dictionary, Based on the Webster’s II New College Dictionary 
(1996)
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Ethical vs. Unethical Studies

• Ethical studies protect subjects and are carried out 
using scientific principles

• Unethical research includes:
– Scientific misconduct
– Fraud, research protocol violations
– Fabrication, falsification, forging of data
– Plagiarism
– Putting subjects at risk without consent

Computer Science and Engineering - University of Notre Dame

Elements of Ethical Research

• Protecting human rights
• Understanding informed consent
• Understanding institutional review of research
• Balancing benefits and risks in a study
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Landmark Unethical Research Studies? 

• Nazi medical experiments
• Tuskegee syphilis study
• Willowbrook study
• Jewish chronic disease hospital study
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Nazi Medical Experiments

• World War II
• Purpose: To conduct extreme experiments
• Subjects: Concentration camp prisoners
• Problems: Too numerous to list!
• Led to Nuremberg Trial (1947)
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Tuskegee Syphilis Study

• 1932-1972 (US Public Health Service)

• Purpose: To determine natural course of syphilis over 

time

• Subjects: Poor African-American men

• Problems: 

– Deception, vulnerable population

– Appropriate treatment withheld
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Willowbrook School Study

• 1956-1970s
• Purpose: To study effects of hepatitis
• Subjects: Mentally delayed children 
• Problems: 
– Vulnerable population
– Injected with hepatitis virus
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Jewish Chronic Disease Hospital

• 1960s

• Purpose: To determine patients response to injection 

of live cancer cells

• Subjects: Elderly patients

• Problem: 

– Vulnerable population

– Subjects not informed

– Risk of disease
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History of Ethical Codes and Regulations 

• Nuremberg Code (1949)
• Declaration of Helsinki (1964)
• Department of Health, Education and Welfare (DHEW) 

regulations (1973)
• National Commission for the Protection of Human 

Subjects of Biomedical and Behavioral Research (1978)
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Declaration of Helsinki 

• Right to self-determination and the right to make 
informed decisions

• Subject's welfare must always take precedence over 
the interests of science and society

• Ethical considerations must always take precedence 
over laws and regulations

• Recognition of the increased vulnerability of 
individuals and groups (surrogate consent)

• Careful assessment of risks and benefits

Computer Science and Engineering - University of Notre Dame

National Commission for the Protection of Human 
Subjects Guidelines

• Ethical principles:
– Principle of respect for persons
– Principle of beneficence
– Principle of justice
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Respect for Persons

• Self-determination (participation and withdrawing)
• No coercion (e.g., coercion could be large incentives)
• Full disclosure, no deception
– Covert data collection
– Misinforming participants about true purpose of study

• Provide ALL information about the study
• Voluntary consent
• Persons with diminished autonomy have special 

protections
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Beneficence

• Freedom from harm
• Freedom from exploitation
• Risk/benefit ratios
– High anticipated benefit may balance high risks
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Categories of Harm

1. No anticipated effects
2. Temporary discomfort 
3. Unusual levels of temporary discomfort 
4. Risk permanent damage
5. Certainty of permanent damage 
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Protection from Exploitation

• Researcher will not use information against 
participants

• Examples:
– Illicit drug use
– HIV status

• Researcher-participant relationship should remain 
professional
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Justice

• Fair treatment (even if the person chooses not to 
participate)

• Those who undertake the burdens of research must be 
likely to benefit from the research

• Right to privacy
– Anonymity
– Confidentiality
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Title 45 Part 46: Protection of Human Subjects 
Regulations

• Protection of human subjects in research
– Additional protection for pregnant women, human fetuses, 

neonates, children, and prisoners

• Documentation of informed consent

• Implementation of the IRB process
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Institutional Review Board

• Any board formally designed by an institution to 
review, to approve the ignition of, and to conduct 
periodic review of research involving human subjects. 
The primary purpose of such review is to assure the 
protection of the rights and welfare of the human 
subjects. 
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IRB Reviews
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Minimal Risk

• …means that the probability and magnitude of harm 
or discomfort anticipated in the research are not 
greater in and of themselves than those ordinarily
encountered in daily life or during the performance of 
routine physical or psychological tests.  (45 CFR 46.102(i))
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Exempt Research

1. Research conducted in established educational
settings, involving normal educational practices

2. Research involving the use of educational tests, survey 

procedures, interview procedures, or observation of 

public behavior

3. Same as # 2, but covers elected officials
4. Research involving use of existing data
5. Research and demonstration projects by approval of 

agency heads

6. Taste and food quality
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Expedited Categories

• Clinical studies of drugs and medical devices only 
under specific conditions

• Collection of blood samples
• Biological specimens obtained by non-invasive means
• Collection of data through non-invasive procedures
• Materials collected solely for non-research purposes
• Collection of data from voice, video, etc.
• Research employing surveys, etc.
• Continuing review under specific conditions

Computer Science and Engineering - University of Notre Dame

Additional Government Protections

• U.S. Food and Drug Administration (FDA)—regarding 
clinical investigations with human subjects involving 
products

• Animal studies also included
• Clinical trials for drug investigations must comply with 

FDA regulations

Computer Science and Engineering - University of Notre Dame
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What is HIPAA?

• Also known as: Public Law 104-191

• Implemented in 2003 to protect individuals’ private 
health information

• HIPAA privacy rules are very strict

• Affects research studies by requiring patient consent 
to use private health information

Computer Science and Engineering - University of Notre Dame

IIHI

• Individually identifiable health information: Any data 
that can be correlated with an individual 
o Also called protected health information (PHI)

• Consent (in context of privacy): Written or verbal 
permission to allow use of your individually 
identifiable health information 

Computer Science and Engineering - University of Notre Dame
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IIHI

• Includes any subset of health information, including 
demographic information, that identifies the individual 
(or there is a reasonable basis to believe that the 
information can be used to identify the individual). 
1. Name
2. All elements of dates except Year.
3. SSN
4. Driver's License Number
5. Geographic subdivisions smaller than a State.
6. URL's and IP's
7. Vehicle Identifiers including VIN and License #
8. Phone numbers

Computer Science and Engineering - University of Notre Dame

PHI

Individually identifiable information becomes PHI when it is 
created or received by a covered entity:
– US health plans
– US health care clearinghouses
– US health providers that transmit electronic health information

A researcher is not a covered entity unless he/she is also a 
provider within a covered entity. 
Research is also governed by HIPAA if data is obtained from a 
covered entity.
IRB may on occasion waive the HIPAA restrictions on use of PHI
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De-Iden'fica'on

• 87 percent of the U.S. population can be uniquely 
identified by five-digit ZIP code, gender, and date of 
birth 

• Genomic data can aid in re-identification in clinical 
research studies

• Social security numbers can be predicted from public 
data

Computer Science and Engineering - University of Notre Dame

Governor Weld
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Figure: The overlapping data enabled identification of the governor. 
(Adapted from Sweeney, 1997)
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HIPAA Privacy Rule

• Protects individually identifiable health information
• De-identifying protected health information is allowed 

only if the following are removed:
– Names, geographic information, dates, phone numbers 

(+fax/e-mail), social security numbers, medical record 
numbers, certificate numbers, vehicle identifiers, device 
identifiers, URLs, IP addresses, fingerprints/voiceprints, full-
face photos, all identifying numbers

Computer Science and Engineering - University of Notre Dame

HIPAA Privacy Rule

• Data use agreement—must be included in the consent
• Covered entities
– Health care providers
– Health care plans
– Employers
– Health care clearinghouses

Computer Science and Engineering - University of Notre Dame
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Right to Anonymity and Confiden1ality 

• Confidentiality: researcher refrains from sharing 
information with others
– Breach of confidentiality: unauthorized access to raw data

• Anonymity: no one, not even the researcher, knows 
the identity of the subjects

Computer Science and Engineering - University of Notre Dame

Informed Consent

• Essential information for consent
• Comprehension of consent information
• Competence to give consent
• Voluntary consent

Computer Science and Engineering - University of Notre Dame
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Essen%al Informa%on for Informed Consent 

1. Introduction of research activities

2. Statement of research purpose

3. Selection of research subjects

4. Explanation of procedures

5. Description of risks and discomforts

6. Description of benefits

7. Disclosure of alternatives

8. Assurance of anonymity and confidentiality

Computer Science and Engineering - University of Notre Dame

Essential Information for Informed Consent 

9. Offer to answer questions
10. Voluntary participation
11. Option to withdraw
12. Consent to incomplete disclosure

• Consent: subjects over 18 years of age
• Assent: minors (under 18 years of age)
• Waiver of Signed Consent

– When the only record linking the subject and the research would 
be the consent document and the principal risk would be the 
potential harm resulting from a breach of confidentiality

– When the research presents no more than minimal risk of harm to 
subjects and involves no procedures for which written consent is 
normally required outside of the research context

Computer Science and Engineering - University of Notre Dame



2/24/20

19

UNIVERSITY OF NOTRE DAME INFORMED CONSENT STATEMENT FOR RESEARCH 
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[Insert Protocol Title] 

[Insert Principal Investigator Name] 
 

ABOUT THIS RESEARCH  
You are being asked to participate in a research study. Scientists do research to answer questions and learn new 
information. Some research might help change or improve the way we do things in the future. This consent form 
will give you information about the study to help you decide whether you want to participate. Please read this form 
and ask any questions you have before agreeing to be in the study. 
 
TAKING PART IN THIS STUDY IS VOLUNTARY 
You may choose not to take part in the study or may choose to leave the study at any time. Deciding not to 
participate, or deciding to leave the study later, will not result in any penalty or loss of benefits to which you are 
entitled and will not affect your relationship with [Insert appropriate entity (e.g., university, hospital)]. 
 
[Insert one of the following:] 
As an alternative to participating in the study, you may choose not to take part. 
or 
As an alternative to participating in the study, [Insert description of alternative procedures that may be available to 
the subject]. 
 
WHY IS THIS STUDY BEING DONE? 
The purpose of this study is to [Insert explanation for why the research is being completed].  
 
You were selected as a possible participant because [Insert explanation regarding how the subject was identified].   
 
The study is being conducted by [Insert investigator(s) name(s) and University/Departmental affiliation]. It is 
funded by [Insert Sponsor or funding agency name, if any]. 
 
HOW MANY PEOPLE WILL TAKE PART? 
If you agree to participate, you will be one of [Insert number of subjects. It may also be appropriate to include the 
number of subjects in different cohorts or groups, if applicable] participants taking part in this study. 
 
WHAT WILL HAPPEN DURING THE STUDY? 
If you agree to be in the study, you will be asked to do the following things: 
 
[Insert explanation of all activities/tests that are included in the study (e.g., assignment to study groups, study 
visits, surveys and questionnaires, focus groups, audio or video recordings, etc.). Include the following: 

• Where the activities are performed and how frequently they are performed 
• The expected amount of time each activity and/or visit will last 
• The length or duration of subject participation  
• Which activities are experimental and which would be done even if the subject does not participate in the 

research 
 
WHAT ARE THE RISKS OF TAKING PART IN THE STUDY? 
While participating in the study, the potential risks include:  
 
[Insert explanation of the risks, side effects, and/or discomforts of each of the activities completed in the study 
(e.g., physical, psychological, social, legal).   

Examples of risk statements include: 
• A risk of completing the survey is being uncomfortable answering the questions. 

Computer Science and Engineering - University of Notre Dame
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• There is a risk of possible loss of confidentiality. 
 
[Insert an explanation of measures that will be employed to minimize the risks listed above.  If applicable, include 
an explanation of any psychological, social, or medical services that may be required because of participation in 
the research (e.g., counseling, social support services, or medical services).  If there are significant psychological 
risks to participation, the subject should be told under what conditions the researcher will terminate the study. 

Examples include: 
• While completing the survey, you can tell the researcher that you feel uncomfortable or that you do 

not want to answer a particular question. 
 
WHAT ARE THE POTENTIAL BENEFITS OF TAKING PART IN THE STUDY? 
[Insert one of the following:] 
We don’t expect you to receive any benefit from taking part in this study, but we hope to learn things that will help 
scientists in the future. 
or 
The benefits to participation in the study that are reasonable to expect are [Insert a description of any direct 
benefit to the subject or benefit to others that may reasonably be expected from the research.]  
 
NOTE: Payment to subjects is not considered a benefit of participating in the study and should not be listed in this 
section.  If applicable, list it under the Will I be Paid for Participation section.  
 
HOW WILL MY INFORMATION BE PROTECTED? 
Efforts will be made to keep your personal information confidential. We cannot guarantee absolute confidentiality.  
Your personal information may be disclosed if required by law. No information which could identify you will be 
shared in publications about this study [Include the following, if applicable, “and databases in which results 
may be stored.”]. [If audio or video recordings will be made, insert an explanation regarding who will have 
access to the recordings, if the recordings will be used for educational purposes, and when the recordings will be 
destroyed.] 
 
Organizations that may inspect and/or copy your research records for quality assurance and data analysis include 
groups such as the study investigator and his/her research associates, the University of Notre Dame Institutional 
Review Board or its designees, [Insert Sponsor name, if applicable], and (as allowed by law) state or federal 
agencies, especially the Office for Human Research Protections (OHRP), who may need to access the research 
records. 
 
[If subjects will be recorded on photograph, video or audio and the subject can decline that recording, 
insert the following:] We are recording [photograph/audio/video] as a part of the study. Please let us know 
whether you agree to us recording you: 

______ Yes, I agree to having my photograph/audio/video used in the study. 
______ No, I do not agree to having my photograph/audio/video used in the study. 

 
WILL MY INFORMATION BE USED FOR RESEARCH IN THE FUTURE? 
[If the research involves the collection or use of identifiable private information or biospecimens, insert 
one of the following:]   
Information or specimens [collected from you] for this study may be used for future research studies or shared 
with other researchers for future research. If this happens, information which could identify you will be removed 
before any information or specimens are shared. Since identifying information will be removed, we will not ask for 
your additional consent. [If re-identification is possible (i.e. more than a theoretical risk), insert a statement to that 
effect and describe any risks.] 
or 
Your information or biospecimens will not be used or distributed for future research studies. 

Sample Consent Form

Sample Consent Form
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WILL I BE PAID FOR PARTICIPATION?  
[Insert one of the following:] 
You will not be paid for participating in this study. 
or  
[Insert a description of the details and any conditions of payment, including if partial payment is applicable]  
 
WHAT FINANCIAL INTEREST DOES THE RESEARCHER HAVE? 
[If an investigator has a financial interest in this research, insert the following:]  One or more individuals 
involved in this study may benefit financially from this study.  The Institutional Review Board (an ethics committee 
that helps protect people involved in research) has reviewed the possibility of financial benefit.  The Board 
believes that the possible financial benefit is not likely to affect your safety and/or the scientific integrity of the 
study.  If you would like more information, please ask the researchers or study staff.  
 
WHO SHOULD I CALL WITH QUESTIONS OR PROBLEMS? 
For questions about the study, contact the researcher, [Insert name of investigator], at [Insert telephone number].   
 
For questions about your rights as a research participant, to discuss problems, complaints, or concerns about a 
research study, please contact Notre Dame Research Compliance at 574-631-1461 or at compliance@nd.edu. 
 
WILL I BE CONTACTED ABOUT RESEARCH IN THE FUTURE? 
[If subjects may be recontacted in the future, insert the following:]  If you agree, we may contact you after 
your participation is over to request additional information.  Please initial one of the following options: 

______ Yes, I agree to be contacted for the purpose of collecting additional information. 
______ No, I do not agree to be contacted for the purpose of collecting additional information 

 
PARTICIPANT’S CONSENT 
In consideration of all of the above, I give my consent to participate in this research study.  I will be given a copy 
of this informed consent document to keep for my records.  I agree to take part in this study. 
 
Participant’s Printed Name:  
 
Participant’s Signature: Date:  
 
Printed Name of Person Obtaining Consent:    
 
Signature of Person Obtaining Consent: Date:  
 
[If the study involves individuals who cannot consent for themselves, include the following:] 
 
Participant’s Printed Name:  
 
Printed Name of Legally Authorized Representative (LAR):   
 
Signature of LAR:        Date:    

Computer Science and Engineering - University of Notre Dame



2/24/20

20

European Union General Data Protection 
Regulation

• The General Data Protection Regulation (GDPR) 
imposes new rules on organizations that offer goods 
and services to people in the European Union (EU), or 
that collect and analyze data tied to EU residents, no 
matter where they are located.

• Enforced on May 25, 2018

Computer Science and Engineering - University of Notre Dame

GDPR Data Definitions Regardless of Nationality 
or EU Residence 
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Personal Data (from GDPR)
“…means any information 
relating to an identified or 
identifiable natural person 
('data subject'); an identifiable 
natural person is one who can 
be identified, directly or 
indirectly, in particular by 
reference to an identifier such 
as a name, an identification 
number, location data, an 
online identifier or to one or 
more factors specific to the 
physical, physiological, 
genetic, mental, economic, 
cultural or social identity of 
that natural person.”

Examples:

• Name 

• Identification number 
(e.g., Social Security number)

• Location data 
(e.g., home address)

• Online identifier 
(e.g., e-mail address, screen 
names, IP address, device IDs)

• Genetic data 
(e.g., biological samples from 
an individual)

• Biometric data 
(e.g., fingerprints, facial 
recognition)

“The GDPR also requires compliance from non-EU organizations that offer goods or services 
to EU residents or monitor the behavior of EU residents.”

Source: Brief: You Need An Action Plan For The GDPR; Forrester Research; October 2016
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GDPR Basics

• Provide notification to data subjects, in clear and plain 

language

• Request and obtain the data subject’s affirmative and 

granular consent

• Discontinue with processing activities if the data 

subject denies consent

• Provide a mechanism for data subjects to withdraw 

consent

• Obtain affirmative consent from a child’s (under the 

age of 16) parent or guardian
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