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What	
  is	
  Privacy?	
  

  “…the	
  right	
  to	
  be	
  let	
  alone.”	
  Samuel	
  Warren	
  and	
  Louis	
  Brandeis.	
  “The	
  Right	
  
to	
  Privacy,”	
  Harvard	
  Law	
  Review,	
  1890	
  

  “…the	
  right	
  of	
  the	
  individual	
  to	
  decide	
  for	
  himself,	
  
with	
  only	
  extraordinary	
  excepMons	
  in	
  the	
  interest	
  of	
  
society,	
  when	
  and	
  on	
  what	
  terms	
  his	
  acts	
  should	
  be	
  
revealed	
  to	
  the	
  general	
  public.”	
  Alan	
  WesEn	
  Privacy	
  and	
  Freedom,	
  1967	
  

  “Giving	
  consumers	
  control	
  over	
  the	
  collecMon	
  and	
  
use	
  of	
  personal	
  data”	
  

Why	
  is	
  it	
  so	
  important?	
  

  Privacy	
  empowers	
  people	
  to	
  control	
  informaMon	
  about	
  
themselves.	
  

  Privacy	
  is	
  a	
  uMlity	
  that	
  protects	
  people	
  against	
  
unwanted	
  nuisances,	
  or	
  the	
  right	
  to	
  be	
  leO	
  alone.	
  

  Privacy	
  is	
  a	
  regulaMng	
  agent	
  in	
  the	
  sense	
  that	
  it	
  can	
  be	
  
used	
  to	
  balance	
  and	
  check	
  the	
  power	
  of	
  those	
  capable	
  
of	
  collecMng	
  data.	
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Ubicomp	
  and	
  Privacy	
  

  Ubicomp	
  is	
  the	
  potenMally	
  inextricable	
  embedding	
  of	
  
networked	
  computaMon	
  into	
  the	
  fabric	
  of	
  society,	
  into	
  the	
  
everyday	
  lives	
  of	
  people.	
  

The	
  Privacy	
  Community	
  

Advocates	
  &	
  
Sociologists	
  

“What	
  makes	
  people	
  
feel	
  uneasy?”	
  

Regulators	
  

“What	
  are	
  the	
  rules	
  
for	
  handling	
  data?”	
  

Engineers	
  

“How	
  do	
  I	
  give	
  control	
  
over	
  informaEon?”	
  

Surveys	
  
Behavior	
  Studies	
  

Security	
  Mechanisms	
  
Interfaces	
  

Fair	
  InformaMon	
  PracMces	
  
LegislaMon	
  &	
  RegulaMon	
  

Key	
  RFID	
  Technology	
  VariaMons	
  

32	
  Kbytes,	
  
UI,	
  Sensors,	
  
LocaMon,	
  
Security,	
  

256	
  Bytes	
  

ID	
  Only	
  

4	
  inches	
   10	
  feet	
   300	
  feet	
  

Read/Write	
  Range	
  

Ta
g	
  
Ca

pa
bi
lit
y	
   …	
  dozens	
  of	
  variaMons	
  …	
  

NFC / 
14443 / 

SmartCards 
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Key	
  Privacy-­‐SensiMve	
  Forms	
  of	
  RFID	
  

•  EPCglobal:	
  	
  ID	
  number,	
  20-­‐foot	
  range	
  
–  For	
  supply	
  chain	
  (pallets	
  and	
  cases)	
  
– What	
  if	
  individual	
  goods	
  are	
  labeled?	
  
–  REAL	
  ID	
  (state	
  drivers	
  licenses)	
  is	
  similar	
  to	
  this	
  

•  NFC:	
  Lots	
  of	
  data,	
  security,	
  2-­‐inch	
  range	
  
–  Payment	
  cards,	
  cell	
  phones	
  
–  Personal	
  data	
  can	
  be	
  involved	
  
–  e-­‐Passport	
  uses	
  NFC,	
  also	
  credit	
  card	
  companies	
  

•  Ac;ve	
  RFID:	
  IdiosyncraMc,	
  300-­‐foot	
  range	
  
–  Person-­‐tracking	
  by	
  employers	
  
–  License	
  plate	
  tracking	
  in	
  UK	
  

Personal	
  Data	
  &	
  Types	
  of	
  “Invasion”	
  

•  Personal	
  IdenMficaMon	
  
–  Details	
  about	
  an	
  individual	
  person	
  
–  Primarily	
  in	
  ID	
  documents	
  /	
  badges	
  /	
  cards	
  
–  Privacy	
  violaMon	
  is	
  “breach”	
  

•  AcMvity	
  Records	
  
–  Accumulated	
  based	
  on	
  pseudonym	
  
–  Primarily	
  in	
  consumer	
  goods	
  
–  Privacy	
  violaMon	
  is	
  “tracking”	
  

PII	
  =	
  Personally	
  IdenMfiable	
  InformaMon	
  

•  Primary	
  category	
  of	
  data	
  protected	
  by	
  “privacy”	
  in	
  US	
  
pracMce	
  

•  Many	
  different	
  definiMons,	
  here’s	
  one:	
  
–  “any	
  piece	
  of	
  informaMon	
  which	
  can	
  potenMally	
  be	
  used	
  to	
  
uniquely	
  idenMfy,	
  contact,	
  or	
  locate	
  a	
  single	
  person”	
  

– Wikipedia	
  says	
  it	
  includes	
  name	
  (if	
  not	
  common),	
  govt.	
  ID	
  #,	
  
phone	
  #,	
  street	
  address,	
  email	
  address,	
  vehicle	
  plate	
  #,	
  face	
  /	
  
biometric,	
  IP	
  address	
  (someMmes)	
  

–  Fairly	
  loose	
  and	
  squishy	
  definiMon	
  
–  Different	
  sources	
  have	
  different	
  definiMons	
  

•  EU	
  “Personal	
  IdenMficaMon”	
  includes	
  more	
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RFID	
  Privacy	
  Breaches	
  

•  Leak	
  of	
  informaMon	
  through	
  radio	
  
•  CollecMng	
  informaMon	
  not	
  authorized	
  
•  Retaining	
  informaMon	
  not	
  authorized	
  
•  Using	
  informaMon	
  in	
  ways	
  not	
  authorized	
  
•  Sending	
  informaMon	
  to	
  third	
  parMes	
  who	
  are	
  not	
  
authorized	
  

•  These	
  apply	
  to	
  all	
  IT	
  systems,	
  not	
  just	
  RFID	
  

RFID	
  Radio	
  Security	
  

•  Security	
  is	
  to	
  protect	
  data	
  from	
  access	
  by	
  
unauthorized	
  parMes	
  

•  Types	
  of	
  akack:	
  

•  Not	
  all	
  systems	
  have	
  adequate	
  security	
  designed	
  in	
  

Tag	
  Authorized	
  
Reader	
  

Eavesdropper	
  Spoofer	
   Tamperer	
  Skimmer	
  

Tracking	
  

•  AcMvity	
  Records	
  based	
  on	
  pseudonym	
  

•  Non-­‐PII	
  Data	
  About	
  Individual	
  
–  New	
  technologies,	
  e.g.,	
  RFID,	
  cell	
  phone	
  produce	
  data	
  about	
  
things	
  in	
  the	
  world	
  

–  You	
  may	
  leave	
  a	
  “trail	
  of	
  breadcrumbs”	
  
–  Based	
  on	
  pseudonym,	
  not	
  personal	
  ID	
  
–  But	
  the	
  object	
  is	
  yours!	
  

•  Actually	
  “trail”	
  ⇒	
  “mountains”	
  
These	
  data	
  mountains	
  are	
  not	
  considered	
  PII	
  



11/15/09	
  

5	
  

“Helen	
  Wears	
  a	
  Hat”	
  

•  Helen	
  buys	
  a	
  hat	
  at	
  store	
  A.	
  
•  The	
  hat	
  contains	
  an	
  RFID	
  tag	
  with	
  a	
  
unique	
  ID	
  number.	
  
–  (Even	
  if	
  encrypted	
  it	
  is	
  unique.)	
  

•  (The	
  store	
  might	
  record	
  purchase	
  
informaMon	
  about	
  Helen,	
  but	
  we	
  will	
  
assume	
  they	
  keep	
  it	
  private.)	
  

•  Helen	
  keeps	
  the	
  RFID	
  tag	
  in	
  the	
  hat	
  
because	
  she	
  has	
  a	
  “smart	
  closet”.	
  

Hat	
  #1	
   Store	
  A	
  

Hat	
  #1	
   Helen	
  

Hat	
  #1	
  

“Helen	
  Wears	
  a	
  Hat”	
  –	
  Chapter	
  2	
  

•  Helen	
  visits	
  store	
  B	
  wearing	
  her	
  hat.	
  	
  
Store	
  B	
  detects	
  it	
  at	
  the	
  door.	
  

•  Helen	
  visits	
  stores	
  C,	
  D,	
  and	
  E,	
  and	
  has	
  
lunch	
  with	
  her	
  friend	
  Suzie	
  who	
  has	
  a	
  
new	
  sweater.	
  

Hat	
  #1	
   Store	
  B	
  

Hat	
  #1	
   Store	
  C	
  
Hat	
  #1	
   Store	
  D	
   Hat	
  #1	
   Store	
  E	
  

Hat	
  #1	
   Cafe	
  

	
  Sweater	
  #9	
   Cafe	
  

Hat	
  #1	
  

Sweater	
  #9	
  

“Helen	
  Wears	
  a	
  Hat”	
  –	
  Chapter	
  3	
  

•  These	
  stores	
  all	
  sell	
  their	
  data	
  to	
  marketer	
  X,	
  who	
  
assembles	
  it	
  and	
  looks	
  for	
  pakerns.	
  	
  This	
  informaMon	
  is	
  
available	
  to	
  businesses,	
  and	
  is	
  discoverable	
  in	
  legal	
  
proceedings.	
  

 Helen’s	
  name	
  and	
  personal	
  data	
  do	
  not	
  appear	
  in	
  the	
  
records.	
  

 The	
  usual	
  “privacy	
  policies”	
  and	
  regulaMons	
  do	
  not	
  
apply	
  to	
  this	
  data!	
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Privacy	
  Breach	
  +	
  Tracking	
  

•  Privacy	
  Breach	
  and	
  Tracking	
  have	
  interacMons:	
  
–  Breach	
  makes	
  it	
  possible	
  to	
  track	
  
–  Tracking	
  +	
  physical	
  presence	
  can	
  lead	
  to	
  a	
  breach	
  
– More	
  tracking	
  makes	
  it	
  easier	
  to	
  mine	
  to	
  create	
  a	
  breach	
  
–  Tracking	
  makes	
  the	
  consequences	
  of	
  a	
  breach	
  more	
  serious	
  

ProtecMng	
  Personal	
  Data	
  

Who	
  does	
  what	
  with	
  your	
  personal	
  data?	
  
•  SancEoned:	
  
–  User’s	
  Understanding	
  
–  Authorized	
  Use	
  
–  “AuthorizaMon	
  Creep”	
  
–  “Third-­‐Party	
  Freedom”	
  

•  Miscreants:	
  
–  “OpportunisMc”	
  
–  “Professional”	
  
–  “Conspiratorial”	
  (=	
  “Organized”)	
  

Privacy	
  Policy	
  
Privacy	
  &

	
  
Security	
  

Best	
  PracMce	
  Guidelines	
  

•  Most	
  experts	
  agree	
  that	
  the	
  primary	
  basis	
  for	
  RFID	
  
privacy	
  policy	
  should	
  be	
  Fair	
  InformaMon	
  PracMces	
  
– Many	
  variants,	
  e.g.,	
  “Safe	
  Harbor”	
  

–  NoMce,	
  Choice,	
  Consent,	
  Security,	
  …	
  
•  This	
  addresses	
  authorized	
  users	
  
•  Not	
  always	
  honored	
  by	
  government	
  
–  IdenMty	
  documents,	
  license	
  plates,	
  etc.	
  

–  Unclear	
  meaning,	
  e.g.	
  what	
  is	
  “consent”?	
  
–  Unclear	
  decision-­‐making	
  process	
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Privacy	
  Policy	
  for	
  PII:	
  Safe	
  Harbor	
  

•  NoMce	
  
•  Choice	
  &	
  Consent	
  
•  Onward	
  Transfer	
  
•  Access	
  
•  Security	
  
•  Data	
  Integrity	
  &	
  Quality	
  
•  Enforcement	
  &	
  Remedy	
  

Good	
  reference:	
  Privacy	
  Best	
  PracEces	
  for	
  Deployment	
  of	
  RFID	
  Technology,	
  
Center	
  for	
  Democracy	
  and	
  Technology,	
  2006.	
  
hkp://www.cdt.org/privacy/20060501rfid-­‐best-­‐pracMces.php	
  

Security	
  Mechanisms	
  

•  Informa;on	
  Security	
  
–  EncrypMon,	
  AuthorizaMon,	
  Dynamic	
  IDs,	
  …	
  

•  Physical	
  Security	
  
–  On/off	
  switches,	
  Foil	
  covers,	
  Short	
  range,	
  …	
  

•  Design	
  Security	
  
–  Opt-­‐in	
  v.	
  opt-­‐out,	
  Default	
  setngs,	
  No	
  PII	
  on	
  tags,	
  …	
  

Resistance	
  to	
  Tracking	
  

•  Proposed	
  “privacy”	
  measures:	
  
–  Clipping	
  (IBM):	
  shorten	
  antenna	
  aOer	
  purchase	
  
–  Killing	
  (EPC):	
  deacMvate	
  tag	
  on	
  command	
  

–  Erase	
  the	
  Serial	
  Number:	
  leave	
  the	
  SKU	
  intact	
  
–  Blocker	
  (RSA):	
  device	
  pretends	
  to	
  be	
  every	
  tag	
  
–  Dynamic	
  ID	
  is	
  a	
  new	
  trend	
  in	
  the	
  RFID	
  literature:	
  tag	
  presents	
  
apparently	
  random	
  ID	
  
•  Cryptographic	
  techniques	
  for	
  generaMng	
  a	
  sequence	
  of	
  ID	
  numbers	
  
that	
  cannot	
  be	
  inverted	
  	
  

•  All	
  of	
  the	
  above	
  have	
  major	
  shortcomings!	
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Where	
  is	
  the	
  AcMon	
  Today?	
  

•  Guidelines:	
  	
  Industry	
  organizaMons,	
  standards	
  bodies,	
  
privacy	
  advocates	
  
–  Center	
  for	
  Democracy	
  and	
  Technology	
  

•  State	
  legislatures	
  in	
  the	
  US	
  
–  CA,	
  IL,	
  WA,	
  NH,	
  AL,	
  …	
  

•  EU,	
  Japan,	
  …	
  

Common	
  Piwalls	
  in	
  Proposed	
  RFID	
  Privacy	
  
RegulaMons	
  &	
  Laws	
  

•  Overbroad	
  definiMon	
  of	
  “RFID”	
  includes	
  cell	
  phones,	
  
laptops,	
  etc.	
  
–  Example:	
  	
  “RFID	
  means	
  electronic	
  devices	
  that	
  broadcast	
  
idenMficaMon	
  number	
  by	
  radio”	
  

•  RegulaMng	
  technology	
  without	
  limiMng	
  data	
  or	
  its	
  use	
  
–  RFID	
  in	
  2006,	
  what	
  will	
  it	
  be	
  in	
  2016?	
  

•  Ban	
  on	
  technology	
  (reduces	
  innovaMon)	
  
–  “No	
  RFID	
  unMl	
  2010”	
  

Policy	
  RecommendaMons	
  

•  Get	
  good	
  technical	
  guidance!	
  
•  Encourage	
  technology	
  development	
  
•  Regulate	
  data	
  and	
  its	
  use,	
  not	
  technology	
  
•  Foster	
  responsible	
  use	
  
•  Codify	
  best	
  pracMces	
  based	
  on	
  FIP	
  
•  Don’t	
  lock	
  in	
  current	
  technologies	
  
•  SensiMve	
  applicaMons	
  need	
  careful	
  planning	
  


