IP(8)

NAME

Linux IP(8)

ip — shav / manipulate routing, devices, paficouting and tunnels

SYNOPSIS

iproute2

ip [ OPTIONS] OBJECT { COMMAND | help }
OBJECT :={ link | addr |route | rule | neigh|tunnel | maddr | mroute | monitor }
OPTIONS := { —V[ersion] | —Htatistics] | —r[esolve] | —f[amily] { inet | inet6 |ipx | dnet | link } |
—o[neling] }
ip link set DEVICE { up |down |arp { on | off } |
promisc{ on | off } |
allmulti { on|off } |
dynamic{ on | off } |
multicast { on | off } |
txqueuelenPACKETS|
name NEWNAME |
addressLLADDR | broadcastLLADDR |
mtu MTU }
ip link show [ DEVICE ]
ip addr { add | del} IFADDR dev STRING

ip addr { show|flush}[ devSTRING ][ scopeSCOPE-ID ][ to PREFIX ][ FLAG-LIST ][ label
PATTERN ]

IFADDR := PREFIX | ADDR peer PREFIX [ broadcastADDR ] [ anycastADDR ][ label STRING ][
SCopeSCOPE-ID ]

SCOPE-ID :=[ host|link | global | NUMBER ]

FLAG-LIST :=[ FLAG-LIST ] FLAG

FLAG :=[ permanent| dynamic | secondary| primary |tentative | deprecated)]
ip route { list | flush} SELECTOR

ip route get ADDRESS [ from ADDRESSIif STRING ][ oif STRING ] [ tos TOS]
ip route { add | del | change| append| replace| monitor } ROUTE

SELECTOR :=[root PREFIX ] [ match PREFIX ] [ exactPREFIX ] [ table TABLE_ID ][ proto
RTPROTO | [ type TYPE ] [ scopeSCOPE ]

ROUTE := NODE_SPEC [ INFO_SPEC]

NODE_SPEC := [ TYPE ] PREFIX [ tos TOS] [ table TABLE_ID ] [ proto RTPROTO ] [ scopeSCOPE ]
[ metric METRIC ]

INFO_SPEC := NH OPTIONSFLAGS|[ nexthopNH ] ...

17January 2002 1



IP(8) Linux IP(8)

NH :=[ via ADDRESS] [ dev STRING ] [ weight NUMBER ] NHFLAGS

OPTIONS := FLAGS[ mtu NUMBER] [ advmssNUMBER] [ rtt NUMBER] [ rttvar NUMBER ] [ win-
dow NUMBER] [ cwnd NUMBER] [ initcwnd NUMBER] [ ssthreshREALM ] [
realms REALM ]

TYPE :=[ unicast| local | broadcast| multicast | thr ow | unreachable| prohibit | blackhole | nat ]

TABLE_ID :=[local| main | default | all | NUMBER]

SCOPE :=[ host| link | global | NUMBER]

FLAGS := [ equalize]

NHFLAGS := [ onlink | pervasive]

RTPROTO :=[ kernel | boot | static | NUMBER ]

ip rule [list |add |del]|flush] SELECTORACTION

SFLECTOR :=[ from PREFIX ][ to PREFIX ][ tosTOS] [ fwmark FWMARK ][ devSTRING ][ pref
NUMBER]

ACTION :=[table TABLE_ID ] [ nat ADDRESS] [ prohibit | reject |unreachable] [ realms
[SRCREALM/]DSTREALM ]

TABLE_ID :=[local | main | default | NUMBER ]

ip neigh { add | del | change| replace}{ ADDR] lladdr LLADDR][ nud { permanent| noarp | stale|
reachable}] | proxy ADDR}[ devDEV ]

ip neigh { show|flush}[ to PREFIX ][ devDEV ][ nud STATE ]
ip tunnel { add | change| del | show} [ NAME ]
[ mode{ ipip | gre|sit}]
[ remote ADDR] [ local ADDR]
[[ilo]seq] [[ilo]key KEY ] [[iloJcsum] ]
[ttl TTL ][ tos TOS][ [ ho]pmtudisc ]
[ devPHYS DEV ]
ADDR :={ IP_ADDRESS | any }
TOS :={ NUMBER | inherit }
TTL :={ 1..255 | inherit }
KEY := { DOTTED_QUAD | NUMBER}
ip maddr [ add | del] MULTIADDR dev STRING
ip maddr show|[ dev STRING ]

ip mroute show[ PREFIX ][ from PREFIX ][ iif DEVICE ]
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ip monitor [ all | LISTOfOBJECTS]

OPTIONS
-V, -Version
print the version of thg utility and exit.

—s, —stats —statistics
output more information.If the option appears twice or more, the amount of information
increases. Asa rule, the information is statistics or some time values.

—f, —family
followed by protocol family identifierinet, inet6 or link ,enforce the protocol family to uséf
the option is not present, the protocairily is guessed from othergaments. Ifthe rest of the
command line does notwg enough information to guess thaniily, ip falls back to the deifult
one, usuallynet or any. link is a specialdmily identifier meaning that no networking protocol is

involved.
-4 shortcut for-family inet.
-6 shortcut for-family inet6.
-0 shortcut for-family link .
-0, —oneline

output each record on a single line, replacing line feeds withi ttiearacterThis is corenient
when you want to count records wiklt(1)
or togrep(1) the output.

-r, —resolve
use the systerm’mame resolver to print DNS names instead of host addresses.

IP - COMMAND SYNTAX
OBJECT
link - network device.

address

- protocol (IP or IPv6) address on a device.
neighbour

- ARP or NDISC cache entry.
route - routing table entry.

rule - rule in routing poliy database.

maddress
- multicast address.
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mroute - multicast routing cache entry.
tunnel - tunnel wer IP.

The names of all objects may be written in full or ablated form, f.e.addressis abbreviated aaddr or
justa.

COMMAND
Specifies the action to perform on the object. The set of possible actions depends on the object type. As a
rule, it is possible tadd, deleteandshow (or list ) objects, but some objects do not alldl of these oper
ations or hge me additional commanddihe help command is eilable for all objects. It prints out a
list of available commands and argument syntaxveotions.

If no command is gen, some default command is assumedually it islist or, if the objects of this class
cannot be listechelp.

ip link - network device configuration
link is a network device and the corresponding commands display and change the state of devices.

ip link set - change device attributes
dev NAME (default)
NAME specifies network device to operate on.

up anddown
change the state of the devicdJ® or DOWN.

arp on or arp off
change th&lOARP flag on the device.

multicast on or multicast off
change th&¢ULTICAST flag on the device.

dynamic onor dynamic off
change th®YNAMIC flag on the device.

nameNAME
change the name of thewilee. Thisoperation is not recommended if thevide is running or has
some addresses already configured.

txqueuelenNUMBER
txglen NUMBER

change the transmit queue length of the device.

mtu NUMBER
change theVITU of the device.

addressLLADDRESS
change the station address of the interface.
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broadcastLLADDRESS
brd LLADDRESS

peer LLADDRESS
change the link layer broadcast address or the peer address when the int&@OEGPOINT.

Warning: If multiple parameter changes are requesiedborts immediately after grof the changes va
failed. Thisis the only case wheip can mwae the system to an unpredictable state. The solution is to
avad changing seeral parameters with onip link set call.

ip link show - display device attributes
dev NAME (default)
NAME specifies the network device to sholf this argument is omitted all devices are listed.

up only display running interfaces.

ip address - protocol address management.
Theaddressis a protocol (IP or IPv6) address attached to a netwasikele Eachdevice must hee & least
one address to use the corresponding protocol. It is possibledadvaral different addresses attached to
one deice. Theseaddresses are not discriminated, so that the #diam is not quite appropriate for them
and we do not use it in this document.

Theip addr command displays addresses and their properties, addxideesses and deletes old ones.

ip address add - add new protocol address.
devNAME
the name of the device to add the address to.

local ADDRESS (default)
the address of the interface. The format of the address depends on the protocol. It is a dotted quad
for IP and a sequence of hexadecimal halfwords separated by colons forTiRv&DDRESS
may be followed by a slash and a decimal number which encodes the network prefix length.

peer ADDRESS
the address of the remote endpoint for pointopoint iated. Agin, the ADDRESS may be fol-
lowed by a slash and a decimal numleacoding the network prefix length. If a peer address is
specified, the local address cannotena pefix length. The netark prefix is associated with the
peer rather than with the local address.

broadcastADDRESS
the broadcast address on the interface.

It is possible to use the special symbelsand’-" instead of the broadcast address. In this case,
the broadcast address is ded by =tting/resetting the host bits of the interface prefix.

label NAME
Each address may be tagged with a label string. In order to presempatibility with Linux-2.0
net aliases, this string must coincide with the name of the device or must be prefixed with the
device name followed by colon.
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scopeSCOPE_VALUE
the scope of the area where this addressaigl.v The available scopes are listed in file
[etcliproute2/rt_scopes Predefined scope values are:
global - the address is globally valid.
site - (IPv6 only) the address is site local, i.e. it is valid inside this site.

link - the address is link local, i.e. it is valid only on this device.

host- the address is valid only inside this host.

ip address delete - delete protocol address
Arguments: coincide with the gyuments oip addr add. The device name is a requiredyament. The
rest are optional. If no arguments areepi, the first address is deleted.

ip address shav - look at protocol addresses
dev NAME (default)
name of device.

scopeSCOPE_VAL
only list addresses with this scope.

to PREFIX
only list addresses matching this prefix.

label PATTERN
only list addresses with labels matching BFAd TERN. PATTERN is a usual shell style pattern.

dynamic andpermanent
(IPv6 only) only list addresses installed due to stateless address configuration or only list perma-
nent (not dynamic) addresses.

tentative
(IPv6 only) only list addresses which did not pass duplicate address detection.

deprecated
(IPv6 only) only list deprecated addresses.

primary andsecondary
only list primary (or secondary) addresses.

ip address flush - flush protocol addresses
This command flushes the protocol addresses selected by some criteria.

This command has the same argumentshas. The difference is that it does not run when nguaments
are gven.

Warning: This command (and oth@ush commands described below) is pretty dangerous. If yoteraak
mistake, it will not forgie it, but will cruelly purge all the addresses.
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With the-statistics option, the command becomesrbose. It prints out the number of deleted addresses
and the number of rounds made to flush the addresdflitis option is gven twice, ip addr flush also
dumps all the deleted addresses in the format described in the previous subsection.

ip neighbour - neighbour/amp tables management.
neighbour objects establish bindings between protocol addresses and link layer addresses for hosts sharing
the same link. Neighbour entries arg@anized into tables. The IPv4 neighbour table isvikmdoy another
name - the ARP table.

The corresponding commands display neighbour bindings and their propertieswadeigigour entries
and delete old ones.

ip neighbour add - add a new neighbour entry
ip neighbour change - change an existing entry
ip neighbour replace - add a new entry or change an existing one
These commands createaneeighbour records or update existing ones.

to ADDRESS (default)
the protocol address of the neighhduis ether an IPv4 or IPv6 address.

devNAME
the interface to which this neighbour is attached.

lladdr LLADDRESS
the link layer address of the neighbolit ADDRESS can also baull.

nud NUD_STATE
the state of the neighbour entmyud is an abbreviation for 'Neigh bour Unreachability Detection’.
The state can takone of the following values:
permanent - the neighbour entry is valid forer and can be only be renied
administratvely.

noarp - the neighbour entry is valid. No attempts &didate this entry will be
made but it can be remed when its lifetime expires.

reachable- the neighbour entry is valid until the reachability timeouygiees.

stale - the neighbour entry is valid but suspicious. This optiofptaeigh
does not change the neighbour state if it wakdvand the address is not
changed by this command.

ip neighbour delete - delete a neighbour entry
This command welidates a neighbour entry.

The arguments are the same as vgtheigh add except thatladdr andnud are ignored.
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Warning: Attempts to delete or manually changaaarp entry created by the kernel may result in unpre-
dictable behaour. Particularly, the kernel may try to resavhis addresswen on aNOARP interface or if
the address is multicast or broadcast.

ip neighbour show - list neighbour entries
This commands displays neighbour tables.

to ADDRESS (default)
the prefix selecting the neighbours to list.

devNAME
only list the neighbours attached to this device.

unused only list neighbours which are not currently in use.

nud NUD_STATE
only list neighbour entries in this stat®dNUD_STATE takes values listed bel or the special
value all which means all statesl'his option may occur more than once. If this option is absent,
ip lists all entries except faroneandnoarp.

ip neighbour flush - flush neighbour entries
This command flushes neighbour tables, selecting entries to flush by some criteria.

This command has the samgamnents ashov. The differences are that it does not run when go-ar
ments are gen, and that the default neighbour states to be flushed do not ipgudanentandnoarp.

With the-statistics option, the command becomearose. liprints out the number of deleted neighbours
and the number of rounds made to flush the neighbour table. If the optiamrisvgice, ip neigh flush
also dumps all the deleted neighbours.

ip route - routing table management
Manipulate route entries in the kernel routing tablespkinformation about paths to other netived
nodes.

Route types:
unicast - the route entry describes real paths to the destinatioresecbby the route

prefix.

unreachable- these destinations are unreachalfeckets are discarded and the ICMP
messagéhost unreachable is generated. The local senders getEMiOSTUNREACH
error.

blackhole - these destinations are unreachalReckets are discarded silentlyThe
local senders get e NVAL error.

prohibit - these destinations are unreachalReckets are discarded and the ICMP
messagecommunication administratively prohibited is generated. The local senders
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get anEACCES error.

local - the destinations are assigned to this host. Theepacke looped back and
delivered locally.

broadcast - the destinations are broadcast addresses. The packets are sent as link
broadcasts.

throw - a gecial control route used together with pylicles. If such a route is
selected, lookup in this table is terminated pretending that no rastéownd. Without
policy routing it is equialent to the absence of the route in the routing table. The pack-
ets are dropped and the ICMP messageinreachable is generated. The local senders
get anENETUNREACH error.

nat - a ecial NAT route. Destinationgovered by the prefix are considered to be
dummy (or external) addresses which require translation to real (or internal) ones
before forvarding. Theaddresses to translate to are selected with theua#idarn -

ing: Route MT is no bnger supported in Linux 2.6.

via.

anycast- not implemented the destinations aranycast addresses assigned to this host.
They are mainly equialent to local with one difference: such addresses anslid
when used as the source address gpfpacket.

multicast - a Pecial type used for multicast routing. It is not present in normal routing
tables.

Route tables:Linux-2.x can pack routes into\sal routing tables identified by a number in the range
from 1 to 255 or by name from the filetc/iproute2/rt_tables maintable (ID 254) and the kernel only
uses this table when calculating routes.

Actually, one other table alays exists, which is invisible buven more important. It is théocal table (ID
255). Thistable consists of routes for local and broadcast addresses. The kernel maintains this table auto-
matically and the administrator usually need not modify itvvenéook at it.

The multiple routing tables enter the game whelicy routing is used.

ip route add - add new route
ip route change - change route
ip route replace - change or add new one

iproute2

to TYPE PREFIX (default)
the destination prefix of the routdf. TYPE is omitted,ip assumes typanicast Other values of
TYPE are listed abee. PREFIX is an IP or IPv6 address optionally falled by a slash and the
prefix length. If the length of the prefix is missingp assumes a full-length host route. There is
also a specidPREFIX default - which is equialent to IPO/0 or to IPv6::/0.
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tos TOS

dsfield TOS
the Type Of Service (TOS)kk This key has no associated mask and the longest match is-under
stood as: First, compare th®©3% of the route and of the patk If they are not equal, then the
paclet may still match a route with a zer®@$. TOS is either an 8 bit headecimal number or an
identifier from/etc/iproute2/rt_dsfield.

metric NUMBER

preferenceNUMBER
the preference value of the routllUMBER is an arbitrary 32bit number.

table TABLEID
the table to add this route toTABLEID may be a number or a string from the file
letcliproute2/rt_tables If this parameter is omitted) assumes thenain table, with the xcep-
tion of local , broadcastandnat routes, which are put into thecal table by default.

devNAME
the output device name.

via ADDRESS
the address of the nexthop routérctually, the sense of this field depends on the route tfjue.
normalunicastroutes it is either the true next hop routeribit is a direct route installed in BSD
compatibility mode, it can be a local address of the iatexf for NAT routes it is the first address
of the block of translated IP destinations.

src ADDRESS
the source address to prefer when sending to the destinatienedby the route prefix.

realm REALMID
the realm to which this route is assignedREALMID may be a number or a string from the file
/etcliproute2/rt_realms.

mtu MTU

mtu lock MTU
the MTU along the path to the destination. If the modifdek is not used, the MTU may be
updated by the kernel due to Path MTU Diszg. If the modifiedock is used, no path MTU dis-
covery will be tried, all packets will be sent without the DF bit in IPv4 case or fragmented to MTU
for IPV6.

window NUMBER
the maximal windar for TCP to adertise to these destinations, measured in bytes. It limits maxi-
mal data bursts that our TCP peers are allowed to send to us.

rtt NUMBER
the initial RTT ('Round Trip Time’) estimate.

rttvar NUMBER (2.3.15+ only)
the initial RTT variance estimate.
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ssthreshNUMBER (2.3.15+ only)
an estimate for the initial shostart threshold.

cwnd NUMBER (2.3.15+ only)
the clamp for congestion windo It is ignored if thdock flag is not used.

initcwnd NUMBER
The maximum initial congestion windo(cwnd) size in MSS of a TCP connection.

advmssNUMBER (2.3.15+ only)
the MSS ('Maximal Segment Size’) to advertise to these destinations when establishing TCP con-
nections. Ifit is not given, Linux uses a default value calculated from the first hop device MTU.
(If the path to these destination is asymmetric, this guess may be wrong.)

reordering NUMBER (2.3.15+ only)
Maximal reordering on the path to this destination. If it is ne#&giLinux uses the value selected
with sysctlvariable net/ipv4/tcp_reordering.

nexthop NEXTHOP

the nexthop of a multipath routdlEXTHOP is a complg& value with its own syntax similar to the
top level argument lists:

via ADDRESS- is the nexthop router.

dev NAME - is the output device.

weight NUMBER - is a weight for this element of a multipath route reflecting
its relatve bandwidth or quality.

scopeSCOPE_VAL
the scope of the destinationsvered by the route prefix SCOPE_VAL may be a number or a
string from the filgetc/iproute2/rt_scopes If this parameter is omitteh assumes scopgobal

for all gatavayed unicast routes, scopdéink for direct unicast and broadcast routes and scope
hostfor local routes.

protocol RTPROTO
the routing protocol identifier of this routdRTPROTO may be a number or a string from the file
/etcliproute2/rt_protos. If the routing protocol ID is not gén, ip assumes protocol boofi.e. it
assumes the route was added by someone who toederstand what tlyeare doing). Several
protocol values hae a fked interpretation. Namely:

redirect - the route was installed due to an ICMP redirect.

kernel - the route was installed by the kernel during autoconfiguration.

boot - the route was installed during the bootup sequence. If a routing dae-
mon starts, it will purge all of them.
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static - the route was installed by the administrator verode dynamic rout-
ing. Routing daemon will respect them and, prohaddgn advertise them to
its peers.

ra - the route was installed by Router Digexy protocol.

The rest of the values are not regghand the administrator is free to assign (or not to assign) pro-
tocol tags.

onlink pretend that the nexthop is directly attached to this limén & it does not match gninterface
prefix.

equalize
allow paclet by packet randomization on multipath routédthout this modifierthe route will be
frozen to one selected nexthop, so that load splitting will only occur efiopebase. equalize
only works if the kernel is patched.

ip route delete - delete route
ip route del has the same argumentsi@soute add, but their semantics are a bit different.

Key values (o, tos, preferenceandtable) select the route to delete. If optional attributes are pregent,
verifies that thg coincide with the attribtes of the route to delete. If no route with theegikey and
attributes was foundp route del fails.

ip route show - list routes
the command displays the contents of the routing tables or the route(s) selected by some criteria.

to SELECTOR (default)
only select routes from thevgh range of destinationsSELECTOR consists of an optional modi-
fier (root, match or exac) and a prefix.root PREFIX selects routes with prefixes not shorter than
PREFIX. Fe. root 0/0 selects the entire routing tablenatch PREFIX selects routes with pre-
fixes not longer thaRREFIX. Fe. match 10.0/16 selects10.0/16, 10/8 and 0/0, but it does not
select10.1/16 and10.0.0/24. And exact PREFIX (or justPREFIX) selects routes with thisxact
prefix. If neither of these options are presgmgissumesoot 0/0i.e. it lists the entire table.

tos TOS
dsfield TOS only select routes with thevgin TOS.

table TABLEID
shawv the routes from this table(s). The default setting is tevdhblemain TABLEID may either
be the ID of a real table or one of the special values:

all - list all of the tables.

cache- dump the routing cache.
cloned

cached list cloned routes i.e. routes which were dynamically forked from other routes because some route
attribute (f.e. MTU) was updated. Actuallyis equivalent totable cache
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from SELECTOR
the same syntax as ftw, but it binds the source address range rather than destinations. Note that
thefrom option only works with cloned routes.

protocol RTPROTO
only list routes of this protocol.

scopeSCOPE_VAL
only list routes with this scope.

type TYPE
only list routes of this type.

devNAME
only list routes going via this device.

via PREFIX
only list routes going via the nexthop routers selecteBREFIX.

src PREFIX
only list routes with preferred source addresses select®tRBl1X.

realm REALMID

realms FROMREALM/TOREALM
only list routes with these realms.

ip route flush - flush routing tables

this command flushes routes selected by some criteria.

The arguments e the same syntax and semantics as the argumeiggaite show, but routing tables
are not listed but pged. Theonly difference is the default actioshowdumps all the IP main routing ta-
ble butflush prints the helper page.

With the-statistics option, the command becomes verbose. It prints out the number of deleted routes and
the number of rounds made to flush the routing table. If the optiowes twiice, ip route flush also dumps
all the deleted routes in the format described in the previous subsection.

ip route get - get a single route

iproute2

this command gets a single route to a destination and prints its contents exactly as the kernel sees it.

to ADDRESS (default)
the destination address.

from ADDRESS
the source address.
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tos TOS

dsfield TOS
the Type Of Service.

if NAME
the device from which this packet is expected tovarri

oif NAME
force the output device on which this packet will be routed.

connected
if no source address (optidrom) was gven, relookup the route with the source set to the pre-
ferred address reaeid from the first lookup.If policy routing is used, it may be a different route.

Note that this operation is not egalent toip route shonv. showshavs eisting routes.getresoles them
and creates meclones if necessaryEssentiallygetis equvaent to sending a packet along this path. If the
iif agument is not gen, the kernel creates a route to output packetsrtts the requested destination.
This is equialent to pinging the destination with a subsequpnbute Is cache howeve, no paclkets are
actually sent. With theiif argument, the &rnel pretends that a packet eed from this interface and
searches for a path to forward the packet.

ip rule - routing policy database management
Rules in the routing polig database control the route selection algorithm.

Classic routing algorithms used in the Internet enakiting decisions based only on the destination address
of packets (and in theqrigut not in practice, on the TOS field).

In some circumstances weant to route packets differently depending not only on destination addresses,
but also on other packet fields: source address, IP protocol, transport protocol paes packet payload.
This task is called 'policrouting’.

To lve this task, the carentional destination based routing table, ordered according to the longest match
rule, is replaced with a 'routing polidatabase’ (or RPDB), which selects routes Xscating some set of
rules.

Each polig routing rule consists of selectorand amaction predicate. The RPDB is scanned in the order

of increasing priorityThe selector of each rule is applied to {source address, destination address, incoming
interface, tos, fwmark} and, if the selector matches the gtatke action is performed. The action predi-
cate may return with success. In this case, it will eithee gi pute or failure indication and the RPDB
lookup is terminated. Otherwise, the RPDB program continues on the next rule.

Semanticallynatural action is to select the nexthop and the output device.
At startup time the kernel configures the default RPDB consisting of three rules:

1. Priority: 0, Selector: match anything, Action: lookup routing tdbtal (ID 255). Thelocal table
is a special routing table containing high priority control routes for local and broadcast addresses.

Rule 0 is special. It cannot be deleted warndden.
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2. Priority: 32766, Selector: match anything, Action: lookup routing tatdén (ID 254). The main
table is the normal routing table containing all nhon-golmutes. This rule may be deleted and/or
overridden with other ones by the administrator.

3. Priority: 32767, Selector: match anything, Action: lookup routing talgéult (ID 253). The
default table is empty It is resened for some post-processing if no previous default rules selected
the packt. Thisrule may also be deleted.

Each RPDB entry has additional attribs. Fe. each rule has a pointer to some routing tahl&T and
masquerading rules Y& an dtribute to select v IP address to translate/masquerade. Besides that, rules
have sme optional attributes, which routesrBanamelyrealms. These values do noverride those con-
tained in the routing tables. There only used if the route did not selecy attributes.

The RPDB may contain rules of the following types:

unicast - the rule prescribes to return the route found in the routing table referenced by
the rule.

blackhole - the rule prescribes to silently drop the packet.
unreachable- the rule prescribes to generate a 'Network is unreachable’ error.

prohibit - the rule prescribes to generate 'Communication is adminis#iaprohib-
ited’ error.

nat - the rule prescribes to translate the source address of the IP packet into some other
value.

ip rule add - insert a new rule
ip rule delete - delete a rule
type TYPE (default)
the type of this rule. The list of valid types wageagiin the previous subsection.

from PREFIX
select the source prefix to match.

to PREFIX
select the destination prefix to match.

if NAME
select the incoming device to matcli.the interface is loopback, the rule only matches peck
originating from this host.This means that you may create separate routing tables foarftad/
and local packets and, hence, completely setgahem.

tos TOS

dsfield TOS
select the TOS value to match.
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fwmark MARK
select thdwmark value to match.

priority PREFERENCE
the priority of this rule. Each rule shouldusaan explicitly setunique priority value.

table TABLEID
the routing table identifier to lookup if the rule selector matches.

realms FROM/TO

Realms to select if the rule matched and the routing table lookup succdeel@dTO is only
used if the route did not selectyarealm.

nat ADDRESS
The base of the IP address block to translate (for source addreBsegYDDRESS may be either
the start of the block of AI' addresses (selected byAN routes) or a local host address (vere
zero). Inthe last case the router does not translate theepmchut masquerades them to this
address.

Warning: Changes to the RPDB made with these commands do not becoweeiraotediately.
It is assumed that after a script finishes a batch of updates, it flushes the routing cadghe with
route flush cache

ip rule flush - also dumps all the deleted rules.
This command has no arguments.

ip rule show - list rules
This command has no arguments.

ip maddress - multicast addresses management
maddressobjects are multicast addresses.

ip maddress shev - list multicast addresses
dev NAME (default)
the device name.

ip maddress add - add a multicast address

ip maddress delete - delete a multicast address
these commands attach/detach a static link layer multicast address to listen on teeintdotehat it is
impossible to join protocol multicast groups staticallyiis command only manages link layer addresses.

addressLLADDRESS (default)
the link layer multicast address.

devNAME
the device to join/lea this multicast address.

ip mroute - multicast routing cache management

mroute objects are multicast routing cache entries created by a wsemieuting daemon (f.epimd or
mrouted ).
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Due to the limitations of the current interface to the multicast routing engine, it is impossible to change
mroute objects administrately, so we nay only display them.This limitation will be remweed in the
future.

ip mroute show - list mroute cache entries
to PREFIX (default)
the prefix selecting the destination multicast addresses to list.

if NAME
the interface on which multicast packets are rexki

from PREFIX
the prefix selecting the IP source addresses of the multicast route.

ip tunnel - tunnel configuration
tunnel objects are tunnels, encapsulating packets in IPv4 packets and then sendingethbeI® infras-
tructure.

ip tunnel add - add a new tunnel
ip tunnel change - change an existing tunnel
ip tunnel delete - destroy a tunnel
name NAME (default)
select the tunnel device name.

mode MODE
set the tunnel mode. Three modes are currentyadle: ipip, sit andgre.

remote ADDRESS
set the remote endpoint of the tunnel.

local ADDRESS
set the fixed local address for tunneled pask Itmust be an address on another interface of this
host.

ttt N set a fixed TTLN on tunneled paaks. N is a number in the range 1--255. 0 is a speahles
meaning that packets inherit the TTalwe. Thedefault value isinherit.

tosT

dsfield T
set a fixed TOS on tunneled paaks. Thedefault value isinherit.

devNAME
bind the tunnel to the diee NAME so that tunneled packets will only be routed via thigage
and will not be able to escape to another device when the route to endpoint changes.

nopmtudisc
disable Path MTU Disa@ry on this tunnel. It is enabled by deft. Notethat a fixed ttl is
incompatible with this option: tunnelling with a fixed tthalys makes pmtu diswery.
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key K
ikey K

okeyK (only GRE tunnels) use leyed GRE with ky K. K is either a number or an IP addres® ldot-
ted quad.Thekey parameter sets thek o use in both directionsTheikey andokey parameters
set different kys for input and output.

csum, icsum, ocsum
(only GRE tunnels) generate/require checksums for tunneled ptck Theocsumflag calcu-
lates checksums for outgoing patk Thecsum flag requires that all input packetsvhahe cor
rect checksum. Thesumflag is equialent to the combinatioitcsum ocsum

seq iseq, 0seq
( only GRE tunnels) serialize packts. Theoseqflag enables sequencing of outgoing sk
Theiseqflag requires that all input packets are serialiZEde seqflag is equialent to the combi-
nationiseq oseq It isn't work. Don'’t use it.

ip tunnel show - list tunnels
This command has no arguments.

ip monitor and rtmon - state monitoring
Theip utility can monitor the state of devices, addresses and routes continudlisypption has a slightly
different format. Namely the monitor command is the first in the command line and then the object list
follows:

ip monitor [ all | LISTOfOBJECTS]

OBJECT-LIST is the list of object types that weant to monitor It may containlink , addressandroute.
If no file agument is gien, ip opens RNETLINK, listens on it and dumps state changes in the format
described in previous sections.

If a file name is gien, it does not listen on RTNETLINKubopens the file containing RTNETLINK mes-
sages szd in binary format and dumps them. Such a history file can be generated witmtre utility.
This utility has a command line syntax similaripomonitor. ldeally,rtmon should be started before the
first network configuration command is issued. F.e. if you insert:

rtmon file /var/log/rtmon.log

in a startup script, you will be able to wi¢he full history later.

Certainly it is possible to starttmon at ary time. It prepends the history with the state snapshot dumped
at the moment of starting.

HISTORY
ip was written by Alexey N. Kuznetse and added in Linux 2.2.

SEE ALSO
tc(8)
IP Command referendp-cref.ps
IP tunneldp-cref.ps
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