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(a) Location in CKSG

Simulation Parameter Values
maximum power of the source node 10mW

maximum power of the relay IoT node 100mW
variance of the noise ( 2 10# 8

path loss of the static Rayleigh channel 2
transmission bandwidth W 1 (Normalization)

gain per unit of secrecy capacity " 0.01
unit cost of transmission power ci 0.01

secrecy capacity constraint in CKSG 0.01bit/s/Hz
supreme secrecy capacity in CUSG 1bit/s/Hz

(b) System Parameters in Simulation
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(c) Location in Dataset

Fig. 2: System Settings
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Fig. 3: Security Performance in CKSG
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Fig. 4: Comparison between SSSR and SSMR in CUSG

2) Experiment Setting: We use the data from 54 sensors
deployed in the Intel Berkeley Research lab [33] as shown
in Fig. 2c. These sensors collect timestamped topology infor-
mation, along with humidity, temperature, light and voltage
values once every 31 seconds. We consider one of the circles
surrounded by 26 nodes (No.3, No.6, and No.10-33). In
addition, we assume there is a destination node D located
at the center of the circle (10m, 15m). An eavesdropper E
(12m, 18m) near the destination node attempts to intercept
the sensed data information from all the source nodes.

C. Security Performance in CKSG

The secrecy capacity performance in the CKSG simula-
tion is demonstrated in Fig.3, where ‘x-coordinate’ and ‘y-
coordinate’ in Fig.3a and Fig. 3b denote the location of
relay nodes. The ‘Distance’ represents the horizontal location
difference between the source node S1 and relay nodes. For
SSSR (S1, R2, D and E) scenario, S1 is fixed and R2 is
moving in the red area in Fig.2a. For SSMR (S1, R1, R2, D
and E) scenario, a new relay IoT node R1 is introduced, which
is fixed at the location (50m, 0m). Extending to MSMR (S1,
S2, R1, R2, D and E) scenario, the source node S2 is added
and fixed at the location (0m, 50m).

1) Effect of Multiple Relay Nodes: The location of R2 has
a strong effect on the secrecy capacity as shown in Fig.3a and

Fig.3b. Particularly, when R2 is near the destination node, the
secrecy capacity is largely improved. This is because the power
gain ratio between the relay-destination link and the relay-
eavesdropper link increases as R2 moves to the destination
node. Besides, the comparison between Fig.3a and Fig.3b
demonstrates that the introduction of R1 increases the total
secrecy capacity. Since R1 close to the destination node D
instead of the eavesdropper E, it can help forward the data
from S1 while preventing it from being intercepted by the
eavesdropper. The security performance is improved.

2) Effect of Multiple Source Nodes: Fig.3c compares the
secrecy capacity performance under the SSMR and MSMR
scenarios. When the relay node R2 moves from the source
node to the destination node, the power gain radio between
the S2-R2-D link and the the S2-R2-E link becomes larger.
The introduction of the new source node S2 improves the total
secrecy capacity as shown in Fig.3c.

3) Main-to-Eavesdropper Link Ratio Effect: We draw the
relationship between the utility of the source node and the
power gain ratio in SSMR scenario in Fig.3d, where y-
coordinate of the relay node R2 is assumed to be 0. In Fig.3d,
the power gain ratio ✓ brings a positive effect to the source
node utility. When ✓ & 1, the utility of the source node keeps
0, which shows that the relay selection in the CKS game is
infeasible. In addition, the source node’s utility is still 0 even
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Fig. 6: Experimental Results

if ✓ > 1. Since the source node has to purchase the power
from each relay node, it has to get a larger secrecy capacity
in order to ensure its utility. In contrast to that in Fig.3b, the
source node’s utility gets maximized when R2 is in the middle
of the source and destination node. When R2 is near to the
destination node, it uses less power to forward the data. To get
more benefits, R2 requests a higher unit price, which decreases
the utility of the source node. When R2 is near the source
node, it has to use more power for transmission. According to
Eq.(15), the source node’s utility is thus decreased.

D. Utility Performance in CUSG

In this subsection, we demonstrate the utility performance
for both the source and relays nodes in CUSG. In particular,
we keep the location of S1, D and E while changing the loca-
tion of S2 and R1 to (0m, 25m) and (50m, 25m), respectively,
in both SSMR (S1, R1, R2, D and E) and MSMR (S1, S2,
R1, R2, D and E) scenarios. Meanwhile, we suppose R1 in
SSSR (S1, R1, D and E) scenario and R2 in other scenarios
are moving from (20m, 25m) to (80m, 25m) in a straight line
to see the changes on the price, power and utility of both
source and relay nodes.

1) Effect of Multiple Relay Nodes: Fig.4 compares the
performance in all ways between SSSR and SSMR scenarios.
Particularly, we show the effect brought by the moving relay
node R2 in SSMR scenarios. Specifically, due to competition,
introducing a new relay IoT node lowers the power unit price
obviously as shown in Fig.4a. In the SSSR scenario, the source
node purchases a smaller amount of power from the relay IoT
node since the power is too expensive. Whereas in the SSMR
and MSMR scenarios, the low power unit price stimulates the
source nodes to purchase more power. Meanwhile, the relay
IoT nodes can use their power to forward the data from the
source nodes as much as possible as shown in Fig.4b. As a
result, the power unit price and power quantity co-determine
the utility of the source and relay nodes shown in Fig.4c and

Fig.4d, where the introduction of the relay nodes increases the
utility of source nodes and brings a slightly negative effect on
other relay IoT nodes.

2) Mutual Effect among Relay Nodes: We mainly consider
the SSMR scenarios, where R1 is fixed at (50m, 25m) and
R2 is moving. When R2 is close to S1, it uses more power to
forward the S1’s data. Thus, a low power unit price is enough
to get a high utility for R2. Since S1 buys less power from
R1, R1 has to increase its unit price to maximize its utility.
However, as R2 is moving far away from S1, it sells less
power to S1. R2 has to increase the power unit price. Seeing
that R2 increases its unit price, R1 also increases its own price
as shown in Fig.5a. As a result, both R1’ power unit price and
the power quantity sold to S1 change even if it does not move
as reflected in Fig.5a and Fig.5b. Obviously, the utility of R2

is increasing when it is close to S1 while becoming less as
it is moving to D as shown in Fig.5c. Given less power and
more unit price, the utility of the source node decreases as
demonstrated in Fig.5d.

3) Effect of Multiple Source Nodes: The performance in
all ways between SSMR and MSMR scenarios is compared
in Fig.5, where Fig.5a and Fig. 5b show the changes of power
unit price and quantity when introducing a new source node
S2. Suppose each relay node has enough harvested energy to
forward the source nodes’ data. Compared to the distance to
S1, R2 is always close to S2. R2 sells more power to S2

than to S1. As R2 continues moving, such distance difference
becomes less. The power sold to S1 and S2 is almost the same.
That is why the power quantity sold to S1 and S2 is similar for
R1. With more source nodes, the competition between relay
IoT nodes becomes more fierce. Both relay nodes would like
to sell more power to source nodes, which benefits source
nodes’ utilities. As shown in Fig.5d, the utility of each source
node is more in MSMR scenario compared to that in SSMR
scenario. Since each relay node sells more power with almost
the same unit price, they get more utilities as shown in Fig.5c.



E. Real-world Experimental Results
To show the performance of CKSG and CUSG, we conduct

the experiment using real-world dataset as shown in Fig.6.
We first verify the effect brought by multiple relay IoT nodes
in CKSG. The total secrecy capacity of all the 26 partici-
pating source nodes is illustrated in Fig.6a. Obviously, the
introduction of more relay nodes indeed improves the security
performance when the wire-tap link CSI is known. Note that
we assume at most 10 relay IoT nodes help forward data.
With more relay nodes, the interference among them would
deteriorate the data transmission. In CUSG, the competition
among relay nodes increases the power unit price as given in
Fig.6b. As power unit price becomes larger, the source nodes
will not purchase more power. Thus, the average source node
utility is increasing and then decreasing as more relay IoT
nodes help forward the data as shown in Fig.6c.

VII. CONCLUSION

In this paper, we design a cooperative IoT system for
ensuring communication security. To benefit the relay nodes
in forwarding the data to defend against the eavesdropping
attack, we propose two Stackelberg games, namely CUS
game and CKS game, working under the wiretap-link CSI
unknown and known cases, respectively. Our simulation and
experiment results show that the game-theoretical approach
improves the utility of source nodes and defends against the
eavesdropping attack, and thus enhances the security for IoT
systems effectively.
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