Information Security Certificate
Overview

In August 2010, the CSIS Commission on Cybersecurity released a draft of their report entitled A Human Capital Crisis in Cybersecurity. The paper calls for the creation of a central clearinghouse for cybersecurity programs and training as well as an increased level of technical training at all levels in the Federal Information Technology programs. Since September 11, 2001, there has been an increased level of focus on securing the technology infrastructure of the United States. The 44th Presidency’s CSIS commission is one such example of this increased level of focus. At this time, there are several degree programs in information security, but there are very few certificate programs available. There are certification programs available, but many certifications have a professional experience component, making them difficult to attain for those new to the profession, such as new IT professionals or recent IT and CS graduates. This certificate seeks to bridge the gap between available degree programs and industry certifications.
The general theme of the certificate is to develop a set of courses that builds on existing courses, while adding a few information security courses to complete the certificate. In general, this certificate seeks to prepare a new CS or IT graduate with the skills they would need to take an entry-level information security position, while they gain the experience needed to attain a professional certification, such as ISACA’s Certified Information Security Manager or (ISC)2’s Certified Information System Security Professional.

Course Sequence

1. CGS-3XXX, Introduction to Information Security Management

2. CGS-3XXX, Introduction to Risk Management

3. CGS-3XXX, Introduction to Disaster Recovery

4. CNT-4403, Computing and Network Security
5. CGS-3092, Professional Ethics and Social Issues in Computer Science
6. CGS-4XXX, Information Security Management Capstone

Proposed Information Security Courses

CGS-3XXX, Introduction to Information Security Management
This course is an overview of Information Security Management, broadly covering the Certified Information Security Manager (CISM) book of knowledge. It is a survey of the key areas that an information technology professional needs to be familiar with before embarking on a career in information security.
Justification

This course is a survey of information security management practices and tools. The course serves as a gateway to the information security profession for the computer science or information technology undergraduate, as well as current information technology professionals looking at exploring a career in information security.
Objectives

· Identify the requirements of an Information Security program
· Identify Information Security Management models

· Identify and assess risks in an information system
· Identify the skills and requirements for information security positions

· Explain the principal components of information security system planning in the organizational planning scheme

· Identify the legal and ethical responsibilities of an information security professional
Text

Management of Information Security, 3rd Edition, by Whitman and Mattord, by Delmar, Cengage Learning (2011)

Course Schedule
1. Introduction

2. Planning for Security

3. Planning for Contingencies

4. Information Security Policy

5. Developing the Security Program, Part 1
6. Developing the Security Program, Part 2

7. Mid-term Exam

8. Security Management Models

9. Security Management Practices

10. Risk Management: Identifying and Assessing Risk

11. Risk Management: Controlling Risk

12. Protection Mechanisms

13. Personnel and Security

14. Law and Ethics

15. Final

CGS-3XXX, Introduction to Risk Management
This course is an overview of the risk management process in information security. The overview uses the OCTAVE method as a framework and reference for conducting the risk assessment. The course is not intended to make students an expert in OCTAVE, but it uses the framework as a tool for discussing risk assessment methodologies and tools.
Justification

The survey of information security management covers this topic briefly, but information security professionals need a broader understanding of risk management and practical experience with at least one framework.
Text

Managing Information Security Risks: The OCTAVE (SM) Approach, by Christopher Alberts and Audrey Dorofee, published by Addison-Wesley Professional (2003)

Objectives

· Identify the parts of the risk management process
· Describe the OCTAVE method of assessing risk

· Describe how to develop a protection strategy
· Identify the principles and attributes of information security risk evaluation
Course Schedule
1. Managing Information Security Risks
2. Principles and Attributes of Information Security Risk Evaluation

3. Introduction to the OCTAVE method

4. Preparing for OCTAVE
5. Identifying Organizational Knowledge

6. Creating Threat Profiles

7. Identifying Key Components
8. Mid-term

9. Evaluating Selected Components

10. Conducting the Risk Analysis

11. Developing a Protection Strategy
12. Tailoring OCTAVE

13. Practical Applications

14. Information Security Risk Management

15. Final
