Enterprise Cybersecurity Policies and Practices

New Course Justification

Corporations are responsible for maintaining the integrity, confidentiality, and access to large information systems while countering serious attacks on them. There is an urgent need for cybersecurity knowledge for IT professionals to prevent, mitigate, and recover from such attacks. 

Rather than responding reactively, the cybersecurity specialist must learn the value and skills required to establish effective policies to govern enterprise practices. These skills include incident response, disaster recovery, cost assessment, vulnerability assessment, vulnerability testing. 

[bookmark: _GoBack]This course engages students in establishing disaster recovery (DR) plans prior to an incident that effectively directs response and recovery actions. Such plans are based on vulnerability assessment and testing. Ultimately the justification for this DR plan acknowledges the value of the information asset and the cost of facing genuine risks. Such a plan becomes a required and practical guide for responding to both the currently known and unknown but inevitable exploits in the evolving security domain. Such framework insights and practical guides are essential to proactively, effectively, and ethically responding to these threats.

