Mobile and IoT Cybersecurity Policies and Practices

New Course Justification

[bookmark: _GoBack]Currently major organizations maintain diverse information systems including mobile and IoT assets that are vulnerable to cyber-attacks. There is urgent need for cybersecurity expertise for IT professionals to prevent, mitigate, and recover from such attacks.

This course focuses on emerging topics in policies and practices for mobile and Internet of Things (IoT) devices. Specific skills include identifying, evaluating, and mitigating IoT assets in four classes: endpoints, gateways, networks, and datacenter-clouds thus acknowledging the diversity and breadth of IoT.   Such assets include sensors, controls, and an expanding collection of newer assets. As many of these assets are small and do not have traditional computer interfaces, they are almost invisible to those responsible for securing them. Further, many of these assets feed critical information into larger corporate systems or control critical functions. Determining the sensitivity of these elements and the threat and risks they represent is a critical and challenging task. Mitigating and establishing appropriate controls is essential security practice.

