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Attackers increasingly target a broad spectrum of networked computing systems, while regular Internet users need to access an increasing number of remote, online services. Computer and network security is therefore a subject of paramount importance, with quotidian application for all members of society. Undergraduate students will benefit from understanding the societal need to secure computers and networks, and the basic concepts and mechanisms of computer and network security, thus will be better prepared for the realities of everyday online interactions.

The School of Computing and Information currently offers a Masters in Cybersecurity program, with a suite of graduate level computer and network security courses. At the undergraduate level however, SCIS only offers two security courses, that require skillsets expected of computer science majors, and include mathematics and programming skills. We experience however a growing demand for computer security courses targeted toward an audience with a non-CS background. This course will provide a high-level overview of computer and network security for non-CS graduate students. It will enable undergraduate students to understand the implications of security in their daily lives, and will provide the basic tools to increase their safety in online interactions.

The topics covered include (1) a historic timeline of cryptography and nomenclature of state-of-the-art encryption solutions, (2) authentication in computing systems that, (3) access control principles, (4) computer and network vulnerabilities and malware, and (5)  network security.


