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	Course Number:  CIS-2xxx
Number of Credits: 3


	Subject Area: Intelligent Systems

	Subject Area  Coordinator:
email: 

	Catalog Description: Introduction to computer system security and network security concepts . The class requires only high-school level math with no programming background. Not acceptable for CS or IT majors.

	Textbook: None.

	References: None

	Prerequisites Courses: None

	Corequisites Courses: None



Type:  Elective
Prerequisites Topics:
· Pre-college Mathematics
Course Outcomes: At the end of the course, students should be able to:
1. Understand the definition and importance of confidentiality, integrity, and availability concepts for system security
2. Explain the high-level functionality and applications of symmetric and public key cryptography
3. Describe the concepts and principles of user authentication and key establishment procedures
4. Master the concepts and principles of password generation and management
5. Understand basic access control principles, structures and policies
6. Enumerate and describe popular vulnerabilities of computing and network systems and types of malware
7. Describe adversaries and motivation for networked attacks. Understand protection concepts to detect and prevent against cyberattacks
Outline

	Topic
	Lecture Hours
	Outcome

	Introduction

· Background and history of security
· Key Concepts 

· Threat Actors

· Motivation
	6
	O1, O2

	Cybersecurity Principles

· Confidentiality

· Integrity 

· Availability

· Authentication
	3
	O1

	Cryptography 

· Cryptosystems overview

· Symmetric and Asymmetric concepts

· Digital Certificates

· Encryption
	5.5
	O2

	· Authentication

· User authentication, one-way vs. mutual authentication

· Key exchange

· Passwords, 2-factor authentication
	5.5
	O3, O4

	· Access control

· Access control matrix

· Role based access control

· Security policies
	3
	O5

	· Computer Vulnerabilities and Attacks
· Attack Vectors

· Vulnerabilities

· Malware
	5.5

	O1, O6

	· Network security
· Adversarial Actors, Motivation, Capabilities

· Attack Vectors
· Networked attacks (SYN flooding, Smurf attacks, etc)

	4.5
	O6, O7

	· Protection Controls
· Assess, Prevent, Detect and Recover concepts
· Intrustion Detection, Firewalls, CloudFlare
· Disaster Recovery
	4.5
	O7
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