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FLORIDA INTERNATIONAL UNIVERSITY _ S+
UNIVERSITY CURRICULUM COMMITTEE Academic Year : 220 77
Proposal for a New Course

1. School/College Engineering and Computing
Div./Dept. in Which Taught School of Computing and Information Sciences

2. CTS 4 3 CIP Code (Leave this blank):
Alpha 1st Last 3 “C”-lec-lab Cr. Hrs.

Prefix Digit Digits “L”-Lab CTS 4743

3. Grading Method (select one): Graded [ Pass/Fail
4a. Course Title Enterprise IT Troubleshooting

b. Abbreviated course Title (for computer class schedules, transcripts)

EnterpriselT Troubleshoot

LIMITED TO 25 Characters (including spaces)
5. Statewide Course Numbering Subject Matter Area CIS (Computing and Information Sciences)

6. Catalog Description/Major Topics (not to exceed 200 characters including spaces)
College of Medicine and College of Law: Attach description not exceeding 1,000 characters including spaces.

This course covers advanced topics in troubleshooting from the perspective of an infrastructure

engineer focusing on diagnosing & resolving issues found in common application architectures
patterns.

Attach detailed syllabus course outline and course justification on separate page(s).
Prerequisite(s): COP-4703 and (CNT-4403 or EEL-4806)

Corequisite(s): None

10. Objective(s) of Course:

© o N

Relate many disciplines of IT and develop a high-level understanding of the inter-dependency of
components, with emphasis on core infrastructure components and application architecture patterns.

11. Does this course duplicate/overlap other courses at FIU? No [Jves
If yes, please explain:

12. What other closely related department(s) have been consulted about this course?

None
PROPOSAL REQUESTED BY:
Faculty Contact Nagarajan Prabakar | 11 /28 ;2018
(Type name) 7 (Signature)
prabakar@cis.fiu.edu x2033
(Email address) (Phone number)
Chairperson (Dept./Div.) S-S.lyengar J Vg y—" 11 28 018
(Type name) /ign ure)
Chairperson (Curr. Comm.) _Cesar Levy /ul/l — N 1 29 2018
(Type name) * W
College/School Dean John Volakis 6@” . /2= 3> ;2018
(Type name) (Signature)

Submit one original form. Attach one copy of the course syllabus containing: course description, objectives, learning outcomes,
major topics and textbooks.
Faculty Senate 7/2013




School of Computing and Information Sciences
Course Title: Enterprise IT Troubleshooting Date: 11/28/18

Course Number: CTS-4xxx

Number of Credits: 3

Subject Area: Svstems Subject Area Coordinator:
Masoud Sadjadi

email: sadjadi@cs fiu.edu

Catalog Description:

This course covers advanced topics in troubleshooting from the perspective of an
infrastructure engineer focusing on diagnosing & resolving issues found in common
application architectures pattems.

Textbook:
None — Public information reading suggestions plus instructor created content

References:

“Pattems of Enterprise Application Architecture”, Martin Fowler. ISBN-10:0321127420.
[SEN-13:978-0321127426. Addison-Weslev.

"Enterprise Integration Pattemns: Designing, Building,. and Deploving Messaging
Solutions”, Gregor Hohpe, Bobby Woolf. ISBN-10: 0133065103 ISBEN-13:978-
0133065107 Addison-Weslev.

Prerequisites Courses: COP-4703 and (CNT-4403 or EEL-4806)

Corequisites Courses:

Twvpe: Elective for CS & IT Majors

Prerequisites Topics:

Basic Programming Knowledge

Basic Networking & Securitv Knowledge

Basic Operating Svstem Knowledge (Linux & Windows)
Basic Database Knowledge

Course OQutcomes:

Understand and execute enterprise IT troubleshooting best practices

Demonstrate masterv of fundamental IT troubleshooting tools

Define enterprise IT organization & disciplines

Classifv and describe enterprise IT infrastructure components

Identify and explain application architecture pattems

Recognize and explain infrastructure component dependencies for each
application architecture pattem

List and state ITIL and ITSM concepts

Understand and use cloud computing and infrastructure automation
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School of Computing and Information Sciences

CTS-4XXX

Enterprise IT Troubleshooting

Outline

Topic

Lecture Hours

Qutcome

« Enterprise [T Overview

Enterprise [T organization & disciplines
[TIL & [T5M Overview
[T Troubleshooting best practices

3

1,3,7

+ Brief Review of Core Infrastructure Components

Networking (firewalls, routing, VPN, etc))
Compute (virtualization, OS types)

Storage (SAN, NAS)

Database (clustering, replication)

Security (IPS, content filtering, WAF, etc.)
Desktop (packaging, automated deployment)

* |ntroduction to Support Tools

Networking (nslookup, Wireshark, etc.)
Compute (netstat, perfmon/top, etc.)
Databases (catalog queries)
Enterprise monitoring

1,24

* Deploying Infrastructure to the Cloud

Cloud computing fundamentals
Infrastructure as code fundamentals
Utilizing automation scripts to deploy
infrastructure to the cloud

* Legacy Application Architecture Patterns

For each - use support tools to review, step
through infrastructure components used,
security implications, etc.

= Terminal emulation
= Batch
= Client-server (2-tier)

12456

+ Modermn Application Architecture Patterns

For each - use support tools to review, step
through infrastructure components used,
secunty implications, etc.

= Web-based (3-tier)

= N-ier (SOA, micro services, message
queuing, rules engine)

= Business to business integration

= Cloud Native

15

124506

Learning Outcomes: (Familianty — Usage = Assessment)
Pervasive Themes m IT:

1.

4

i

Explain how the components of an IT svstem interrelate. [Assessment]
Explain how and whv complexity occurs in IT. [Familiaritv]
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3.

Solve for complexity in an information technologv environment by applving best
practices and using appropriate technologies and methodologies. [Familiaritv]

Secunty Mechanmsmes (Countermeasurest

1.

-]

3.

Explain the three kev factors involved in authentication and how thev are used to
verifv identity and. [Assessment]

Explain the differences between svmmetric and asvmmetric crvptosystems, e.g.,
number of kevs required, the tvpes of algorithms used, etc. [Assessment]
Explain how public kev infrastructure (PKI) works. [Familiaritv]

Manamngthe Databaze Environment:

1.

NN I

Lh

Explain the concept of database security. [Familiarity]

Describe client-server database architecture. [Assessment]

Describe n-tier database architecture. [Assessment]

Explain therole of ODBC, JDBC and XML in the implementation of an n-tier
database architecture. [Familiarity]

Describe the concept of web services and therole of SOAP. [Assessment]

Intersystan Conumnunications:

1.

b

Describe and contrast the different tvpes of architectures for integrating svstems.
[Assessment]

Describe therole of socket programming in communicating between svstems and
contrast the protocols and uses of TCP/IP sockets and Datagram sockets.
[Assessment]

Describe the purpose of message and queuning services and how thev work and list
the protocol used bv one messaging service (e.g. JMS) [Familiaritv]

Foundations of Networking:

1.

bt

Compare and contrast the OS] and Intemnet models as they applv to contemporary
communication protocols. [Assessment]

Analvze and compare the characteristics of various communication protocols and
how thev support application requirements. [Usage]

Demonstrate the abilitv to solve basic problems and perform basic
troubleshooting operations on LANs and connected devices. [Usage]

Operating Svstems:

1.

A

—

Distinguish between server and client services. [Usage]
Identify situations in which a support organization needs to be consulted in
resolving operating svstem issues. [Usage]

Adrmumstrative Domaims:

1.

[t

Describe the responsibilities common to the various administrative domains.
[Assessment]

Describe the responsibilities unique to each of the various administrative
domains. [Assessment]

Identify responsibilities in each domain that support activities in other domains.
[Familiarity]

Orgsanmizational Context

1.

Outline the basic parts of a tvpical IT environment. [Assessment]



School of Computing and Information Sciences

CTS-XXXX

Enterprise IT Troubleshooting

Course Outcomes Emphasized in Laboratory Projects / Assignments

Qutcome Number of Weeks
1 | Deploy infrastructure in cloud (Azure or AWS) 2
QOutcomes: 4
2 | Deploy applications onto infrastructure 2
QOutcomes: 24 56
3 | Diagnose/remedy generated application issues (4 6

assignments — mostly group assignments)
QOutcomes: 24 56

Oral and Written Communication: No significant coverage

Social and Ethical Implications of Computing Topics: No significant

coverage

Theoretical Contents

Network architecture and network design

Authentication/authonzation methods

Application architecture patterns

Troubleshooting best practices (goals, principles, steps, constraint detection)

LA = i B =

Cryptography

Problem Analvsis Experiences

1. Troubleshoot different types of applications issues across varnous technologies

(4 assignments — mostly group assignments)

Solution Design Experiences

1. Build cloud infrastructure (1 assignment)

2. Deploy applications on cloud infrastructure (4 assignments)




School of Computing and Information Sciences

CTS-XXXX
Enterprise IT Troubleshooting

The Coverage of Knowledge Units within the Information Technology

Body of Knowledge!

Knowledge Unit

Topic

Lecture Hours

ITF1

IT systems model; Management of
complexity; Information and communication
technologies

d

IASZ

Cryptography; Authentication; Redundancy

M3

Client-server databases: n-tier architectures:
Database administration-Concurrency

IPT1

Architectures for integrating systems; Web
services and middleware; Message and
queuing services

NET1

051 model; Intemet model; Components and
architectures; Routing and switching
(bridging); Communication protocols

SA1

server services (print, file, DHCP, DNS, FTP,

HTTP, mail, SNMP, telnet), Client services;
Support

SA4

Web domain: Network domain; Database
domain; OS5 domain; Support domain

SP1

IT environment

15ee Information Technology 2008 - Cumculum Guidelines for Undergraduate Degree Programs
in Information Technology, by Association for Computing Machinery (ACM), IEEE Computer

Society; cf. The Information Technology Body of Knowledge, page 27. Available at:

httpsz://www.acm.org bimanes/ content'azzets/'education’ cumcula-recommendations 162 00 8 -cumoubhmm pdf
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