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Track Description

The proposed Cyber Defense track as part of the Electrical and Computer Engineering offering will serve

to conform to the requirements of the centers of Academic Excellence in cybersecurity (cAE) guidelines

to achieve Department of Homeland Security (DHS)/national Security Agency (NSA) designation for

Excellence in cybersecurity Education. The courses selected forthe proposed trackwill serveto provide

students with the required knowledge units associated with a cybersecurity program. All of the courses

are existing course in the catalog anJ are found among other tracks in the EcE catalog. once a student

completesthecyberDefensetracks,theyWouldhavealsocompletedthecybersecuritytrack,affording
them the opportunity to pursue a third track'

ll. Rationale for new track: types of students, expected number of students and do€umentation'

community need/relevance

The new track would only concern Electrical and Computer Engineering students in the Computer

Engineeringprogramthatareinterestedinthecybersecuritytrack.Thesestudentsalreadytakethese
courses within other tracks, but not concentrated into a single track' which the proposed track would

permit.TheadditionofthenewtrackWou|dallowthedepartmenttoawardstudentsacertificateupon
graduationandcompletionofthecyberDefensetrack,indicatingthattheireducationconformstothe

l*p"ct"tion and acquisitlon of the required knowledge unit to be from a Center of Excellence in

cybersecurity.Thereisnoexpectationofanyimpacttothenumberofstudentsthatalreadytakethese
coursestoacquirethecertificate,butbecausethesecoursesarenotwithinasingletrack,itoften
createsambiguityonwhichcoursesconformtotherequiredcoursestoobtainthecertificate.The
departmenthasbeengrantingstudentsthiscertificateforoverfiveyears,soitWouldnotimpactthe
department, students or any other stakeholder, instead it would clearly ind|cate to students which set of

courses are required to obtain the certification'

Ul, lmpact of this track on other units

Thereisnoimpacttotheunit,asallofthecoursesalreadyexistWithinVariousothertracksinECE,but
combin|ngthemintothecyberDefensetrackWouldaffordstudentstheabilitytobeawardeda
certificate indicating that they have graduated from a program designated as a Center of Education in

CybersecuritY.

lV. Required Courses - Tracks within a major or degree must include a common core curriculum that

accounts for 15% of the total credit requirement'

Thetrackdoesnotimpactthecommoncoreofcoursessharedamongallotheravailabletracksoffered
intheunit'ThecoursescomposingtheproposedcyberDefensetrackalreadyexistwithinothertracks
andaregroupedintotheproposedtracktoconformtotherequirementsofaddressingtherequired
knowledge unit for the awarding of the certification. Therefore, it includes a common core curriculum

that accounts for 15% of the total credit requirement'



V. The structure of the New Track must follow the Board of Governors Policy for New Degree Program

Authorization,

It conforms to the policy.

Vl. Resources Required: Faculty, Library, Facilities including laboratories

There are no impacts on the current resources available in the department. lt will not impact faculty,

library or laboratories as all of these courses are regularly taught in the department as part of other

tracks. The formation of the proposed Cyber Defense tracks will not increase any additional demands on

available resources.

Vll. Budget requirements

There are no budget requirements in the formation of the proposed cyber Defense track.

Vlll. Proposed Catalog Copy

Cyber Defense

TCN 4211 Telecomm unication Networks 3

TCN 4081 Telecommunication Network Security 3

EEL 4802 lntroduction to Digital Forensics 3

EEL 4804 lntroduction to Malware Reverse Engineering 3

EEL 4806 Ethical Hacking and Countermeasures 3

EEL 4730 Programming Embedded Systems 3

EEL 4734 Embedded Operating Systems 3



Cyber Security:
EEL 4806 Ethical Hacking and Countermeasures 3
EEL 4802 lntmduction to Digital Forensics
Engineering 3
EEL 4804 lntroduction Malware Reverse
Engineering 3

Digital Forensics:
EEL 4806 Ethical Hacking and Countermeasures 3
EEL 4802 lntroduction to Digital Forensics
Engineering 3
EEE 4754 lntroduction to Mobile Forensics 3
EEE 4750 lntroduG{ion to lmage and Video
Forensics 3
EEE 4752 lntroduction to Nelwork Forensics and
lncident Response 3

lnternet of Things:
TCN 421 1 Telecommunication Networks
EEE 4510 lntroduction to Digital Signal Processing
COP 4610 Operating Systems Principles
COP 4655 Mobile Application Development
EEE 4717 lntroduction to Security of lnternet of
Things
EEL 4740 Embedded Computing Systems
TCN 4271 Ubiquitous and Embedded Sensor
Network-Centric Telecommunications

Entrepreneurship:
EEL 4933 Engineering Entrepreneurship
EEL 4151 Engineering Business PIan
Development
EEL 4351 Economic Decision-making in
Engineering

Artificial lntelligence and Big Data
CNT 4147 loT & Sensor Big Data Analytics
CNT 4151 loT & Sensor Data Visualization
CNT 4'155 loT & Sensor Programming with Python
CNT 3153 loT & Analytics with Cloud Services
CNT 4'153 loT Applied Machine Learning
CNT 4149 Sensor & loT Data Analysis with Deep
Learning
CNT4145 Sensor loT Analytics

Pre-Medical Concentrauon for B.S, in Electrical and
Computer Engineering

The B.S- in Electrical or Computer Engineering Pre-Med
Concentration is designed for motivated students who have
dual inlerests in engineering and medical careers.

Student are required lo complete all the courses in this
concentration plus the core requirements for a B.S. degree in
Electrical or Computer Engineering and other ECE
engineering concenlration credits.

Biology
BSC 2010 General Biology I

BSC 20'l0L General Biology I Lab
BSC 2011 General Biology ll
BSC 201'1L General Biology Lab ll

General Chemistry
CHM '1046 General Chemistry ll
CHM 1046L General Chemistry Lab ll

Organic Chemistry
CHM 2210 Organic Chemistry I

CHM 2210L Organic Chemistry Lab I

Cyber Security:
EEL 4806 Ethical Hacking and Countermeasures 3
EEL 4AO2 lntroduction io Digital Forensics
Engineering 3
EEL 4804 lntroduction Malware Reverse
Engineering 3

Digital Forensica:
EEL 4806 Ethical Hacking and Countermeasures
EEL 4802 lntroduction to Digital Forensics
Engineering
EEE 47il lntroduction to Mobile Forensics
EEE 4750 lntroduction to lmage and Video
Forensics 3
EEE 4752 lntroduction to Network Forensics and
lncident Response 3

lnternet of Things:
TCN 421 1 Telecommunication Networks
EEE 4510 lntroduction to Digital Signal Processing
COP 4610 Operating Systems Principles
COP 4655 Mobile Application Development
EEE 4TlT lntroduction to Securily of lnternet of
Things
EEL 4740 Embedded Computing Systems
TCN 4271 Ubiquitous and Embedded Sensor
Network-Centric Telecommunications

Entrepreneurship:
EEL 4933 Engineering Entrepreneurship
EEL 4151 Engineering Business Plan
Development
EEL 4351 Economic Decision-making in
Engineering

A*ificial lntelligence and Big Data
CNT 4147 loT & Sensor Big Data Analytics
CNT 4151 loT & Sensor Data Msualization
CNT 4155 ioT & Sensor Programming with Python
CNT 3153 loT & Analytics with Cloud Services
CNT 4153 loT Applied Machine Learning
CNT 4149 Sensor & loT Data Analysis with Deep
Learning
CNT4145 Sensor loT Analytics

Cyber Detense:
TCN 42'1 1 Telecommunication Networks
TCN 408'1 Telecommunication Network Security
EFL 4802 lntroduction tc D:9ital Forensics
EEL 4804 lntroduction to Malware Reverse
Engineering
EEL 4806 Ethical Hacking and Countermeasures
EEL 4730 Programming Embedded Systems
EEL 473/ Embedded Operating Systems

Pre-Medical Concentration for B.S. in Electrical and
Computer Enginee ng

The B.S- in Eleclrical or Computer Engineering Pre-Med
Concentration is designed for motivated students who have
dual interests in engineering and medical careers.

Student are required to complete all the courses in this
concentration plus the core requirements for a B.S. degree in
Electrical or Computer Engineering and other ECE
engineering concentration credils.

Biology
BSC 2010 General giology I

BSC 20101General Biology I Lab
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