[image: ]
College of Computer Information Technology

CSCS 403 – Introduction to Computer Forensics 


	Instructor
	Dr. Muhammad Afzaal

	Room No.
	Block 6 Floor 1 – 35

	Office Hours
	9:30 AM – 5:30 PM (Sunday to Thursday)

	Email
	Muhammad.afzaal@aue.ae

	Telephone
	04-449-9513




	Course Basics

	Credit Hours
	3 

	Lectures per week
	Number of Lectures
	2
	Duration
	3 Hours

	Labs per week
	Number of Labs
	0
	Duration
	0 Hour

	Type of Course
	Specialization 

	Open for Student Category
	CS fourth year students

	Pre-requisite
	CSC 303

	Co-requisite
	NA



	Course Description

	This course provides the student with a comprehensive introductory to the uses of computers in the world of digital forensics. Through this course the student will get familiar with the known methods of computer investigations and digital evidences, the requirements of work and lab environments of computer forensics, the techniques of data acquisition and data analysis used today in computer forensics, and the legal aspects of forensics investigations. The course serves as an essential primer to digital forensics investigations. It covers the well-known techniques and tools used by investigators for acquiring, comparing, and analyzing digital evidences in computer in private and public investigations. General legal issues such as handling evidences, chain of custody, admissibility, search warrants, and working with law enforcement are also covered. Several hands-on lab exercises that includes working, analyzing, and examining digital images and evidences will be carried out throughout this course.



	Course Learning Outcomes

	Upon completion of this course, students will be able to:

	1. Appraise and understand the importance of computer forensics in today’s digital world. 

	1. Apply the methods and techniques of computer forensics in acquiring, storing, evaluating, and interpreting different digital evidences.

	1. Demonstrate the ability to process crime and incident scenes within the legal boundaries of computer investigations.

	1. Compare and describe forensics in different computer environments and under different operating systems.




	Relation to Computer Science Program Learning Outcomes

	CLOs
	Related PLOs
	Levels of Learning

	CLO1: Appraise and understand the importance of computer forensics in today’s digital world.
	PLO1: Analyze a complex computing problem and to apply principles of computing and other relevant disciplines to identify solutions.
	Medium

	CLO2: Apply the methods and techniques of computer forensics in acquiring, storing, evaluating, and interpreting different digital evidences.
	PLO 6: Apply computer science theory and software development fundamentals to produce computing-based solutions.
	High

	CLO3: Demonstrate the ability to process crime and incident scenes within the legal boundaries of computer investigations.
	PLO4: Recognize professional responsibilities and make informed judgments in computing practice based on legal and ethical principles.
	High

	CLO4: Compare and describe forensics in different computer environments and under different operating systems.
	PLO2: Design, implement, and evaluate a computing-based solution to meet a given set of computing requirements in the context of the program’s discipline.
	Low




	Course Outline

	Week 
	Topic 
	Readings
	CLO 
	H/M/L
	Assessment Methods

	Week 1
	Introduction to Computer Forensics: 
· Understanding Computer Forensics 
· Preparing for Computer Investigations 
· Maintaining Professional Conduct.
	Chapter 01
	1
	H
	

	Week 2
	Understanding Computer Investigations: 
· Taking a Systematic Approach in Computer Investigation 
· Procedures for Corporate High-Tech Investigations 
	[bookmark: _GoBack]Chapter 02
	1, 3
	H
	

	Week 3
	Understanding Computer Investigations: 
· Understanding Data Recovery Workstations and Software
	Chapter 02
	1, 3
	M
	Quiz 1

	Week 4
	The Investigator’s Office and Laboratory: 
· Understanding Forensics Lab Certification Requirements 
· Determining the Physical Requirements for a Computer Forensics Lab 
· Selecting a Basic Forensic Workstation 
	Chapter 03
	1
	L
	Assignment 01

	Week 5
	Data Acquisition: 
· Understanding Storage Formats for Digital Evidence 
· Determining the Best Acquisition Method 
· Contingency Planning for Image Acquisitions 
· Using Acquisition Tools 
	Chapter 04
	2
	H
	

	Week 6
	Data Acquisition: 
· Validating Data Acquisitions 
· Performing RAID Data Acquisitions 
· Using Remote Network Acquisition Tools 
· Using Other Forensics Acquisition Tools
	Chapter 04
	2
	H
	Assignment 02

	Week 7
	Processing Crime and Incident Scenes: 
· Identifying Digital Evidence 
· Collecting Evidence in Private-Sector Incident Scenes 
· Processing Law Enforcement Crime Scenes 
· Preparing for a Search 
· Securing a Computer Incident or Crime Scene 
· Seizing Digital Evidence at the Scene 
· Storing Digital Evidence 
· Obtaining a Digital Hash
	Chapter 05
	3
	H
	Assignment 03

	Week 8
	Mid Term Exam 
	
	
	
	Midterm Exam

	Week 9
	Working with Windows and DOS Systems: 
· Understanding File Systems 
· Exploring Microsoft File Structures 
· Examining NTFS Disks 
· Understanding Whole Disk Encryption
· Understanding the Windows Registry 
· Understanding Microsoft Startup Tasks 
· Understanding MS-DOS Startup Tasks 
· Understanding Virtual Machines
	Chapter 06
	4
	H
	

	Week 10
	Current Computer Forensics Tools: 
· Evaluating Computer Forensics Tool Needs 
· Computer Forensics Software Tools 
· Computer Forensics Hardware Tools 
· Validating and Testing Forensics Software
	Chapter 07
	2, 4
	M
	

	Week 11
	Macintosh and Linux Boot Processes and File Systems: 
· Understanding the Macintosh File Structure and Boot Process 
· Examining UNIX and Linux Disk Structures and Boot Processes 
· Understanding Other Disk Structures
	Chapter 08
	4
	H
	Quiz 2

	Week 12
	Computer Forensics Analysis and Validation: 
· Determining What Data to Collect and Analyze 
· Validating Forensic Data 
· Addressing Data-Hiding Techniques 
· Performing Remote Acquisitions
	Chapter 09
	2
	M
	Assignment 04

	Week 13
	Graphic Files: 
· Understanding Data Compression 
· Locating and Recovering Graphics Files 
· Identifying Unknown File Formats 
· Understanding Copyright Issues with Graphics 
	Chapter 10
	2, 3
	H
	

	Week 14
	Email Forensics:
· Investigating E-mail Crimes and Violations 
· Understanding E-mail Servers 
· Using Specialized E-mail Forensics Tools
	Chapter 12
	2, 3
	H
	Project and Presentation

	Week 15
	Final Exam
	
	
	
	Final Exam



	Educational Resources

	Textbook
	Guide to Computer Forensics and Investigations, Bill Nelson, Amelia Phillips, & Christopher Steuart, 5th/E, Course Technology, 2015. ISBN-10: 1285060032; ISBN-13: 978-1285060033

	References
	1. Digital Archaeology: The Art and Science of Digital Forensics, Michael Graves, Addison-Wesley Professional, 1st /E, 2013, ISBN-13: 978-0321803900 

	Websites
	1. Center for Strategic & International Studies (CSIS) (https://www.csis.org/)
2. FEDERAL GUIDELINES FOR SEARCHING AND SEIZING COMPUTERS (https://epic.org/security/computer_search_guidelines.txt)
3. COMPUTER CRIME AND INTELLECTUAL PROPERTY SECTION (CCIPS) (https://www.justice.gov/criminal-ccips)



	Assessment Plan

	Assessment
	Format
	Weight
	Due By
	CLOs

	Quiz 1
	Closed Book
	5 %
	Week 3
	1

	Quiz 2
	Closed Book
	5 %
	Week 11
	4

	Lab Assignment 1
	Activity Report
	5 %
	Week 4
	2, 3

	Lab Assignment 2
	Activity Report
	5 %
	Week 6
	2, 3

	Lab Assignment 3
	Activity Report
	5 %
	Week 7
	2, 3

	Lab Assignment 4
	Activity Report
	5 %
	Week 12
	2, 3

	Project and Presentation
	Report
	10 %
	Week 14
	2, 3, 4

	Midterm Exam
	Closed Book
	20 %
	Week 8
	1, 2, 3

	Final Exam
	Closed Book
	40 %
	Week 15
	1, 2, 3, 4

	Total
	
	100 %
	
	



	Grading Scale

	Grade
	Percentage
	Grade Points
	Meaning of Grade

	A
	90.00 –100
	4.00
	Excellent 

	B+
	85.00-89.99
	3.5
	Very Good

	B
	80.00-84.99
	3.00
	Very Good

	C+
	75.00 -79.99
	2.5
	Good

	C
	70.00-74.99
	2.00
	Good

	D+
	65.00-69.99
	1.50
	Satisfactory

	D
	60.00-64.99
	1.00
	Pass

	F
	Less than 60
	0.00
	Fail

	IP
	
	0.0
	The course is still in progress

	I
	
	0.0
	Assigned for incomplete course





Teaching Methods
This course incorporates lecture notes, handouts, online instructions, discussions, student participation, individual and group projects and presentations, guest speaker talks and field visits where applicable. Students are required to study the course material given by the instructor to be ready for the lectures and to improve knowledge, skills and competence. Assessments will be related to the course content to prepare students to adapt to most recent improvements and state-of-the-art technologies in the specific course.

A – Attendance. 
An attendance sheet will be personally signed by the participant at the beginning of the course. Participants are expected to attend all scheduled classes, including make-up classes. In case of an absence, it is the participant’s responsibility to stay up to date on work, class timing, and locations of class activities. Participants are expected to inquire about assignments that they might have missed, and to turn the work in. Participants should contact a classmate after an absence to get a copy of lecture notes and handouts.
 
B – Announcement 
Changes to dates, times of exams etc., will be announced in class and/or posted on Akademia. It is your responsibility to make sure that you learn of any such changes which might have been made in a class that you missed.



C – Exams
Exams will be given during regular class periods and will cover material from the lectures, the textbook or guest speakers’ lectures. 

D- Missing an exam
If a participant has a legitimate excuse for missing an exam, he/she must notify the instructor and/or the program director in advance. 
Missing an exam without a valid excuse (see the director of the program) will result in a fail mark for that exam.

E- Plagiarism Policy:
Types of academic plagiarism:
1. Purchasing an assignment from a term paper service, and submitting it as your own.
2. Copying someone else’s work or ideas and submitting it as your own without acknowledging the source.
3. Allowing other students(s) in your class to copy your work and submit their own.
4. Paraphrasing or rephrasing someone else’s work without proper in-text citation and references.
5. Translating the work from one language to another without proper in-text citation and references.
6. Working as a group effort without previous written faculty agreement.
7. Provide a fake bibliographical information source in the assignment.
8. Sharing your own assignment with your classmate.

 Violation of plagiarism
When a violation of plagiarism policy has been detected, the following actions should be initiated: 

1. The Instructor and the Program Director decide on the plagiarism handling based on:
a. The available evidence, if both entities agree that no charges should be made, the case will be closed. However, the student will remain under observation for any other act of plagiarism in any course.
b. Based on the available evidence, if both entities agreed on making charges, the matter will advance to step (2).
c. In case of disagreement among the Instructor and Program Director, the case will be escalated to the Dean/Associate Dean of the college, who will decide whether to continue according to the previous decisions.
2. The charges will be informed to the concerned student in writing, and a chance will be provided for the student to meet with his Instructor, and Program Director to submit a written explanation. 
a. If the student submits the report (written explanation), the matter will advance to step (3) below.
b. If the student decides not to submit the written explanation, the matter will advance to step (4) below.
3. Concerned Instructor and Program Director will review the student written report and will make an initial decision.
a. If both the entities agree to the innocence of the student, the case will be managed based on step (1) (a) above.
b. If both entities found the student to be guilty, the case should be progress to step (4) below.
c. In case of disagreement among the professor and the Program Director, the case will be forwarded to the Dean/Associate Dean of the college who will choose whether to continue according to (a) or (b) above.
4. In case of student found guilty. The decision will be taken by the Dean/Associate Dean based on previous documented evidence (if any).
a. If the preceding case has documented evidence, the case must be progressed for punitive action by the University Disciplinary Committee.
b. If no preceding evidence is found, the case will advance to step (5).
5. If there is no preceding case found against the student, then the choice is given to either accept or move the case forward to the University Disciplinary Committee. The maximum consequence, which can be imposed upon the student is to withdraw from the course. However, if instructor or Program Director thinks that heavy penalties should be imposed, they send their recommendations to the University Disciplinary Committee.
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