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College of Computer Information Technology

CSC-S 414 Reverse Engineering

	Instructor
	Adel Khelifi, PhD 

	Room No.
	Block 6 Floor 1 – 33

	Office Hours
	9 am – 5 pm

	Email
	adel.khelifi@aue.ae

	Telephone
	04-449-9506



	Course Basics

	Credit Hours
	3 

	Lectures per week
	Number of Lectures
	2
	Duration
	3 Hours

	Labs per week
	Number of Labs
	0
	Duration
	0 Hour

	Type of Course
	Specialization 

	Open for Student Category
	CS fourth year students

	Pre-requisite
	CSCS 310

	Co-requisite
	NA



	Course Description

	Students will learn how to tackle legacy software systems challenges and issues. During the semester, students will explore and implement reverse engineering approaches and techniques used in the IT sector to do systems reengineering, understand legacy software systems design and implementation, maintain, evolve and migrate them. Students will be able, as well, to acquire critical thinking in integrating existing software and gain the expertise of practical experience in reengineering and reverse engineering of legacy systems.



	Course Learning Outcomes

	Upon completion of this course, students will be able to:

	1. Analyze the concept of software ageing and related issues 

	2. Comprehend the appropriate methods to maintain and evolve legacy software systems.

	3. Identify the concerns in maintaining and evolving legacy systems and the existing techniques to tackle them 

	4. Apply appropriate methods to adopt a right reverse engineering approach for legacy systems using available tools 




	Relation to CS Program Outcomes 

	CLOs 
	Related PLOs 
	Levels of Learning 

	CLO 1: Analyze the concept of software ageing and related issues
	PLO1: Analyze a complex computing problem and to apply principles of computing and other relevant disciplines to identify solutions.
	High

	CLO2: Comprehend the appropriate methods to maintain and evolve legacy software systems.
	PLO2: Design, implement, and evaluate a computing-based solution to meet a given set of computing requirements in the context of the program’s discipline.
	Low 

	CLO3: Identify the concerns in maintaining and evolving legacy systems and the existing techniques to tackle them
	PLO1: Analyze a complex computing problem and to apply principles of computing and other relevant disciplines to identify solutions.
	Medium 

	CLO4: Apply appropriate methods to adopt a right reverse engineering approach for legacy systems using available tools
	PLO 3: Apply computer science theory and software development fundamentals to produce computing-based solutions.
	High 



	Course Outline

	Week 
	Topic 
	Readings
	CLO 
	H/M/L
	Assessment Methods

	01 
	Software Ageing: How and why software systems age.
	Ref 1: Chap 1
	1
	H
	

	02 
	Software Ageing: How and why software systems age.
	Ref 1: Chap 1
	1
	H
	

	03 
	Legacy Systems: Their issues and challenges.
	Textbook: Chap 3
	2
	M
	Tests and Quizzes

	04 
	Legacy Systems: Their issues and challenges.
	Textbook: Chap 3
	2
	M
	

	05 
	Introduction to Software Evolution, Maintenance and Reengineering.
	Ref 4: Chap 1
	1, 2
	H
	

	06 
	Introduction to Software Evolution, Maintenance and Reengineering.
	Ref 4: Chap 1
	1, 2
	H
	Lab Assignment

	07 
	Reverse Engineering: Program Analysis, Architecture Recovery, Software Complexity and Maintenance Metrics
	Ref 4: Chap 1
	4
	H
	   

	08 
	Midterm
	
	
	
	Midterm Exam

	09 
	Reverse Engineering: Program Analysis, Architecture Recovery, Software Complexity and Maintenance Metrics
	Ref 4: Chap 1
	4
	H
	

	10 
	Program Visualization.
	Textbook: Chap 2
	3, 4
	L
	Individual project

	11 
	Program Visualization.
	Textbook: Chap 2
	3, 4
	L
	

	12 
	Forward Engineering: Refactoring, Code Transformation, Reengineering.
	Ref 6: Chap 1
	3, 4
	M
	

	13 
	Forward Engineering: Refactoring, Code Transformation, Reengineering.
	Ref 6: Chap 1
	4
	M
	Group Project

	14 
	Software Reengineering Strategies and Management.
	Ref 4: Chap 6, 7
	3, 4
	L
	

	15 
	Final Exam
	
	- 
	
	Final Exam



	
Educational Resources

	Textbook
	Practical Reverse Engineering: x86, x64, ARM, Windows Kernel, Reversing Tools, and Obfuscation, Bruce Dang, Alexandre Gazet, Elias Bachaalany, Sebastien Josse, Wiley, 1st Edition 2014, ISBN: 978-1118787311

	References
	1. Software aging The Ultimate Step-By-Step Guide, Gerardus Blokdyk, 5STARCooks (April 13, 2018), ISBN-10: 0655178686 | ISBN-13: 978-0655178682
2. The IDA Pro Book: The Unofficial Guide to the World's Most Popular Disassembler, Chris Eagle, No Starch Press, 2nd Edition 2011, ISBN: 978-1593272890
3. Practical Malware Analysis: The Hands-On Guide to Dissecting Malicious Software, Michael Sikorski | Andrew Honig, No Starch Press, 1st Edition 2012, ISBN: 978-1593272906
4. Reversing: Secrets of Reverse Engineering, Eldad Eilam, Wiley, 1st Edition 2005, ISBN: 978-0764574818 
5. Software aging, David Lorge Parnas, Proceedings of the 16th international conference on Software engineering. IEEE Computer Society Press, 1994.
6. Object-Oriented Reengineering Patterns, Oscar Nierstrasz, Stephane Ducasse, Serge Demeyer, Square Bracket Associates, Edition 2003, ISBN: 978-3952334126
7. Reverse Engineering and Design Recovery: A Taxonomy, Elliot Chikofsky and James Cross, IEEE Software V7 Issue 1, Page 13 – 17, January 1990

	Websites
	Free Reverse Engineering Tools https://wiremask.eu/articles/free-reverse-engineering-tools/ Last Accessed on Monday December 19, 2016
Reverse Engineering Resources Imagix https://www.imagix.com/links/reverse_engineering.html Last Accessed on Monday December 19, 2016

	Other Resources
	How to Reverse Engineer any Software https://blog.udemy.com/reverse-engineering-tutorial/ Last Accessed on Monday December 19, 2016



	Assessment Plan

	Assessment
	Format
	Weight
	Due By
	CLOs

	Tests and Quizzes
	Closed Book
	10%
	Week 3
	1

	Midterm Exam
	Closed Book
	20%
	Week 8
	4

	Lab Assignment 
	Open Book
	10%
	Week 6
	1,2,4

	Individual project
	Open Book
	10 % 
	Week 10
	3, 4

	Group Project
	Open Book
	20%
	Week 14
	1, 4

	Final Exam
	Closed Book
	30%
	Week 15
	2, 3, 4

	Total
	
	100 %
	
	



	Grading Scale

	Grade
	Percentage
	Grade Points
	Meaning of Grade

	A
	90.00 –100
	4.00
	Excellent 

	B+
	85.00-89.99
	3.5
	Very Good

	B
	80.00-84.99
	3.00
	Very Good

	C+
	75.00 -79.99
	2.5
	Good

	C
	70.00-74.99
	2.00
	Good

	D+
	65.00-69.99
	1.50
	Satisfactory

	D
	60.00-64.99
	1.00
	Pass

	F
	Less than 60
	0.00
	Fail

	IP
	
	0.0
	The course is still in progress

	I
	
	0.0
	Assigned for incomplete course



Teaching Methods
This course incorporates lecture notes, handouts, online instructions, discussions, student participation, individual and group projects and presentations, guest speaker talks and field visits where applicable. Students are required to study the course material given by the instructor to be ready for the lectures and to improve knowledge, skills and competence. Assessments will be related to the course content to prepare students to adapt to most recent improvements and state-of-the-art technologies in the specific course.

A – Attendance. 
An attendance sheet will be personally signed by the participant at the beginning of the course. Participants are expected to attend all scheduled classes, including make-up classes. In case of an absence, it is the participant’s responsibility to stay up to date on work, class timing, and locations of class activities. Participants are expected to inquire about assignments that they might have missed, and to turn the work in. Participants should contact a classmate after an absence to get a copy of lecture notes and handouts.
 
B – Announcement 
Changes to dates, times of exams etc., will be announced in class and/or posted on Akademia. It is your responsibility to make sure that you learn of any such changes which might have been made in a class that you missed.

C – Exams
Exams will be given during regular class periods and will cover material from the lectures, the textbook or guest speakers’ lectures. 

D- Missing an exam
If a participant has a legitimate excuse for missing an exam, he/she must notify the instructor and/or the program director in advance. 
Missing an exam without a valid excuse (see the director of the program) will result in a fail mark for that exam.

E- Plagiarism Policy:
Types of academic plagiarism:
1. Purchasing an assignment from a term paper service, and submitting it as your own.
2. Copying someone else’s work or ideas and submitting it as your own without acknowledging the source.
3. Allowing other students(s) in your class to copy your work and submit their own.
4. Paraphrasing or rephrasing someone else’s work without proper in-text citation and references.
5. Translating the work from one language to another without proper in-text citation and references.
6. Working as a group effort without previous written faculty agreement.
7. Provide a fake bibliographical information source in the assignment.
8. Sharing your own assignment with your classmate.

 Violation of plagiarism
When a violation of plagiarism policy has been detected, the following actions should be initiated: 

1. The Instructor and the Program Director decide on the plagiarism handling based on:
a. The available evidence, if both entities agree that no charges should be made, the case will be closed. However, the student will remain under observation for any other act of plagiarism in any course.
b. Based on the available evidence, if both entities agreed on making charges, the matter will advance to step (2).
c. In case of disagreement among the Instructor and Program Director, the case will be escalated to the Dean/Associate Dean of the college, who will decide whether to continue according to the previous decisions.
2. The charges will be informed to the concerned student in writing, and a chance will be provided for the student to meet with his Instructor, and Program Director to submit a written explanation. 
a. If the student submits the report (written explanation), the matter will advance to step (3) below.
b. If the student decides not to submit the written explanation, the matter will advance to step (4) below.
3. Concerned Instructor and Program Director will review the student written report and will make an initial decision.
a. If both the entities agree to the innocence of the student, the case will be managed based on step (1) (a) above.
b. If both entities found the student to be guilty, the case should be progress to step (4) below.
c. In case of disagreement among the professor and the Program Director, the case will be forwarded to the Dean/Associate Dean of the college who will choose whether to continue according to (a) or (b) above.
4. In case of student found guilty. The decision will be taken by the Dean/Associate Dean based on previous documented evidence (if any).
a. If the preceding case has documented evidence, the case must be progressed for punitive action by the University Disciplinary Committee.
b. If no preceding evidence is found, the case will advance to step (5).
5. If there is no preceding case found against the student, then the choice is given to either accept or move the case forward to the University Disciplinary Committee. The maximum consequence, which can be imposed upon the student is to withdraw from the course. However, if instructor or Program Director thinks that heavy penalties should be imposed, they send their recommendations to the University Disciplinary Committee.
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