Course Justification

Course: CIS-4XXX Principles and Practices of Digital Forensics Science 
The rapid growth, proliferation and reliance on digital devices permeates our society, government and military. There is ongoing concern of malfeasance, cyberattacks and illegal penetration of devices exposing valuable information to our nation’s enemies. Once an incident occurs, the forensics process begins. But the need for digital forensics expertise, tools and techniques is now critical and will continue to increase exponentially with the advent of autonomous vehicles, more mobile devices, drones and connections to the Internet of Things, coupled with the rapid growth of computer espionage and cybercrime. According to the Bureau of Labor Statistics, growth of 32% for digital forensics examiners armed with advanced tools and techniques is expected between now and 2028. Digital device growth greater than 26% will enable 43 billion active devices by 2023. This new course will provide students from SCIS and CEC an insight into the Digital Forensic tools and techniques. The course will provide the students with the knowledge to develop models and tools to understand and extract high-value, actionable information from digital data/devices across operational theaters offer a knowledge-pool for advanced digital forensics tools, techniques, software, and hardware. The course will host digital forensic workshops bringing government, industry, and academia together to showcase research results, facilitate information exchanges, and address emerging challenges.
With the knowledge gained from the course, students will be ready for multiple career paths including jobs as a Malware Analyzer, penetration tester, Information Security Manager, Security Consultant, Forensics investigator, security programmer etc. 


