Course Justification

Course: CIS-5XXX - Advanced AI/ML Techniques for Digital Forensic Applications

Rapid growth, proliferation and reliance on digital devices permeates our society, government and federal agencies exposing a potential vulnerability that attackers can use for cybercrimes. More importantly, there is ongoing concern of malfeasance, cyberattacks and illegal penetration of devices exposing valuable information to our nation’s enemies. Once an incident occurs, the forensics process begins. But the need for digital forensics expertise, tools and techniques is now critical and will continue to increase exponentially with the advent of autonomous vehicles, more mobile devices, drones and connections to the Internet of Things, coupled with the rapid growth of computer espionage and cybercrime. In addition to a wide range of civilian applications, the problems under consideration also have significant applications in military decision-making and cyber security systems. AI applied to perception tasks such as imagery analysis can extract useful information from raw data and equip leaders with increased situational awareness. This course will provide near-real time use of analyzed data for decision making in Digital Forensic scenarios. This new course presents advanced AI/ML-based concepts in forensic software, tools, and technology, providing student experience in selection and use of different tools for analyzing evidence and aiding investigations. Furthermore, the course will also provide students with the knowledge to develop models and tools to understand and extract high-value, actionable information from digital data/devices for cybercrime analysis. The course will also include digital forensic experts from government, industry, and academia participating in providing hands-on approaches to solve real-time Digital Forensic applications. 
With the knowledge gained from the course, students will be ready for multiple career paths including technical software and tool development and non-technical digital forensic investigations, criminal investigations and court cases. 

