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CTS 1xxx – Emerging Security Topics in Digital Life

Catalog Description: Explore ever-changing boundaries between public and private digital lives, major cyber threats, security techniques, impacts of misinformation, legal aspects, and cybersecurity career opportunities.  

Audience:  Open to all students; potentially UCC (Social Sciences group 2); potentially Global Learning 

Pre-reqs/Co-Reqs: None  

This is an introductory course designed for students at any level of their bachelor degree program. It will be open to students in any major. 
Students today are major consumers of technology, especially mobile devices, yet few are aware of the digital footprint they are creating, or how their data is being harvested and marketed. They are unaware how technology is being used to manipulate their belief systems and their buying decisions.
This course is designed to provide a conceptual overview of issues related to digital presence and digital assets, both personal and organizational. It will raise awareness of digital security issues, digital threats, impacts of misinformation, and the legal and ethical aspects of digital assets, while also providing a basic level of introduction to concepts and terminology in the cybersecurity arena. It will introduce students to the wide range of careers in cybersecurity.
This is not intended to be a technical cybersecurity course. It is a generalized topic exploration for all things digital in both public and private lives. Its goal is to bring awareness to non-tech-oriented students on how the use of technology impacts every major aspect of our lives in both positive and negative ways. It is a broad overview designed to grab the interest of any student and introduce them to the potential of the BS in CY degree program.

Course Objectives: 
1. Recognize the boundaries between our public and private digital lives 
2. Analyze the major threats related to our personal and employment-related digital lives 
3. Identify tactics used by bad actors in the digital arena 
4. Describe recommended approaches to safeguarding digital assets 
5. Evaluate the impact of misinformation, disinformation, and mal information in media  
6. Discuss legal ramifications involved in digital asset issues 
7. Understand the need for organizational planning to safeguard digital assets 
8. Summarize career opportunities related to information assurance 

