Comparison of ECE CTS 1120 and our CTS 1XXX

Synopsis:
ECE course focuses on the tools and technical aspects of cybersecurity with emphasis on the creation of policy. 
KFSCIS course focuses on the analysis and understanding of the impacts of digital technology on society, emphasizing the personal, local, and global impacts of that technology. 

ECE CTS 1120 (directly copied from their syllabus):
At the end of the course, you would have leaned various malicious threats, attacks,
vulnerabilities and associated tools how to protect from cyber-attacks, basic knowledge of web
wireless and social media threats, how to secure personal data, US and international laws to
protects individual and organization, career opportunities in cyber security field including various
certifications.

Student will be able to develop an IT security policy framework to help reduce risk from common threats and vulnerabilities

Create and support security policies and classify data, develop and maintain security programs
understand professional ethics describe security infrastructure.

Brief list of the topics to be covered
This course examines the principles, mechanisms and implementation of network security and data
protection. The topics presented will help students gain the fundamentals of network security and
explain what happens behind the scenes and from the point of view of a computer. Topics include
definition and use of password crackers, operating system exploits, what is a Hacker, IP Spoofing,
Session Hijacking, Denial of Service attacks (DOS), Buffer Overloads, general concepts of
password security, how to create a company-wide security policy, how to perform security audits
and how to recover from such attacks.

KFSCIS CTS 1XXX:
Students today are major consumers of technology, especially mobile devices, yet few are aware of the digital footprint they are creating, or how their data is being harvested and marketed. They are unaware how technology is being used to manipulate their belief systems and their buying decisions.
This course is designed to provide a conceptual overview and analysis of issues related to digital presence and digital assets, both personal and organizational. It will raise awareness of the impacts of misinformation and information manipulation to our culture, our society, and our governance.  Its goal is to bring awareness to non-tech-oriented students on how the use of technology impacts every major aspect of our lives in both positive and negative ways.
Topics that ECE does NOT have:
1. Blockchain
2. VR and AR
3. Metaverse – crossing geopolitical boundaries
4. Quantum computing’s role in security
5. Media Bias – its societal impact
6. Cryptocurrency
7. Cyberwarfare, hactivism, and cybernetics (human enhancement)
8. Forensics – maybe in their IR topic
9. Deepfakes
10. Disinformation/misinformation/mal information related to public trust, elections, governance, and cultural issues
11. Artificial intelligence
12. Uses and dangers of locational data
13. Global learning approval




