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Cybersecurity Curriculum
The curriculum requirements are in addition to the General Criteria curriculum requirements and specify topics, but do not prescribe specific courses. These requirements are:
(a) At least 45 semester credit hours (or equivalent) of computing and cybersecurity course work. The course work must include:
1. Application of the crosscutting concepts of confidentiality, integrity, availability, risk, adversarial thinking, and systems thinking.
2. [bookmark: _GoBack]Fundamental topics from each of the following:
a) Data Security: protection of data at rest, during processing, and in transit.
b) Software Security: development and use of software that reliably preserves the security properties of the protected information and systems.
c) Component Security: the security aspects of the design, procurement, testing, analysis, and maintenance of components integrated into larger systems.
d) Connection Security: security of the connections between components, both physical and logical.
e) System Security: security aspects of systems that use software and are composed of components and connections.
f) Human Security: the study of human behavior in the context of data protection, privacy, and threat mitigation.
g) Organizational Security: protecting organizations from cybersecurity threats and managing risk to support successful accomplishment of the organizations’ missions.
h) Societal Security: aspects of cybersecurity that broadly impact society as a whole.
3. Advanced cybersecurity topics that build on crosscutting concepts and fundamental topics to provide depth.
(b) At least 6 semester credit hours (or equivalent) of mathematics that must include discrete mathematics and statistics.


