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	Course Number:  CIS-4433

Number of Credits: 3


	Subject Area: Systems

	Subject Area Coordinator:
  Gregory Reis

email: gmuradre@fiu.edu

	Catalog Description:
Prepares students for DevOps engineering role including automated creation of cloud infrastructure as well as building, testing and deployment of code to cloud.

	Textbook:
None – Public information reading suggestions plus instructor created content

	References: 
“Learning DevOps - Second Edition: A comprehensive guide to accelerating DevOps culture adoption with Terraform, Azure DevOps, Kubernetes, and Jenkins”, Mikael Krief.  ISBN-10: 1801818967. ISBN-13: 978-1801818964. Packt Publishing.

	Prerequisites Courses: (CIS 3080 or CEN 4083) and CGS 4854

	Corequisites Courses: None



Type:  Core course for IT (DevOps Track), Elective for IT (Software Track

Prerequisites Courses:

· Cloud Computing Knowledge
· Web Programming Knowledge
· Networking, Security & Operating System Knowledge (Linux & Windows)

Course Outcomes:

1. Explain the cultural, organizational and technological aspects of Agile development and the practice of DevOps. [Understanding]
2. Evaluate deployment strategies (e.g., Blue/Green) and automation management tool options (TFE, ADO, GitHub, Ansible, Jenkins, etc.). [Evaluating]
3. Create Infrastructure as Code (IaC) by automating the deployment of infrastructure to a cloud environment with source control. [Creating]
4. Develop a Continuous Integration/Continuous Delivery (CI/CD) pipeline for an application with source control. [Creating] 
5. Investigate & diagnose problems with complex cloud deployments. [Analyzing]
6. Implement monitoring & alerting for cloud deployments. [Applying]
7. Apply cybersecurity best practices in cloud deployments. [Applying]

Association between Student Outcomes and Course Outcomes	

	
	BS in Computing: Student Outcomes
	Course Outcomes

		1)
	Analyze a complex computing problem and to apply principles of computing and other relevant disciplines to identify solutions.



	1, 2, 3, 4, 5, 6, 7

		2)
	Design, implement, and evaluate a computing-based solution to meet a given set of computing requirements in the context of the program’s discipline.



	3, 4, 5, 6, 7

		3)
	Communicate effectively in a variety of professional contexts.



	3, 4, 5, 6, 7

		4)
	Recognize professional responsibilities and make informed judgments in computing practice based on legal and ethical principles.



	

		5)
	Function effectively as a member or leader of a team engaged in activities appropriate to the program’s discipline.



	3, 4, 5, 6, 7

	
	

	Program Specific Student Outcomes
	

		6)
	Apply computer science theory and software development fundamentals to produce computing-based solutions. [CS]



	

	
	

		6)
	Apply security principles and practices to maintain operations in the presence of risks and threats. [CY]



	1, 7

	
	

		6)
	Use systemic approaches to select, develop, apply, integrate, and administer secure computing technologies to accomplish user goals. [IT]



	1, 2, 3, 4, 5, 6, 7

	
	







Assessment Plan for the Course and how Data in the Course are used to assess Student Outcomes

	Student and Instructor Course Outcome Surveys are administered at the conclusion of each offering, and are evaluated as described in the School’s Assessment Plan:
https://abet.cis.fiu.edu/


Outline
	Topic
	Lecture Hours
	Outcome

	· Agile Development and DevOps Philosophy
· Agile principles & iterative development
· Sprint Planning, PI Planning, SAFe
· DevOps Concepts (Combined dev & ops, CI/CD, IaC, pipelines)
	
3
	
1,2,3,4

	· Setting up your development environment
· Understand overall solution & dependencies
· VS Code install, Local builds & testing
· Versioning, pull requests and code merge
· Manual build & Manual deployment to cloud
	
6
	
1,4

	· Setting up your code pipeline
· Push changes through pipeline
· Add review/approvals
· Packaging & Build dependencies
	
6
	
1,4

	· Automated Testing
· Considerations for tests (code coverage)
· Setup automated tests
· Verify with negative testing
	
4
	
1,4

	· Deploying infrastructure
· Options (Terraform, Ansible, Cloud Formation, ARM, etc.)
· Considerations (security, state, data, etc.) 
· Variables to support multiple environments
	
6
	
1,2,3,5,7

	· Release Pipelines
· Purpose of multiple environments
· Considerations (app config, approvals, etc.)
· Deploying infrastructure & code
· Promoting to stages (dev, test, prod)
	
6
	
1,3,4,5,7

	· Deployment patterns
· Disaster recovery
· Blue/green deployments
· Rollback strategies
	
3
	
2,3,4

	· Advanced Topics
· Security Testing (SAST/DAST)
· Load Testing
· Auto Scaling
· Alternative cloud options (Functions, Containers, Queuing, Events, etc.)
· Monitoring, logging & alerting
	
6
	
1,3,4,6,7





Course Outcomes Emphasized in Laboratory Projects / Assignments
	 
	Outcome
	Number of Weeks

	1
	Multiple assignments to create & modify pipelines to meet changing criteria
                                         Outcomes: 3,4,5,6,7
	12



	2

3
	Graded quizzes on each section
                                         Outcomes: 1,2
Group project to deploy fully automated cloud solution & present to class:
	12

	
	                                        Outcomes: 1,2,3,4,5,6,7
	4




Oral and Written Communication: Group project presentation

Social and Ethical Implications of Computing Topics: No significant coverage

Theoretical Contents
	1.
	Infrastructure as Code 

	2.
	Agile Development & DevOps Philosophy

	3.
	Automated Code Pipelines

	4.
	Cloud concepts (service models, deployment strategies, security, automation, monitoring/logging/alerting)




Problem Analysis Experiences
	1.
	Automate cloud deployments

	2.
	Identify potential issues with cloud deployments

	3.
	Optimize cloud architectures to meet business needs




Solution Design Experiences
	1.
	Build cloud infrastructure 

	2.
	Modify applications to meet business needs

	3.
	Deploy applications on cloud infrastructure 





Potential Grading Format
· Assignments to do the below (30%) – 
· Take existing code and deploy it to the cloud
· Modify the code and redeploy via a pipeline
· Add automated testing
· Add the automatic creation/modification of cloud infrastructure for additional environments (dev, test, prod)  
· Quizzes on each major section (8 of them) (30%) – These could be open book on Canvas and then reviewed in class to reinforce the lectures.
· Group project to take existing pipeline and add advance features like auto scaling, monitoring, logging, alerting, and other changes while using pull requests and merging multiple code commits. Present to class (20%) – Can use AWS Academy Lab environment or Azure student account.
· Final Exam (20%) 

Grading Scale
	Letter
	Range%
	 
	Letter
	Range%
	 
	Letter
	Range% 

	A
	95 or above
	 
	B
	83 - 86
	 
	C
	70 - 76

	A-
	90 - 94
	 
	B-
	80 - 82
	 
	D
	60 - 69

	B+
	87 - 89
	 
	C+
	77 - 79
	 
	F
	59 or less





2

