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CIS 3080
Cloud Essentials

Fall 2026


Course Prerequisites
COP-2047 
Official Catalog Course Description
Covers the basics of Cloud computing from a business and technical perspective with focus on the acquisition of foundational certifications in cloud computing from the industry leaders. Prerequisite: COP2047

Course Outcomes


	Outcome (Bloom’s Taxonomy) 
	Degree Outcome(s) 
	ABET Topic(s) 

	Differentiate Cloud fundamentals (e.g., SaaS/PaaS/IaaS, deployment models, common characteristics). [Understanding]

	B* 1, BS-IT 6
	TECH, PLAT, PDGM

	Recognize the benefits & disadvantages of Cloud services from a business perspective. [Remembering]
	B* 2, B* 3, BS-IT 6
	TECH, IMP, PDGM

	Describe the implications & strategies of security in the cloud. [Understanding]

	B* 1, BS-IT 6
	TECH, SEC, PDGM

	Explain the various aspects of networking in the cloud. [Understanding]
	B* 1, BS-IT 6
	TECH, NTWK, PDGM 

	Classify & categorize the storage and database options in Cloud computing. [Understanding]
	B* 1, BS-IT 6
	TECH, INFO, PDGM 

	Explain the various options for computing and automation in Cloud computing. [Understanding]
	B* 1, BS-IT 6
	TECH, PLAT, PDGM

	Compare & contrast the deployment solutions from the leading Cloud computing vendors, specifically AWS & AZURE. [Analyzing]

	B* 1, BS-IT 6
	TECH, PLAT, PDGM

	Demonstrate basic proficiency with cloud-based technologies, specifically AWS & AZURE. [Understanding]
	B* 1, BS-IT 6
	TECH, PLAT, PDGM


 
 
Degree Outcome(s) are only required for assessment courses.  If a course is used to submit assessment data for a degree, it should include the outcome(s) of that degree for which it is used (Page 6).  Other courses can complete this section if they choose. 
 
ABET Topic(s) are only required for required courses in KF-SCIS BS degrees.  They should include topic(s) within the degree program(s) where the course is required (Pages 7-8).  Other courses can complete this section if they choose. 
 


Course Usage
Core for IT (DevOps Track), Elective for CS, IT (Software Track), DS/AI & CY Majors

Textbook and Course Materials
No textbook required, but a couple of textbooks are recommended as follows:
“Exam Ref AZ-900 Microsoft Azure Fundamentals, 3rd Edition”, Jim Cheshire. Book ISBN -978-0-13-795514-5, eBook ISBN 978-0-13-831899-4. Microsoft Press.
"AWS Certified Cloud Practitioner Study Guide With 500 Practice Test Questions: Foundational (CLF-C02) Exam Second Edition", Ben Piper, David Clinton. ISBN-10: 1394235631. ISBN-13: 978-1394235636. Sybex.

Schedule of Topics

	Week 
	Topic
	Lecture Hours
	Outcome

	1
	· Cloud Fundamentals
· Foundational elements (virtualization, infrastructure as code)
· Deployment models (public/private/hybrid)
· Service models (SaaS, IaaS, PaaS)
· Business justification for cloud usage
	

3
	

1,2

	


2
	· Security in the cloud 
· Shared responsibility model
· Least privilege principle
· Identity Management principles
	

3
	

3,7,8

	3
	· AWS Networking in the cloud
· Networking basics (CIDR, DNS, Firewalls)
· Regions & Availability Zones
· Virtual private cloud concepts
· Integration with private clouds
	

3
	

3,4,7,8

	4
	· AWS Networking in the cloud
· Virtual private cloud concepts
· Integration with private clouds
	
3
	
3,4,7,8

	5
	· AWS Computing in the cloud
· IaaS options in AWS 
· PaaS options in AWS 
	
3
	
6,7,8

	6
	· AWS Computing in the cloud
· Containerization options in AWS 
· Functions options in AWS 
	
3
	
6,7,8

	7
	· AWS Storage & Databases in the cloud
· Local storage options in AWS 
· File sharing options in AWS 
· Object storage options in AWS 
· RDBMS options in AWS 
· NoSQL options in AWS 
	
3
	
5,7,8

	8
	· AWS Auto-scaling, monitoring and automation
· Auto-scaling options in AWS 
· Monitoring options in AWS 
· Infrastructure build automation in AWS 
	
3
	
6,7,8

	9
	· AWS Cloud best practices
· AWS Well-Architected Framework
· Reliability & High-Availability
· Cost Optimization
	
3
	
2,7,8

	10
	· Azure Networking in the cloud
· Networking basics (CIDR, DNS, Firewalls)
· Regions & Availability Zones
	

3
	

3,4,7,8

	11
	· Azure Networking in the cloud
· Virtual private cloud concepts
· Integration with private clouds
	

3
	

3,4,7,8

	12
	· Azure Computing in the cloud
· IaaS options in AZURE
· PaaS options in AZURE
	
3
	
6,7,8

	13
	· Azure Computing in the cloud
· Containerization options in AWS & Azure
· Functions options in AWS & AZURE
	
3
	
6,7,8

	14
	· Azure Storage & Databases in the cloud
· Local storage options in AZURE
· File sharing options in AZURE
· Object storage options in AZURE
· RDBMS options in AZURE
· NoSQL options in AZURE
	
3
	
5,7,8

	15
	· Azure Auto-scaling, monitoring and automation
· Auto-scaling options in AZURE
· Monitoring options in AZURE
· Infrastructure build automation in AZURE
	
3
	
2,7,8

	16
	· Azure Cloud best practices
· Azure Well-Architected Framework
· Reliability & High-Availability
· Cost Optimization
	
3
	
1,2



Grading

Grading Weights
· Completion of AWS Cloud Foundations course (15%) – This would only be a completion %, not grading the assignments. This is viewable through Canvas.
· Completion of AZURE AZ-900 online course (15%) – This is NOT viewable, so recommendation would be for instructor to ask students to submit brief summaries of each major section. This can be graded but the intention is just to track completion.
· Professor quizzes, assignments and discussions (35%) – Quizzes could be open book on Canvas and then reviewed in class to reinforce the lectures.  Sample discussions:
· What was the most surprising thing you learned about AWS and why was it surprising to you?  
· What differences between Azure and AWS did you find most interesting and why?
· Certification exams (35%) – AWS for midterm, Azure for final; Grading scale below:
· 700+ Certification achieved – 100.
· 690-699 – 90 points 
· 680-689 – 80 points 
· 660-679 – 70 points
· 640-659 – 60 points
· 600-639 – 50 points
· Below 600 – 40 points
· No Final Exam

Grading Scale

	Letter
	Range%
	 
	Letter
	Range%
	 
	Letter
	Range% 

	A
	95 or above
	 
	B
	83 – 86.99
	 
	C
	70 – 76.99

	A-
	90 – 94.99
	 
	B-
	80 – 82.99
	 
	D
	60 – 69.99

	B+
	87 – 89.99
	 
	C+
	77 – 79.99
	 
	F
	59.99 or less



Assignments and Assessments
· 5 Professor assignments
· 6 Quizzes 
· 3 Discussion forum questions and replies
· 2 Certification Exams


Reference: Degree Outcomes 
 
KF-SCIS has streamlined degree outcomes across both SACS and ABET.  The list of degree outcomes, by degree, can be summarized by the following table: 
 
	ID 
	Degree Outcome 

	B* 1 
	Analyze a complex computing problem and to apply principles of computing and other relevant disciplines to identify solutions. 

	B* 2 
	Design, implement, and evaluate a computing-based solution to meet a given set of computing requirements in the context of the program’s discipline. 

	B* 3 
	Communicate effectively in a variety of professional contexts. 

	B* 4 
	Recognize professional responsibilities and make informed judgments in computing practice based on legal and ethical principles. 

	B* 5 
	Function effectively as a member or leader of a team engaged in activities appropriate to the program’s discipline. 

	BS-CS 6 
	Apply computer science theory and software development fundamentals to produce computing-based solutions. 

	BA-CS 6 
	Apply software development fundamentals to produce computing-based solutions. 

	BS-CY 6 
	Apply security principles and practices to maintain operations in the presence of risks and threats. 

	BS-DS 6 
	Apply theory, techniques, and tools throughout the data science lifecycle and employ the resulting knowledge to satisfy stakeholders’ needs. 

	BS-IT 6 
	Use systemic approaches to select, develop, apply, integrate, and administer secure computing technologies to accomplish user goals. 

	BA-IT 6 
	Use systemic approaches to select, integrate, and administer secure computing technologies to accomplish user goals. 

	MS-CS 1 
	Identify and apply fundamental theories to solve problems within the field of computing. 

	MS-CS 2 
	Design and implement significant theoretical results that improve efficiency of computing solutions. 

	MS-CS 3 
	Accurately analyze the complexity of algorithms using rigorous mathematical techniques. 

	MS-CY 1 
	Apply knowledge of access control and network security to properly authenticate a user. 

	MS-CY 2 
	Build security properties using block ciphers and encryption modes. 

	MS-CY 3 
	Describe public-key encryption systems and their security properties. 

	MS-DS 1 
	Analyze and visualize a dataset using modern toolkit(s).  

	MS-DS 2 
	Communicate effectively within the field of data analytics (oral). 

	MS-DS 3 
	Communicate effectively within the field of data analytics (written).  

	MS-IT 1 
	Design, implement and evaluate network security and encryption protocols. 

	MS-IT 2 
	Recall, recognize and identify integral components of computer-based information systems. 

	MS-IT 3 
	Create valid software models using well-defined software modeling languages and design principles. 

	PhD 1 
	Apply broad, fundamental and in-depth knowledge of computer science to make a new contribution to the field. 

	PhD 2 
	Communicate effectively within the field of computer science (oral). 

	PhD 3 
	Communicate effectively within the field of computer science (written). 


 
* is a wildcard, i.e. B* means this outcome is used across all Bachelor’s degrees. 
 
When referencing an outcome in the Course Outcomes section, please reference it by ID (i.e. B*2 or MS-CS 1). 
 
 
 
 
 
Reference: ABET Topics 
 
ABET enforces that a certain set of topics be covered by an accredited degree, with a specific number of credit hours. 
 
Some topics are general, and applicable across all or multiple accredited computing degrees: 
 
	TECH 
	All BS 
	Techniques, skills and tools necessary for computing practice 

	SEC 
	All BS 
	Principles and practices of security and privacy in computing 

	IMP 
	All BS 
	Local and global impacts of computing solutions on individuals, organizations, and society 

	PROJ 
	BS-CS, BS-DS and BS-IT 
	Major project (requires integration/application of knowledge in earlier coursework) 

	ADV 
	BS-CY, BS-DS and BS-IT 
	Advanced topics that build on fundamentals 

	SWEG 
	BS-CS and BS-IT 
	Software development 

	NTWK 
	BS-CS and BS-IT 
	Network and communication 

	INFO 
	BS-CS and BS-IT 
	Information management 


 
 
Some are specific to each computing degree.  These are broken down below. 
 
BS-CS 
 
	ALG 
	Algorithms and complexity 

	THEO 
	Computer science theory 

	PL 
	Concepts of programming languages 

	GPL 
	General-purpose language 

	ARCH 
	Computer architecture/organization 

	OS 
	Operating systems 

	PAR 
	Parallel and distributed computing 

	CBS 
	Computing-based systems 


 
BS-CY 
 
	CROSSCUT 
	Cross-cutting concepts (confidentiality, integrity, availability, risk, adversarial/systems thinking) 

	DATA 
	Data security 

	SW 
	Software security 

	COMP 
	Component security 

	CONN 
	Connection security 

	SYS 
	System security 

	HUMAN 
	Human security 

	ORGZ 
	Organizational security 

	SOC 
	Societal security 


 
BS-DS 
 
	ACQ 
	Data acquisition and representation 

	MGMT 
	Data management 

	PREP 
	Data preparation and integration 

	ANAL 
	Data analysis 

	MODEL 
	Model development and deployment 

	VIZ 
	Visualization and communication of knowledge obtained from data 

	ETHICS 
	Data ethics (legitimate use, algorithmic fairness) 

	GOV 
	Governance (privacy, security, stewardship) 

	MATH/STAT 
	Applied stats/math (inference, modeling, linear algebra, probability, optimization) 

	COMP 
	Computing (including data structures and algorithms) 

	APPL 
	At least one application area 


 
 
BS-IT 
 
	INFO 
	Information management 

	INTEG 
	Integrated systems 

	PLAT 
	Platform technologies 

	PDGM 
	System paradigms 

	UE 
	User experience design 

	WEB 
	Web and mobile systems 

	EXP 
	Experiential learning appropriate to the program 


 
 
 
When referencing an outcome in the Course Outcomes section, please reference it by ID (i.e. TECH or SWEG). 
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