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	Course Title: Systems Programming 
	Date: 01/20/2026




	

	Course Number: COP 4338

Number of Credits: 3


	Subject Area: Programming

	Catalog Description: Programming in C and advanced programming in Unix environments, including multiprocessing and multithreading. This course will have additional fees. Corequisites: COP-3530 and CDA-3102

	Textbook:
System Programming with C and Unix (Adam Hoover), Pearson, Dec-2009
ISBN: 9780136067122. 

	References:


	Prerequisites Courses: None


	Corequisites Courses: COP-3530 and CDA-3102




Type:   Required for CS Major

Prerequisites Topics:

· Significant programming experience in a modern programming language
· From COP3337: arrays, linked lists, stacks
· From COT3100: Number systems

Course Outcomes:
The following outcomes must be addressed solely in a Unix environment:
1. Define C basic types [Remember] 
2. Manipulate data in C programs using arrays [Apply] 
3. Apply pointers to manage memory in C [Apply] 
4. Develop programs in Unix using utilities such as makefiles, gcc, and gdb [Create] 
5. Implement standard Input/Output operations in C programs [Apply] 
6. Explain the structure of process address space, including Data, Heap, Code, and Stack segments [Understand] 
7. Apply techniques for dynamic memory management in C programming [Apply]
8. Develop multithreaded programs while ensuring proper synchronization techniques are applied [Create]
9. Design program solutions that apply C programming features to solve complex problems [Create] 
10. Employ AI-assisted tools in the Unix-based development workflows of C programs (e.g. debugging and refactoring C programs). [Apply]

Association between Student Outcomes and Course Outcomes	

	
	BS in Computing: Student Outcomes
	Course Outcomes

		1)
	Analyze a complex computing problem and to apply principles of computing and other relevant disciplines to identify solutions.



	9

		2)
	Design, implement, and evaluate a computing-based solution to meet a given set of computing requirements in the context of the program’s discipline.



	

		3)
	Communicate effectively in a variety of professional contexts.



	

		4)
	Recognize professional responsibilities and make informed judgments in computing practice based on legal and ethical principles.



	

		5)
	Function effectively as a member or leader of a team engaged in activities appropriate to the program’s discipline.



	

	
	

	Program Specific Student Outcomes
	

		6)
	Apply computer science theory and software development fundamentals to produce computing-based solutions. [CS]



	1 – 9 
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		6)
	Apply security principles and practices to maintain operations in the presence of risks and threats. [CY]



	

	
	

		6)
	Apply theory, techniques, and tools throughout the data science lifecycle and employ the resulting knowledge to satisfy stakeholders’ needs. [DS]



	

	
	

		[bookmark: _Hlk181499800]6)
	Use systemic approaches to select, develop, apply, integrate, and administer secure computing technologies to accomplish user goals. [IT]



	

	
	







Assessment Plan for the Course and how Data in the Course are used to assess Student Outcomes

	Student and Instructor Course Outcome Surveys are administered at the conclusion of each offering, and are evaluated as described in the School’s Assessment Plan: https://abet.cis.fiu.edu/




Outline
	Topic
	Number of Lecture Hours
	Outcome

	· C Language Foundations
· Basic types
· Type conversions and casting
· Pointers and Arrays
· Standard I/O
· using AI tools to interpret compiler errors, pointer misuse, segmentation faults
	9
	1, 2, 3, 5, 10

	· Unix Programming Environment
· Basic command line interface
· Makefiles, gcc, and gdb
· Compilation workflow
· using AI-assisted tools to generate Makefiles, gdb scripts, and related Unix command 
	3
	4, 10

	· File I/O and Parsing
· File reading/writing
· Parsing text data
· Formatted I/O
· using AI-tools to explain fscanf/printf formats, debugging file-handling code
	3.5
	5, 10

	· Process Address Space
· Code / Data / Heap / Stack 
· Static vs dynamic segments 
· Scoping and lifetime rules 
	3.5
	6

	· Dynamic Memory Management
· Pointers & aliasing 
· malloc, calloc, realloc, free 
· Memory leaks and fragmentation 
· using AI-tools to analyze memory bugs, rewrite pointer-heavy code
	4.5
	3, 7, 10

	· Concurrency & Synchronization
· Threads 
· Thread safety and race conditions 
· Synchronization primitives (mutex, semaphores) 
	7
	8, 9

	· Advanced / Optional Systems Topics
· Multiprocessing & IPC
· Sorting implementation in C
· Memory allocator design
· Socket programming
· System calls (for IPC or low-level file I/O)
· Intro to parallel programming
· using AI to generate and critique advanced C implementations 
	7
	9, 10



Tentative Weekly Schedule
	Week
	Topics
	Course Outcome(s)

	1
	Introduction to Systems Programming C Language Overview Basic Types, Type Conversions, and Casting
	1

	2
	Arrays and Pointer Fundamentals Pointer Arithmetic and Memory Layout Standard Input/Output in C
	2, 3, 5

	3
	Pointer–Array Relationships Common Pointer Errors and Segmentation Faults Using AI Tools to Interpret Compiler Errors
	3, 10

	4
	Unix Programming Environment Command-Line Interface Basics Compilation Workflow
	4

	5
	Makefiles, gcc, and gdb Debugging C Programs in Unix AI-Assisted Tooling for Build & Debug Workflows
	4, 10

	6
	File I/O Fundamentals Reading and Writing Files Formatted I/O (printf, scanf, fscanf)
	5

	7
	File Parsing Techniques Text Processing in C AI-Assisted Debugging of File-Handling Code
	5, 10

	8
	Process Address Space Code, Data, Heap, and Stack Segments Scoping and Lifetime Rules
	6

	9
	Dynamic Memory Management malloc, calloc, realloc, free Pointer Aliasing
	3, 7

	10
	Memory Leaks and Fragmentation Debugging with Valgrind AI Tools for Analyzing Memory Bugs
	7, 10

	11
	Introduction to Concurrency Threads and Thread Creation Thread Safety Concepts
	8

	12
	Race Conditions and Synchronization Mutexes and Semaphores
	8, 9

	13
	Multithreaded Program Design Correctness and Performance Considerations
	9

	14
	Multiprocessing and Interprocess Communication (IPC) System Calls for Low-Level I/O
	9

	15
	Advanced Systems Topics Socket Programming Introduction to Parallel Programming
	9

	16
	Integrative Systems Programming Project AI-Assisted Refactoring & Debugging Course Review and Synthesis
Final Exam
	9, 10



Course Outcomes Emphasized in Laboratory Projects / Assignments
	Course Outcome
	Number of Weeks

	1, 2, 3 & 4
	2

	1 & 5
	2

	5 & 7
	3

	6 & 7
	3

	8
	2



Oral and Written Communication:
None

Social and Ethical Implications of Computing Topics:
None

	Approximate number of credit hours devoted to fundamental CS topics


	Topic
	Core Hours
	Advanced Hours

	Algorithms:

	
	0.5

	Software Design:

	
	1.5

	Computer Organization and Architecture:
	
	0.5

	Data Structures:

	
	1

	Concepts of Programming Languages:
	
	1.0




Theoretical Contents: None

Problem Analysis Experiences
	6 Programming Assignments





Solution Design Experiences
	6 Programming Assignments



The Coverage of Knowledge Units within Computer Science Body of Knowledge[footnoteRef:1] [1: See https://csed.acm.org/wp-content/uploads/2023/03/Version-Beta-v2.pdf for a description of Computer Science Knowledge units] 

	Knowledge Unit
	Topic 
	Lecture Hours 

	OS 3
	Concurrency (multiprocessing and multithreading)
	5

	OS 5
	Memory management
	5

	OS 8
	File systems and I/O
	2

	PF 3
	Fundamental data structures
	1


Potential Grading Criteria

	Assessment
	Number
	Points for Each
	Total Points
	Weight (%)

	Quiz
	5
	30
	150
	15%

	Exams
	3
	200
	600
	60%

	Assignment(s)
	5
	50
	250
	25%

	Total
	13
	N/A
	1000
	100%



 
Proposed Letter Grade Scale 
	Letter Grade
	Percentage Range
	Letter Grade
	Percentage Range

	A
	95 or above
	C+
	70 – 74.99

	A-
	90 – 94.99
	C
	65 – 69.99

	B+
	85 – 89.99
	D
	60 – 64.99

	B
	80 – 84.99
	F
	59.99 or below

	B-
	75 – 79.99
	
	



Sample Assignment 

Part 1 — C Program: Memory, Files, and Basic Threading
Write a C program that:
1. Reads a file whose name is provided as a command-line argument.
2. Dynamically allocates memory to store all lines in the file.
3. Spawns one thread that counts how many lines contain at least one digit (0–9).
4. The main thread prints:
· Total number of lines
· Number of digit-containing lines (received from the worker thread)
5. Program must compile with a Makefile and produce no memory leaks (verify with valgrind).

Part 2 — AI-Assisted Debugging
Use an AI tool (ChatGPT, Gemini, Claude, GitHub Copilot Chat, etc.) to assist with:
A. Compiler Error Explanation
· Paste one early version of your program into an AI tool.
· Record the AI’s explanation of two compiler errors or warnings, and write a 1–2 sentence verification for each indicating whether the AI explanation was correct.
B. Debugging a Memory Bug or Race Condition
· Introduce one bug (e.g., forgotten free, incorrect pointer arithmetic, unsafely shared variable).
· Ask the AI for debugging help.
· Report:
· What bug you introduced
· The AI’s suggestion
· Whether the suggestion was correct
· Your final fix (3–5 lines)

Part 3 — AI-Assisted Refactoring
Provide a before and after snippet (6–10 lines each) where AI helps refactor your code to improve:
· Readability
· Use of Unix functions
· Memory safety
Write 3–4 sentences explaining how AI helped and what you validated manually.

Part 4 — Responsible-Use Reflection
In 6–8 sentences, discuss:
· How you validated AI suggestions
· Why AI cannot fully replace manual debugging in systems-level C
· How AI improved your understanding of memory, threads, or Unix tooling

Sample Rubric 

1. C Program Functionality — 35 pts
	Grading Item
	Complete (Full Credit)
	Partial Credit
	No Credit

	File reading + dynamic memory management (malloc/free) – 15 pts
	Correct file parsing; no leaks; memory allocated & freed properly
	Minor issues or small leaks
	Incorrect or missing

	Threading & shared result – 10 pts
	Thread runs correctly; result communicated safely
	Works but unsafe or inconsistent
	Not implemented

	Makefile + successful compilation – 10 pts
	Builds cleanly with proper targets
	Minor issues
	No functional Makefile







2. AI-Assisted Debugging (CLO 10) — 30 pts
	Grading Item
	Complete
	Partial
	No Credit

	Compiler error explanation – 10 pts
	Two AI explanations documented + verified accurately
	Only one or weak verification
	Missing

	Memory bug / race debugging – 10 pts
	Bug, AI suggestion, correctness check, and final fix all documented
	Some details missing
	Not done

	Quality of analysis – 10 pts
	Clear evaluation of when AI was helpful or misleading
	Superficial
	No analysis



3. AI-Assisted Refactoring — 20 pts
	Grading Item
	Complete
	Partial
	No Credit

	Before vs. after code – 10 pts
	Clear improvement shown via AI-guided refactoring
	Minor or unclear improvement
	Missing

	Reflection (3–4 sentences) – 10 pts
	Explains value + validation steps
	Weak or incomplete
	Missing



4. Responsible-Use Reflection — 15 pts
	Grading Item
	Complete
	Partial
	No Credit

	6–8 sentence reflection
	Thoughtful, discusses validation, risks, and learning impact
	Too short or superficial
	Missing
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