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CIS 4731
Fundamentals of Blockchain Technologies
Section: UHA Hybrid/Certified Fall Term 2025


Course Prerequisites
Course prerequisites, if any, are listed below. Prerequisite: (COP2047 OR COP2210 OR COP2250) and COT3100
Course Description and Purpose
This course teaches an introduction to blockchain key concepts such as proof-of-work, mining, distributed consensus, and its applications including crypto-currencies, smart contracts, and supply chain monitoring. Prerequisite: COP2047 and COT3100

Textbook and Course Materials

MASTERING BLOCKCHAIN
Required/Recommended: Required
Authors: BASHIR
Publisher: PACKT PUB
Publication Date: March 31, 2023
Copyright Date: 2023
ISBN 10: 1803241063
ISBN 13: 9781803241067



Course Outcomes

1. Explain the foundational principles of blockchain technologies and distributed consensus (Understand) 
2. Describe the core concepts, mechanisms, and use cases of cryptocurrency technologies (Understand) 
3. Analyze proof-of-work mechanisms and mining strategies within blockchain systems (Analyze) 
4. Compare proof-of-stake protocols with other consensus mechanisms (Analyze) 
5. Evaluate how smart contracts establish trust for economic activities across blockchain platforms (Evaluate) 
6. Assess how blockchain architectures can enhance security and privacy in computer systems (Evaluate) 
7. Employ genAI tools effectively to support the design, implementation, and evaluation of decentralized applications within a blockchain ecosystem (Apply) 

Notes: Required Textbook

CRYPTOGRAPHY+NETWORK SECURITY
Required/Recommended: Recommended
Authors: STALLINGS Publisher: RENT PEARS Publication Date: June 6, 2022
Copyright Date: 2022
ISBN 10: 1292437480
ISBN 13: 9780136707226
Notes: Recommended Textbook

Panther Book Pack

The Panther Book Pack rental program provides your required print and digital course materials at a flat rate of $20 per undergraduate credit hour. When you registered for your classes this session, you were notified via email of the required course materials that are included in the Panther Book Pack.
Make sure to review the pricing for all materials across your classes this semester and compare the cost to the Panther Book Pack flat rate. If the Panther Book Pack is not your best option, you may opt out up to three days after the add/drop deadline. The deadline to opt back into the Panther Book Pack is also three days after the add/drop deadline.
If you do not opt out of the Panther Book Pack rental program, you will be charged $20 per undergraduate credit hour for which you are registered and the course materials will be reserved in your name. For more details and to learn how to access your course materials, visit onestop.fiu.edu/bookpack.

Student Learning Outcomes/Objectives
Student learning outcomes allow faculty to assess the level of proficiency in content knowledge and skills that their students acquire in a course.

If the objective meets a special designation, you will see the code after the objective:

University Core Curriculum: UCC Gordon Rule Writing: GRW Global Learning: GL
Civic Literacy: CL

· Understand the principles of blockchain technologies and distributed consensus

· Be familiar with crypto-currency technologies

· Understand proof-of-work and mining strategies

· Understand proof-of-stake

· Understand smart contracts and how blockchains establish trust for economic activities

· Be exposed to how blockchain can enhance security and privacy of computer systems.
Expectations of this Course
This is a hybrid course, meaning half of the coursework will be conducted in class, on campus, with the remaining half conducted out of class, including in this Canvas course. Expectations for performance in hybrid courses are the same as in a traditional course. Hybrid courses require a degree of self-motivation, self-discipline, and technology skills which can make these courses more demanding for some students.

Students are expected to:

· review the getting started page located in the course modules;

· introduce yourself to the class during the first week by posting a self-introduction in the appropriate discussion;
· take the practice quiz to ensure that your computer is compatible with the learning management system, Canvas;
· interact online with instructor and peers;
· review and follow the course calendar and weekly outlines;
· Attend class sessions in person as scheduled;
· log in to the course three times per week;
· respond to discussions by the due date specified. No late participation will be accepted;
· respond to Canvas messages within two business days;
· submit assignments by the corresponding deadline.

The instructor will:

· log in to the course 3 times a week;
· respond to Canvas messages within two business days;
· grade assignments and/or provide feedback within 14 days of the assignment deadline.

Course Communication
Communication in this course will take place via the Canvas Inbox. Check out the Canvas Conversations Tutorial or Canvas Guide to learn how to communicate with your instructor and peers using Announcements, Discussions, and the Inbox. I will respond to all correspondences within two business days.

Policies & Resources

Before starting this course, please review the Policies & Resources Page in Canvas which includes comprehensive information on various University and Course Level Policies such as:

· University Policies
· Accessibility and Accommodations
· Online Etiquette
· Technical Requirements and Skills
· Computer & Digital Literacy Skills
· Course Technology Accessibility Statements and Privacy Policies
· Academic Integrity
· Copyright Statement
· Core Principles of This Course
· Nondiscrimination Statement
· Panthers Care & Counseling and Psychological Services (CAPS)
· Fair Use Policy



Assignments & Assessments

All graded assignments and assessments in this course will be labeled with one of three

Generative AI (GenAI) usage categories.


· Category 1: No Use of GenAI Allowed — Students must complete the work entirely on their own, without assistance from generative AI tools (such as

ChatGPT, Copilot, Gemini, etc.); this will be enforced through proctoring, monitoring, or verification methods.

· Category 2: Limited Use of GenAI (Attribution Only) — Students may consult generative AI for brainstorming or support, but they must clearly acknowledge and reflect on its use; uncredited or excessive reliance will result in penalties.

· Category 3: Free Use of GenAI — Students may use generative AI freely, provided that all submitted work remains academically honest and consistent with course learning outcomes.

Each assignment (discussion forum, quiz, exam, or homework) will clearly indicate its category.



Discussion Forums

Keep in mind that your discussion forum postings will likely be seen by other members of the course. Care should be taken when determining what to post.

Discussion Forum Expectations:

· Late participations will not be graded.
· Read your postings of classmates after you posted and compare their answers with yours. Replying to others' postings is recommended.

· To get the full credit, your response must complete all actions requested by the discussion specification.

Homework Assignments

For each homework assignment, make sure to carefully read the assignment specification completely before starting to work on it. Also, remember that:

· Submissions made after the due-date and before the until-date will be subject to a 20% per day late penalty.
· All homework assignments can be done individually or in groups of size two.
· Carefully read the submission guidelines included in each assignment specification.
· Read the grading criteria and/or rubric of each homework assignment carefully.
· The expected turn-around time for feedback/grades is 14 days.

Quizzes

In order to mitigate any issues with your computer and online assessments, it is very important that you take the Practice Quiz from each computer you will be using to take your graded quizzes and exams. Assessments in this course are not compatible with mobile devices and should not be taken through a mobile phone or a tablet.

· There are 9 graded quizzes throughout the semester: seven Quizzes (each one is related to one of the discussion forums and tests your knowledge on its corresponding discussion forum) and two major exams (midterm and final exam) which are proctored through LockDown Browser and Honorlock respectively. In the following bullet points, I refer to major exams as "exam" and each of the seven quizzes as "quiz".
· For each of the seven quizzes, you can make unlimited number of attempts and get credit based on the highest score among your attempts. No proctoring tool is used

for these quizzes as they are just formative assessments designed to help you understand the concepts and participate in the discussion forums better.
· The students will be able to see the questions and correct answers after each quiz.
· Midterm Exam will be taken on Tuesday, October 21, during the class and will be proctored through LockDown Browser. Paper notes, scratch papers, a handheld calculator, and the non-electronic version of the textbooks are allowed during the exam. The exam time limit is about 70 minutes and covers the first four modules of the course.
· Final will be taken online during the final week and will be proctored through Honorlock (students pay the small fee for the Honolock as the school won't cover it). The exam stays open for two days and has a time limit of 2 hours. Paper notes, scratch papers, a handheld calculator, and the non-electronic version of the textbooks are allowed during the exam. The exam covers the last five modules of the course.
· The students won't be able to see the questions and correct answers after the major exams unless they stop by CASE335 during the instructor's office hours.
· The students will see the final raw score at the end of each exam.
· The expected turn-around time for feedback or grades is 7 days.

Zoom Video Conference
Zoom is a video conference tool that you can use to interact with your professor and fellow students by sharing screens, chatting, broadcasting live video/audio, and taking part in other interactive online activities.
Zoom meetings can be accessed via the Zoom link in the course navigation menu. Once you click on the Zoom link, it will route you to join the meeting for the respective class session. You will also be able to view upcoming meetings, previous meetings that you have already joined, and meeting recordings. Before joining an actual class session:

Reference the Zoom Student Tutorials to learn about the tool, how to access your meeting room, and share your screen.
Access the Zoom Test Meeting Room to test out the software before joining an actual session.
If you encounter any technical difficulties, please contact the FIU Canvas Help Team. Please ensure you contact support immediately upon the issue occurring.

Grading

Course Grades Distribution Table

	Course Requirements
	
Number of Items
	
Weight for Each
	
Weight

	Homework Assignments
	
5
	
7%
	
35%

	
Discussion Forums
	
7
	
3%
	
21%

	
Quizzes
	7
	2%
	14%

	
Midterm Exam
	
1
	
15%
	
15%

	
Final Exam
	1
	15%
	15%

	
Total
	21
	N/A
	100%




Letter Grade Distribution Table

	Letter
	Range%
	Letter
	Range%
	Letter
	Range%

	A
	90 or above
	B
	80 - 83.32
	C
	70 - 73.32

	A-
	86.67 - 89.99
	B-
	76.67- 79.99
	D
	60 - 69.99

	B+
	83.33- 86.66
	C+
	73.33 - 76.66
	F
	below 60




Schedule of Topics
Syllabus is subject to change based on the class progress.

	Week
	Topics
	Assignments/Tasks

	1
	Introduction to Blockchain
	DF1, Quiz 1

	2
	Symmetric Cryptography
	HW1

	3
	SHA256, DES, AES
	DF2

	4
	Asymmetric Cryptography
	Quiz 2

	5
	RSA
	HW2

	6
	Elliptic Curve Cryptography 
	DF3, Quiz 3

	7
	Paxos and Raft Crash Detection
	HW3

	8
	Byzantine Fault Tolerance
	DF4, Quiz 4

	9
	Midterm Review, Exam
	Midterm Exam

	10
	Nakamoto Consensus
	DF5, Quiz 5

	11
	Bitcoin, Public/Private Keys
	HW4

	12
	Transaction Pools, Fees, Validation
	DF6, Quiz 6

	13
	Ethereum
	HW5

	14
	Smart Contents, Aiken
	DF7, Quiz 7

	15
	Tools and Environments
	

	16
	Remix IDE
	Final Exam



Nondiscrimination Statement
The Office of Civil Rights Compliance and Accessibility (CRCA) is responsible for ensuring that FIU maintains a workplace and learning environment free from discrimination, where current and prospective faculty, staff, and students are treated equitably. If any student, employee, or applicant has a sincere and reasonable belief that they have been discriminated against or harassed based on age, color, disability, marital status, ethnic or national origin, race, religion, retaliation, sex, or any other protected category, they can report their concerns to the CRCA team through report.fiu.edu.
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