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CNT 4403
Computing and Network Security

Course Time Zone: Eastern Time (ET). Course due dates and times are according to this time zone.

Course Description

Computing and Network Security (CNT 4403) introduces critical knowledge about the foundational principles, technologies, and practices of secure computing systems and networks. Topics include, but are not limited to, symmetric and asymmetric cryptography, hash functions, authentication methods, access control models, firewalls, intrusion detection, and public key infrastructure. The course also examines operational and policy issues, as well as common vulnerabilities, attacks, and defenses.    Prerequisites:  (COP3804 or COP3337) and CGS3767 Corequisite: CGS4285

Student Learning Outcomes/Objectives


1. Articulate basic concepts in information security. [Understand]
2. Apply symmetric and asymmetric cryptography to secure systems. [Apply] 
3. Describe public-key infrastructure (PKI) [Undestand]
4. Compare/contrast common types of access control, including theory [Evaluate]
5. Break down the key factors involved in authentication. [Analyze]
6. Assemble intrusion detection systems using various runtime communication techniques. [Create]
7.  Explain policy and operational issues in security [Understand]
8.  Describe vulnerabilities, attacks, auditing and various forensics principles. [Remember]

Course Prerequisites
Course prerequisites, if any, are listed below. Prerequisites:  (COP3804 or COP3337) and CGS3767 Corequisite: CGS4285
Textbook and Course Materials

Computer and Information Security Handbook Required/Recommended: NOT a REQUIRED book; It's only for a reference! Authors: John R. Vacca [Editor]
Publisher: Morgan Kaufmann
Publication Date: June 16, 2017
Copyright Date: 2017
ISBN 10: 0128038438
ISBN 13: 978-0128038437
Chapters/Pages: Optional

Fundamentals of Information Systems Security Required/Recommended: NOT a REQUIRED book; It's only for a reference! Authors: David Kim and Michael G. Solomon
Publisher: Jones & Bartlett Learning
Publication Date: November 10, 2025
Copyright Date: 2023
ISBN 10: 1284310582
ISBN 13: 978-1284310580
Chapters/Pages: Optional

Introduction to Computer Security
Required/Recommended: NOT a REQUIRED book; It's only for a reference!
Authors: Michael T. Goodrich and Roberto Tamassia
Publisher: Pearson
Publication Date: Roberto Tamassia
Copyright Date: 2014
ISBN 10: 0321512944

ISBN 13: 978-0321512949
Chapters/Pages: Optional

Panther Book Pack

Get all required course materials for $20.50 per undergrad credit hour through Panther Book Pack. Youʼll be charged automatically unless you opt out within 3 days after the add/drop deadline.
For more details, to compare costs, and to learn how to access your course materials, visit the Panther Book Pack information page on FIU OneStop.

Readings, Materials, and Open Educational Resources (OER)
Proceedings of Cybersecurity Conferences: Big 4: ACM CCS, IEEE S&P, USENIX Security, NDSS Journals: IEEE TIFS, IEEE TDSC
Catching News:
Hacker News: https://news.ycombinator.com/

Cybersecurity News: https://cybersecuritynews.com/

Expectations of this Course
This is an online course, which means most (if not all) of the coursework will be conducted online. Expectations for performance in an online course are the same as in a traditional course. In fact, online courses require a degree of self-motivation, self-discipline, and technology skills, which can make these courses more demanding for some students.

Students are expected to:

· Review the Getting Started page located in the course modules.
· Introduce yourself to the class during the first week by posting a self-introduction in the appropriate discussion.
· Take the practice quiz to ensure that your computer is compatible with the learning management system, Canvas.
· Interact online with the instructor and peers.
· Review and follow the course calendar and weekly outlines.
· Log in to the course 4 times per week.
· Respond to discussions by the due date specified.
· Respond to emails within 2 days.
· Submit assignments by the corresponding deadline.

The instructor will:

· Log in to the course 3 times a week.
· Respond to discussion postings within 10 business days of the deadline.
· Respond to emails within 3 business days.
· Grade submissions within 15 business days of the assignment deadline.

Assignments & Assessments Discussion Forums
Please note that your discussion forum postings will likely be visible to other course
members. Care should be taken when determining what to post.

· There will be 3 discussion posts (Technical Discussion TD 1, TD, 2, TD 3)

Assignments

There will be a Term Project made up of 5 assignments (Proposal, Progress Report, Paper, and Video Presentation.

Quizzes

In order to mitigate any issues with your computer and online assessments, it is very important that you take the Practice Quiz from each computer you will be using to take your graded quizzes and exams. Assessments in this course are not compatible with mobile devices and should not be taken through a mobile phone or a tablet.

· 3 graded quizzes
· 1 Final exam

Grading



Course Grades Distribution Table

	Course
Requirements
	Number of
Items
	Points for
Each
	Total Points
Available
	
Weight

	Quiz
[Bonus marks: 15]
	

3
	

35
	

105
	
21%
[3% Bonus]

	Assignments
	3
	40
	120
	24%

	Discussion
	3
	25
	75
	15%





	Project [Bonus marks:
15]
	

1
	

100
	

100
	
20%
[3% Bonus]

	Final Exam [Bonus marks:
10]
	

1
	

100
	

100
	
20%
[2% Bonus]

	Total
[Bonus marks: 40]
	
11
	
—
	
500
	
100%
[8% Bonus]




Letter Grade Distribution Table

	Letter Grade
	Sample Range %

	A
	95 to 100

	A-
	90 to 94.99

	B+
	87 to 89.99

	B
	83 to 86.99

	B-
	80 to 82.99

	C+
	77 to 79.99

	C
	70 to 76.99

	D
	60 to 69.99

	F
	0 to 59.99



Proctored Exams
The Final Exam and Quizzes will be proctored by Honorlock!

Through a careful examination of this syllabus, it is the student’s responsibility to determine whether this online course requires proctored exams. Please visit our Student Proctored Exam Instructions webpage for important information concerning proctored exams, proctoring centers, and important forms.

Schedule of Topics
The course consists of 8 modules, spanning 15 weeks.

·  (Week 1): Introduction
·  (Week 2): Cryptography I
· (Week 3): Cryptography II
· (Week 4): Cryptography III
·  (Week 5): Authentication
·  (Week 6): Access Control I
· (Week 7): Access Control II
· (Week 8): Public Key Infrastructure
·  (Week 9): Vulnerabilities
·  (Week 10): Network Security I
· (Week 11): Network Security II
· (Week 12): Network Security III
·  (Week 13): Runtime Communication Security
·  (Week 14): Mobile Security 
· (Week 15): Web Security
· (Week 16): Final Exam


Canvas Schedule

Due Date	Assignment Name	Assignment Type	Points


Academic Honesty Policy


Quiz	0

Introduce Yourself	Discussion	0

Open Forum	Discussion	0


	Due Date
	Assignment Name
	Assignment Type
	Points

	
	Practice Quiz
	Quiz
	0

	1/23/26
	ASG 01
	Assignment
	25

	1/30/26
	T 01
	Quiz
	35

	2/1/26
	TD 01
	Discussion
	25

	2/27/26
	Term Project Proposal
	Assignment
	15

	
3/27/26
	Term Project Progress Report
	
Assignment
	
15

	4/17/26
	Term Project Paper
	Assignment
	60





4/17/26

Term Project Video Presentation

Discussion	10

4/19/26

Self Attendance Report [Zoom Meetings]

Assignment	15


Course Communication
Communication in this course will take place via the Canvas Inbox. Check out
the Canvas Conversations Tutorial or Canvas Guide to learn how to communicate with your instructor and peers using Announcements, Discussions, and the Inbox. Please feel free to email me directly; however, the subject line must clearly specify the course ID and the email topic.
I will respond to all correspondence within 3 days.

Policies & Resources

Before starting this course, please review the Policies & Resources Page in Canvas, which includes comprehensive information on various University and Course Level Policies, such as:

· University Policies
· Accessibility and Accommodations
· Online Etiquette
· Technical Requirements and Skills
· Computer & Digital Literacy Skills
· Course Technology Accessibility Statements and Privacy Policies
· Academic Integrity
· Copyright Statement
· Nondiscrimination Statement
· Panthers Care & Counseling and Psychological Services (CAPS)
· Fair Use Policy



AI tools CANNOT be used to receive complete answers/solutions. No assistance is allowed during the exam/quizzes.


Zoom Video Conference
There can be weekly or biweekly Zoom meetings for Q/A and/or discussing the lecture notes.



Zoom meetings can be accessed via the Zoom link in the course navigation menu. Once you click on the Zoom link, it will route you to join the meeting for the respective class

session. You will also be able to view upcoming meetings, previous meetings that you have already joined, and meeting recordings. Before joining an actual class session:
· Reference the Zoom Student Tutorials to learn about the tool, how to access your meeting room, and share your screen.
· Access the Zoom Test Meeting Room to test out the software before joining an actual session.
If you encounter any technical difficulties, please contact the FIU Canvas Help Team. Please ensure you contact support immediately upon the issue occurring.


Nondiscrimination Statement
The Office of Civil Rights Compliance and Accessibility (CRCA) is responsible for ensuring that FIU maintains a workplace and learning environment free from discrimination, where current and prospective faculty, staff, and students are treated equitably. If any student, employee, or applicant has a sincere and reasonable belief that they have been discriminated against or harassed based on age, color, disability, marital status, ethnic or national origin, race, religion, retaliation, sex, or any other protected category, they can report their concerns to the CRCA team through report.fiu.edu.
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