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CTS 1500
Emerging Topics in Digital Life
Section: UO1 In Person
Fall Term 2O25

Course Meeting Information


	Class meeting times

	Day:
	F

	Time:
	2:OO PM - 4:45 PM

	Location:
	PG 6 - 114



Professor Information

Patricia McDermott-Wells, PhD - Teaching Professor
Roles: Primary Instructor
Email: mcdwells@fiu.edu
Response Time: Within 24 hours on average
Phone: Home Office: 561-798-394O Office Hours: M/W 5:00-7:00 PM Virtually by appointment 
Office Location: CASE 34O
Department or Academic Unit: Knight Foundation School of Computing & Information Sciences

Course Prerequisites
Course prerequisites, if any, are listed below.
· There are no prerequisites for this course.

Course Description and Purpose
Students today are major consumers of technology, especially mobile devices, yet few are aware of the digital footprint they are creating, or how their data is being harvested, manipulated, and marketed. They are unaware how technology is being used to manipulate their belief systems and their buying decisions, and how it affects governance within their society.
In this course, students will explore ever-changing boundaries between public and private digital lives, and the cultural and societal impacts of data collection, misinformation, media bias, cyber threats, and emerging digital technologies.

Student Learning Outcomes/Objectives

At the end of this course, students will be expected to have achieved the Course-Specific and General Education learning outcomes as follows:

Course Specific:  Students will research, explore, and analyze digital data collection, digital data manipulation, and information-shaping practices to determine how the entities collecting it are utilizing their data to effect far-reaching impacts on societal and cultural norms, political processes, military engagements, and individuals’ lives around the world. In every assignment, students are asked to consider positive and negative aspects, as well as global impacts. Students will engage in:
1. Participation in discussion forums about: 
a. The current and potential future impacts of Artificial Intelligence in all aspects of society 
b. How technological advances obscure the ability to determine whether information and/or images are accurate or have been altered to support an organization’s agenda
c. How bias in media can mislead people and erode trust in organizations and governments
2. Small group presentations: Students will research and prepare multiple presentations they will make to the entire class on various aspects of digital life, including 
a. Privacy and anonymity
b. Ethical issues arising from the use of artificial intelligence
c. Social engineering techniques used by bad actors to gain trust and infiltrate stored data
3. Case study: Student groups will prepare a case study producing a written report and a presentation about one of the following topics:
a. A recent major data breach and the organizational, technological, and/or human missteps that contributed to the breach.
b. A global or regional conflict in which data manipulation and/or advanced technology was employed to influence the outcome.
General Education: Critical thinking skills are essential to enable students to make informed choices in their lives.  Collecting and evaluating relevant information encompassing multiple perspectives and analyzing the potential information bias will help students develop their ability to ground their decision-making in objective analysis. Enabling measured discourse and open discussions about ambiguous information and competing perspectives will help to equip students to process the massive amounts of information they encounter daily.
Textbook and Course Materials

CYBERSECURITY FOR BEGINNERS
Required/Recommended: Required
Authors: RAEF MEEUWISSE
Publisher: AMAZON.COM Publication Date: 2O17 Copyright Date: 2O15-2O17 ISBN 10: N/A
ISBN 13: 9781911452O34
Notes: This affordable book provides a gentle introduction to cybersecurity principles by exploring the human side of security with case study examples.
This course also requires the use of Microsoft Office software, including Word, PowerPoint, and Excel. Microsoft Office software is available for free to FIU students. Microsoft 365 online version is acceptable.

Panther Book Pack

The Panther Book Pack rental program provides your required print and digital course materials at a flat rate of $2O per undergraduate credit hour. When you registered for your classes this session, you were notified via email of the required course materials that are included in the Panther Book Pack.
Make sure to review the pricing for all materials across your classes this semester and compare the cost to the Panther Book Pack flat rate. If the Panther Book Pack is not your best option, you may opt out up to three days after the add/drop deadline. The deadline to opt back into the Panther Book Pack is also three days after the add/drop deadline.
If you do not opt out of the Panther Book Pack rental program, you will be charged $2O per undergraduate credit hour for which you are registered and the course materials will be reserved in your name. For more details and to learn how to access your course materials, visit onestop.fiu.edu/bookpack.

Expectations of the Course
This is an approved Global Learning course that counts towards your FIU Global Learning Graduation requirement.
METHOD OF EVALUATION
1. Lecture attendance: REQUIRED. Concepts are introduced and illustrated in class. If you miss a class, you are responsible to review all posted material and obtain all assignments and information regarding reading materials and assignments. In-class assignments usually cannot be done outside of class. Attendance will be taken - if you don't sign in within the first 1O minutes of class, you will be considered absent.
2. In-class group exercises: There will be frequent in-class group exercises. These exercises may or may not be announced in advance of the class in which they take place. In-class group exercises cannot be made up – if you miss a session, you will receive a 0 for that exercise. If your team is not ready to present when selected, your team will incur a late penalty on the assignment.
3. Additional reading: Additional materials will be made available that relate to course content. You are expected to read all materials provided and be prepared to discuss them.
4. Assignments: All assignments must be submitted by the due date to be eligible for full credit. All work submitted must be the work of the individual student unless group work is explicitly allowed.
5. Use of Artificial Intelligence Tools: Please review the instructor's statement of policy for AI tool use posted within the course and in each assignment’s instructions.
6. Academic Honesty: All assignments must be the work of the individual
student. Collaboration is not allowed unless the assignment is explicitly labeled as a group assignment. Use of automated tools such as AI is permitted on some assignments but not all. See the instructor's statement on AI use for details. Any evidence of cheating on assignments or exams will result in a O for the assignment or a failing course grade and being reported to Student Conduct and Academic Integrity office – no exceptions. See the section below on Academic Honesty for full details.

LATE POLICY

Late work may or may not be accepted, at the discretion of the instructor, with notice. If you have extenuating circumstances that will affect your ability to submit your work in a timely manner, contact the instructor BEFORE the deadline to discuss your options.

MAKE-UP WORK POLICY

NO MAKE-UPS FOR GROUP PRESENTATIONS without a documentable last-minute emergency situation beyond your control. Notify the instructor immediately if such an event occurs.
In-class graded exercises: Cannot be made up outside of class.
Assignments: Missing any part of this course’s schedule may prevent completion of the course. If you foresee or encounter a difficulty of any type (i.e., an illness, family crisis, etc.) which may prevent completion of assignments, notify the instructor as soon as possible. Failure to do so will result in failure for an assignment and/or failure of the course.

*The professor reserves the right to change or modify the syllabus at any time during the semester. Written notification will be provided should any changes be required.

STUDENT/FACULTY INTERACTION

Students are encouraged to email or message the instructor at any time when questions arise, or when clarification is needed about any subject matter. Students are invited to join the Prof's WhatsApp chat group - the link is on the Canvas Modules page.
Students are expected to be polite and respectful, to participate in the online discussions and small group breakout sessions, and to refrain from use of phones or other electronic devices except as relates to in-course activities.
Students are expected to maintain professional demeanor within the classroom, and to afford the instructor the respect associated with the instructor's advanced degrees. Please address the instructor as "Dr." or "Professor".
Feedback on assignments will be provided. Students are encouraged to contact the instructor should clarification or further discussion be needed.
All available means to contact the instructor, including telephone, email, and WhatsApp chat group will be provided in the syllabus and/or our online Canvas course site.

ARTIFICIAL INTELLIGENCE TOOLS
Artificial intelligence tools are incredibly powerful and useful tools. However, it is important that you, the student, learn to evaluate and critique the information you retrieve from ANY online source. This includes information from AI tools. Following are the guidelines for this course. Ask the instructor for clarification regarding the use of AI at any point within the course.
Use of AI tools for quizzes is NOT ALLOWED.
Use of AI tools to generate content for discussion posts is NOT ALLOWED.
Use of AI tools to generate a topic outline for the group project case study paper is allowed, but only for an outline. You may NOT use AI to generate the content of your group project paper. You may NOT use AI to generate video of you for presentations.
Use of AI tools to help create PowerPoint slides for small group presentations is allowed. Presentations must be given by you - you may not use AI to generate video of you for presentations.
In all cases, it is your responsibility to ensure that the material used is accurate and appropriate.
You must acknowledge your use of the tool. Include a reference to the AI tool that you
used, along with any other sources in your reference list. As with any source, failure to acknowledge the source may constitute plagiarism.
Remember that grammar, spelling, and translation tools all use AI which will cause your work to be flagged as AI-generated. Do not use these tools - edit your own work.

ACADEMIC HONESTY AND PLAGIARISM
The awarding of a university degree attests that an individual has demonstrated mastery of a significant body of knowledge and skills of substantive value to society. Any type of dishonesty in securing those credentials therefore invites serious sanctions, up to and including suspension and expulsion. Examples of dishonesty include actual or attempted cheating, plagiarism*, or knowingly furnishing false information to any university employee.
*Plagiarism is defined as submitting anything for credit in one course that has already been submitted for credit in another course, or copying any part of someone else’s
intellectual work – their ideas and/or words – published or unpublished, including that of other students or any automated tool, and portraying it as one’s own. Proper quoting, using strict APA formatting, is required, as described by the instructor. All students are required to read the material presented
at: http://www.hamilton.edu/academic/resource/wc/avoidingplagiarism.html
Students must properly cite any quoted material. No term paper, business plan, term project, case analysis, or assignment may have more than 2O% of its content
quoted from another source. Students who need assistance in learning to paraphrase should ask the instructor for guidance. This university employs plagiarism-detection software, through which all written student assignments are processed for comparison with material published in traditional sources (books, journals, magazines), on the internet (to include essays for sale), and papers turned in by students in the
same and other classes in this and all previous terms. The penalty for plagiarism may range from zero credit on the assignment, to zero in the course, to expulsion from the university with appropriate notation in the student’s permanent file.
In addition, your instructor reserves the right to reject any work submitted by you which appears to be of a type or quality that is incongruent with what the instructor perceives to be your previously-demonstrated comprehension of course materials. While your work is expected to improve over the term, work which is of a quality entirely inconsistent with previous submissions or written communications will cause your instructor to question whether the work is your own or represents that of someone else. If this is suspected, your instructor will contact you directly and seek clarification.
Students at Florida International University are expected to adhere to the highest standards of integrity in every aspect of their lives. Honesty in academic matters is part of this obligation.
Academic integrity is the adherence to those special values regarding life and work in an academic community. Any act or omission by a student which violates this concept of academic integrity shall be defined as academic misconduct and shall be subject to the procedures and penalties set forth herein.
Definition of Academic Misconduct: The term "academic misconduct" is academic dishonesty and shall include the following acts and/or omissions:
1. Cheating, which is the unauthorized use of books, notes, aids or assistance from another person or automated tool with respect to examinations, course assignments, field service reports, class recitations, or possession of examination papers or course materials, whether originally authorized or not. Any student helping another cheat may be found guilty of academic misconduct.
2. Plagiarism, consisting of the deliberate use and appropriation of work created by another person or an automated tool without any indication of the source and the passing off of such work as the student’s own. Any student who fails to give credit for ideas or materials taken from another is guilty of plagiarism.
3. Misrepresentation by lying to a member of the faculty, staff or administration to increase one's grade.
4. Misuse of computer services by the unauthorized use of any computer or computer project number or alteration or destruction of computerized information or files or unauthorized appropriation of another's program(s).
5. Bribery by offering money or any item or service to a member of the faculty, staff or administration to gain academic advantage for one's self or another.
6. Conspiracy by planning or acting with one or more fellow students, any member of the faculty, staff or administration or any other person to commit any form of academic misconduct together.
7. Falsification of records, tampering with or altering in any way any academic record used or maintained by the University.
8. Academic dishonesty in general by any act or omission not specifically mentioned above and which is outside the customary scope of preparing and completing academic assignments and/or contrary to the above stated policies concerning academic integrity. Any violation of this section shall require first a determination as to whether the act or omission constitutes academic misconduct.

[Source: Student Handbook, Florida International University. Refer to Student Handbook for balance of policy statement, which outlines students' rights, procedural and appellate issues.]

Assignments
This course will consist of lectures, discussion activities, in-class small group exercises, quizzes, and assignments. Students are expected to participate in all classroom activities. This course meets 1 time per week in a double-long session for lecture and in-class exercises. Expect to spend up to 5-10 hours per week outside of class to absorb this material and prepare for discussions and activities.

SUBMITTING ASSIGNMENTS

All assignments should be submitted via our online Canvas course site. If you are notified that you may resubmit an assignment, follow the given instructions to do so.

ASSIGNMENTS AND WEIGHTS FOR THIS COURSE

	Assignments, In-class Exercises
	15%

	Library Research Tutorial
	5%

	Class Participation/Attendance
	10%

	Quizzes (5)
	10%

	Case Study Group Project paper
	20%

	Case Study Group Project Presentation
	20%

	Discussion Forums (5)
	20%

	TOTAL
	100%



LATE POLICY

Late work may or may not be accepted, at the discretion of the instructor, with notice. If you have extenuating circumstances that will affect your ability to submit your work in a timely manner, contact the instructor BEFORE the deadline to discuss your options.

MAKE-UP WORK POLICY

NO MAKE-UPS FOR GROUP PRESENTATIONS without a documentable last-minute emergency situation beyond your control. Notify the instructor immediately if such an event occurs.
In-class graded exercises: Cannot be made up outside of class.
Assignments: Missing any part of this course’s schedule may prevent completion of the course. If you foresee or encounter a difficulty of any type (i.e., an illness, family crisis, etc.) which may prevent completion of assignments, notify the instructor as soon as possible. Failure to do so will result in failure for an assignment and/or failure of the course.

AMERICANS WITH DISABILITY ACT (ADA)
Any student whose disabilities fall within ADA guidelines must inform the instructor at the beginning of the term of any specials needs or equipment necessary to accomplish the requirements for this course. Students who are registered with the Disability Resources Center must also provide written notification of their requirements from DRC to the instructor.

Grading
Grading Scheme

	Letter
	Range%
	Letter
	Range%
	Letter

	A
	93 or above
	B
	83 - 86
	C

	A-
	9O - 92
	B-
	8O - 82
	D

	B+
	87 - 89
	C+
	77 - 79
	F




Quizzes
All quizzes in this course will be conducted using the Lockdown Browser to ensure a secure and controlled testing environment. All students must have the Lockdown Browser extension installed before attempting any quizzes.
Quizzes will consist of a variety of question types, including:
· True/False
· Multiple Choice, Short-answer
Each quiz will be available for a duration of one week. During this time, students can take the quiz at their convenience, any day, and at any time within the specified week.
Students will have a limited amount of time to complete each quiz. It is essential to manage your time effectively to ensure you can answer all questions within the allotted time.
To participate in quizzes successfully, ensure that you:
· Have a stable internet connection.
· Use a device with the Lockdown Browser extension installed.
· Use a quiet and well-lit environment for the duration of the quiz.
Quizzes are designed to assess individual understanding and knowledge. Any form of cheating, including collaboration with others or using unauthorized resources, is strictly prohibited and will be considered a violation of academic integrity.
If you require any accommodation for quizzes due to documented disabilities, please contact the instructor as soon as possible to make the necessary arrangements.
Discussion Topics
As various topics are explored within the course, you will be asked to read additional material and contribute to a discussion about the issue presented. There will be 5 discussion forums in the semester.

Example discussion forum:

Topic 1 provided this article: AI isn't plotting to overthrow humanity. But if it was, here's how it would happen.pdf

First read this article, then participate in the discussion with your classmates. Remember to follow the general discussion forum requirements.  To see the rubrics, click on the 3-dot button in the upper right.

Complete the following:
1. Make an original post (in your own words - no AI use allowed) describing which of the indicators you think will be the most damaging to our society and culture. Explain why, and back up your discussion with at least one quality external reference. Your reference should be shown in IEEE format.  Be specific and address these questions as part of your post: 
a. Which indicator do you think will be the most damaging to our society and culture, and why?
b. What specific technology related to the indicator that you selected will play an important role in this?
c. Is this issue common across the world or will it affect only specific countries or regions or cultures? 
d. How should/can we protect against the outcomes described in the article?
2. Respond to at least one post made by a classmate (in your own words - no AI use allowed). In your response, either add additional relevant information, or explain why you disagree with the original poster's stance. Back up your content with at least one quality external reference. Your reference should be shown in IEEE format. NOTE: You are not critiquing the original poster and you are not simply stating your opinions.  You are adding information to the issue.
Group Presentations
In-class exercises will ask your group to explore a topic and prepare a 5-8 minute presentation that your group will make to the entire class. Each group is given a different aspect of the weekly lecture topic. There will be 5 group in-class presentations in the semester.

Example group presentation topics: 
(Source: The 25 Questions You Need to Ask Yourself Now That ChatGPT Is Here - WSJ)
1. While today’s AI isn’t sentient, it can appear to be.  Would it be naïve or creepy to develop a sense of friendship with such an AI? What about a romantic relationship? Would the answer differ if the AI actually were sentient?
2. If AI systems become appreciably better at driving cards than humans are, would it be unethical for people to drive on their own, since this increases the risk of an accident and could cost tens of thousands of lives a year?  What if Ai was only somewhat better, but in the aggregate would still save thousands of lives a year?

Schedule of Topics


	
	CTS 15OO UHA - Fall 2O25 - Tentative Schedule

	Wk #
	Class Date
	TOPIC

	1
	O8/29/2O25
	Course structure; Topic 1 - Intro; Topic 2 - Artificial Intelligence

	2
	O9/O5/2O25
	Topic 3 - Cybersecurity Disciplines; ChatGPT Prompting (Ch. 4)

	3
	O9/12/2O25
	Topic 4 - Mis-, Dis-, Mal-information

	4
	O9/19/2O25
	Topic 5 - Social Engineering

	5
	O9/26/2O25
	Topic 6 - Your Data – Is it really yours?

	6
	1O/O3/2O25
	Topic 7 - Privacy and Anonymity

	7
	1O/1O/2O25
	Topic 8 - Cybersecurity Concepts

	8
	1O/17/2O25
	Topic 9 - IoT and the Future of Privacy

	9
	1O/24/2O25
	Topic 10 - Digital Cash

	10
	1O/31/2O25
	Topic 11 - Social Media

	11
	11/O7/2O25
	Topic 12 - Digital Ownership

	12
	11/14/2O25
	Guest Speaker

	13
	11/21/2O25
	Topic 13 - Quantum Computing

	14
	11/28/2O25
	THANKSGIVING HOLIDAY

	15
	12/05/2025
	Guest Speaker




This schedule is tentative and may be adjusted. Please monitor
course announcements in Canvas.


ON-LINE LIBRARY SERVICES
FIU on-line library services are available to all currently registered students and can be accessed through the FIU web site directly at http://library .fiu.edu/. Suggested databases for use include those of ACM and IEEE.

FACULTY EVALUATION
Near the end of each term, students will be asked to fill out a course evaluation survey. These evaluations are completely anonymous. These evaluations are very important to FIU. It provides us with meaningful information that assists us in improving our courses. Please take the time to complete these honestly and thoroughly.

Official Catalog Course Description
This course aligns with the state-mandated course description and student learning outcomes specified below.
Explore ever-changing boundaries between public and private digital lives, and the cultural and societal impacts of data collection, misinformation, media bias, cyber threats, and emerging technologies.



Course Outcomes
1. Characterize the impact of digital data collection and use in our culture, our society, and our personal and employment-related digital lives [Understand]
2. Describe tactics used by bad actors to spread misinformation and influence media bias in the global digital arena [Understand]
3. Analyze legal, political, and governance ramifications influenced by the changing digital landscape, and how this differs in the global arena [Analyze]
4. Assess the need for personal and organizational planning to safeguard digital assets and meet compliance requirements [Evaluate]
5. Summarize the need for awareness related to information assurance and compliance across the career spectrum [Understand]
6. Global Awareness: Students will demonstrate knowledge of the interconnectedness between our public and private digital lives that transcend national and international boundaries. [Apply]
7. Global Perspectives: Students will conduct a multi-perspective analysis of the impact of misinformation and bias in media across national and global contexts. [Analyze]
8. Global Engagement: Students will demonstrate a willingness to engage in activities that analyze the impact of technology and information manipulation in geopolitical disagreements and conflicts. [Create]

Nondiscrimination Statement
The Office of Civil Rights Compliance and Accessibility (CRCA) is responsible for ensuring that FIU maintains a workplace and learning environment free from discrimination, where current and prospective faculty, staff, and students are treated equitably. If any student, employee, or applicant has a sincere and reasonable belief that they have been discriminated against or harassed based on age, color, disability, marital status, ethnic or national origin, race, religion, retaliation, sex, or any other protected category, they can report their concerns to the CRCA team through report.fiu.edu.
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