	School of Computing and Information Sciences

Course Title:  Windows Server Administration
Date: 10/20/07    



	

	Course Number:  COP 4xxx
Number of Credits: 3


	Subject Area: System Administration

	Subject Area  Coordinator:

email: 

	Catalog Description:

Planning, implementing, and managing Windows Server operating system as a network operating system in a medium to large corporate environment


	Textbook: 
            Inside Windows ™ Server 2003

William Boswell


Prentice Hall. 2003 (ISBN: 0735711585) 
           

	References: 
            Microsoft Windows Server ™ 2003 Inside Out

            William R. Stanek

            Microsoft Press, 2004 (ISBN: 0735620482)


	Prerequisites Courses:  COP 2250 and CGS 4283


	Corequisites Courses: None




Type:  Elective (System Administration)
Prerequisites Topics:

· DNS
· DHCP
· Network protocols
· Subnetting

Course Outcomes:

1. Be familiar with the planning, installation, and configuration of a Windows server as part of a Windows server domain

2. Be familiar with the configuration and management of physical and logical devices, automated system recovery, backups, disk space quotas and RAID options, licensing, and software updates
3. Master the management of users’ and computers’ access to the domain and to data and program files
4. Master the configuration and management of a Windows network topology, including DNS, DHCP, routing and remote access

5. Master the planning and implementation of an Active Directory infrastructure (forests,  domains, organizational units, group policies, trust relationships, replication)
6. Be exposed to tools for logging and performance monitoring, and techniques for recovery from system failures
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Outline

	Topic
	Number of Lecture Hours
	Outcome

	· Planning & installation

· Domain design

· Hardware requirements

· Licensing

· Installation 

· Configuring server roles
	4
	1

	· Managing & configuring physical and logical devices

· Disk configuration

· Data storage configuration and RAID

· Printers
	4
	2

	· Authentication

· User & computer accounts

· Group accounts
	3
	3

	· Authorization

· File & folder permissions

· Shared folder permissions
	4
	3

	· System management

· Logging

· Performance monitoring

· Troubleshooting

· Backup & recovery
	6
	2, 6

	· Windows Networking

· IP addressing requirements & sub-netting

· DHCP, DNS and WINS
· Routing & remote access (RRAS)
· NetBIOS Name Resolution

· Kerberos

· VPNs
	4
	4

	· Active Directory

· Planning & implementing an AD infrastructure (forests, domains, organizational units, trust relationships)

· Managing an AD infrastructure (trust relationships, schema modifications, replication schedules and costs)

· AD backup and recovery (authoritative and non-authoritative)

· Planning, implementing, and managing group policy
	16
	5
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Course Outcomes Emphasized in Laboratory Projects / Assignments

	
	Outcome
	Number of Weeks

	1
	Install Windows Server and create/join a new domain
                                               Outcomes: 1
	1

	2
	Configure and secure peripheral devices
                                               Outcomes: 2
	1

	3
	Configure and manage user, group, and computer accounts in Active Directory; manage user profiles
                                               Outcomes: 3
	1

	4
	Configure and manage file, folder, and share permissions to control access to resources
                                               Outcomes: 3
	1

	5
	Configure and review disk quotas, performance monitoring and logging  
                                               Outcomes: 3, 6
	1

	6
	Configure and manage disk storage options, including RAID; perform recovery with fault-tolerant disk storage

                                              Outcomes: 2, 6
	1

	7
	Configure and manage startup/shutdown options, backup options, Distributed File System (DFS)
                                              Outcomes: 6
	1

	8
	Configure and manage DHCP, DNS, WINS, and RRAS (remote routing)
                                             Outcomes: 4
	1

	9
	Design and implement an Active Directory infrastructure:  determine forests, domains, and Organizational Units required for an organization; integrate DNS with AD
                                            Outcomes:  5
	2

	10
	Configure and manage an Active Directory infrastructure: create Group Policies and configure security to provide the desired security for resources

                                           Outcomes: 5
	2

	11
	Configure and manage Active Directory replication; perform directory maintenance

                                           Outcomes: 5
	1

	12
	Perform backup and recovery; restore files; use safe mode

                                           Outcomes: 2, 6
	1
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Oral and Written Communication: No significant coverage

Number of written reports: 0


Approximate number of pages for each report:

Number of required oral presentations: 0
Approximate time for each presentation: 

Social and Ethical Implications of Computing Topics

	Topic
	Class time
	Student performance measures

	Consequences of system failures
	Throughout the course
	Validity of system configuration performed by student on lab assignments

	Consequences of security breaches
	Throughout the course
	Validity of system configuration performed by student on lab assignments

	Ethical implications of system administrator’s access privileges
	1 hr
	none


Theoretical Contents

	Topic
	Class time

	Lightweight Directory Application Protocol (LDAP) functional description
	2 hrs

	Kerberos Authentication functional description
	2 hrs

	Virtual Private Networks functional description
	1 hr

	RADIUS remote authentication service functional description
	1 hr
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Problem Analysis Experiences

	1.
	Analyzing actual group policies applied using RSoP (Resultant Set of Policies)

	2.
	Troubleshooting Active Directory replication problems

	3. 
	Troubleshooting resource security problems with file, folder, and share permissions

	4.
	Troubleshooting performance issues with PerfMon


Solution Design Experiences

	1.
	Scripting the automated distribution of client OS and application installation packages

	2.
	Designing Windows Active Directory infrastructure including forests, domains, and organizational units to meet the security and authorization needs of an enterprise’s resources and users

	3. 
	Planning a Remote Installation Services (RIS) server to automate client installation 
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The Coverage of Knowledge Units 
within the Information Technology Body of Knowledge

	Knowledge Unit
	Topic
	Lecture Hours

	SA1, PT4, SA4
	Planning & implementing Windows Server OS
	2

	SA3
	Device configuration and management
	3

	SA1
	Software licensing modes
	1

	SA1, SA2
	Server roles & configuration
	1

	SA2
	File, folder, and disk management, disk quotas, user authorization
	4

	SA3
	Disk RAID systems configuration and recovery
	2

	SA2
	Backup and recovery
	1

	SA3
	Authentication of users and groups
	3

	SA3
	Performance monitoring, logging, troubleshooting
	4

	SA1, SA2, SA3, SA4
	Active Directory infrastructure, forests, domains, organizational units, replication
	16

	SA1, SA3, SA4
	Network topology; relationship to Active Directory
	4


� See �HYPERLINK "http://www.acm.org/education/curric_vols/IT_October_2005.pdf"��http://www.acm.org/education/curric_vols/IT_October_2005.pdf�  for a description of the Information Technology Knowledge units
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