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Abstract
Containers are a widely successful technology today popularized by Docker. They improve system utilization by increasing

workload density and enable seamless deployment of workloads across development, test, and production environments.

Docker’s unique approach to data management, which involves frequent snapshot creation and removal, presents a new set

of exciting challenges for storage systems. At the same time, storage management for Docker containers has remained

largely unexplored with a dizzying array of solution choices and configuration options. In this paper we unravel the multi-

faceted nature of Docker storage and demonstrate its impact on system and workload performance. As we uncover new

properties of the popular Docker storage drivers, this is a sobering reminder that widespread use of new technologies can

often precede their careful evaluation.
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1 Introduction

Operating systems (OSs) use processes as a powerful and

convenient computing abstraction. However, as the hard-

ware capabilities of machines improved, it became cost-

efficient to share the abundant hardware resources across

multiple users and applications but with better isolation

than native processes. Process containers made this

transition possible. The rapid adoption of containers is

fueled by cloud computing whereby multiple tenants can

transparently run their workloads on the same node.

According to a recent poll, 25% of enterprises are already

using containers, while at least 62% are at some stage of

adopting them [1].

At its core, a container is a set of processes that is iso-

lated from other processes running in the system. Linux

uses control groups (cgroups) [2], to limit the resource

usage (e.g., memory and CPU) of containers, and names-

paces [3] to confine process visibility. In 2013, Docker has

emerged as a composite technology that enables and sim-

plifies the adoption of containers in modern OSs [4].

Docker containers allow users to effectively capture run-

time environments in persistent images and easily execute

the resident software inside dynamically created contain-

ers. Docker images contain all information needed to run

the packaged software which significantly simplifies

deployment across development, testing, and production

environments.

While containers adequately address CPU and memory

isolation across workloads, storage isolation is more chal-

lenging. At a fundamental level, storage for containers

introduces the need to deal with an abundance of duplicate

data referenced within container images. In a naive
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implementation, Docker would need to create a complete

copy of the image for every running container, which puts

high pressure on the I/O subsystem and makes container

start times unacceptably high for many workloads. As a

result, Docker uses copy-on-write (CoW) storage and

storage snapshots and splits images into multiple layers. A

layer consists of a read-only set of files and layers with the

same content can be shared across images. Each running

container also contains a writeable layer which records all

changes to files in the read-only layers via CoW. Sharing

layers reduces the amount of storage required to run con-

tainers and container start times.

With Docker, one can choose Aufs [5], Overlay2 [6],

Btrfs [7], ZFS [8] or device-mapper (dm) [9] as storage

drivers which provide the required snapshotting and CoW

capabilities for images. None of these solutions, however,

were designed with Docker in mind and their effectiveness

for Docker has not been systematically evaluated in the

literature. With Docker, the depth of the file system soft-

ware stack increases significantly. Besides, the available

variety of CoW configurations and the possible diversity in

workload mixes make the selection of the right storage

solution challenging. A system architect must decide not

only which CoW storage technology to use, but also how to

configure it. For example, with Aufs and Overlay2, one

needs to select the type of the underlying file system, and

for device-mapper, which file system to format the thin-

provisioned device with.

Unlike conventional workloads, Docker workloads

induce frequent snapshot creation and destruction. The

amount of data churn and the rate of image commits impact

the behavior of the system significantly. Moreover, the

number of layers in an image can impact performance both

negatively and positively. Finer-grained images with more

layers increase the amount of data that can be shared across

different containers while on the other hand, more layers

cause more overhead when accessing files in a con-

tainer [10]. High-density containerized environments also

increase the diversity of workloads and their parallelism.

Resource isolation constraints imposed on individual con-

tainers can further morph workloads in non-trivial ways.

Although many questions arise when choosing storage

for Docker containers, there is little to no guidance in peer-

reviewed literature for selecting or designing storage for

Docker [11]. In this study, we demonstrate the complexity

of the Docker storage configuration and empirically

demonstrate how the selection of the storage solution

impacts system and workload performance. After dis-

cussing the relevant background on Docker and introducing

the available storage drivers (Sect. 2), we make the fol-

lowing contributions:

– We present and discuss the different dimensions that

influence the choice of an appropriate storage solution

for Docker containers (Sect. 3).

– We conduct a preliminary evaluation of the introduced

dimensions and analyze their impact on performance

and stability (Sect. 4).

We found that, for example, for read-intensive workloads,

Aufs and Overlay2 are a good choice, while Btrfs and ZFS

are superior for workloads with many writes to large files.

At the same time, for realistic workloads like code com-

pilation and system upgrade, Btrfs and ZFS did not perform

as well as expected. Device-mapper has a stable codebase

but its performance is typically low and highly susceptible

to the underlying storage speed.

These and other observations can serve as a starting

point for future work on storage management for Docker

containers. The goal of this study is not to provide a

comprehensive analysis of Docker storage but rather to

serve as a stepping stone towards further in-depth research

of this emerging technology.

2 Docker

Docker consists of a Command Line Tool (CLI) and a

daemon (sometimes called engine) which continuously

runs in the background of a dockerized system (Fig. 1).

The Docker daemon receives user commands from the CLI

to build new or retrieve existing images, start or stop

containers from images, delete containers or images, and

other actions. Next, we introduce the relevant background

on Docker images and its concept of storage drivers in

more detail.

2.1 Docker images

Modern software relies heavily on the availability of a file

system interface for its processes (after all, ‘‘Everything is

a file’’ in UNIX-derived OSs). Files not only store binaries,

configurations, and data, but also provide access to system

information and configuration options (e.g. /proc and /
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Fig. 1 Docker high-level design. C stands for container, I for image,

and L for layer
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sys file systems). Docker therefore dynamically creates a

file system for a container to execute from. Docker file

system images are similar to VM images, except that they

consist of a series of layers where every layer is a set of

files. Layers in an image are stacked on top of each other

using a union mount and files in the upper layers supersede

files in the layers below them. For example, in Fig. 1, if the

same file resides in layers L0 and L1, then containers C1

and C2 only see the version from L1. However, all files in

L0 that do not exist in the upper layers will be seen by

containers C1 and C2. In almost all cases, a container’s file

system is stored on the local storage device of the node,

which executes the container.

The number of layers in a single image ranges from one

to several dozens [10]. Similarly to git, the layers are

identified by fingerprints of their content and different

images can share layers, which provides significant space

and I/O transfer savings. A layer in a Docker image often

represents a layer in the corresponding software stack. For

example, an image could consist of a Linux distribution

layer, a libraries layer, a middleware layer, and an appli-

cation layer.

A container image is read-only, with changes to its file

system during execution stored separately. To create a

container from an image, Docker creates an additional

writeable layer on top of the image with which the con-

tainer interacts. When the container updates a file, the

newly written data does not overwrite the data in-place. For

example, if the Aufs storage driver is used, the file is

copied to the writable layer and only the copy is updated

(copy-on-write). Unless the user saves the changes as a

new layer (and hence a new image), the changes are dis-

carded when the container is removed.

To store data persistently beyond container removal,

users can attach one or more file system volumes using a

volume driver, which provides the container access to data

on the local file system or remotely via protocols such as

NFS and iSCSI. In this study, our focus is on challenges

specific to configuring the local ‘‘ephemeral’’ file system

for storing and accessing container images.

Users exchange images via a Docker registry service

which typically runs on independent machines. For

example, Docker Hub is a popular registry service storing

over 400,000 images [12]. Docker clients cache images

locally and therefore can start any number of containers

from an image after pulling it once. In this paper we

assume that images are already pulled from the registry.

Docker containers are often managed by high-level

frameworks such as Docker Swarm [13], Kubernetes [14],

and others. Furthermore, many products use Docker con-

tainers as a basic primitive for their workflows [15, 16]. In

this paper, we generate workloads at the Docker level, not

employing orchestration frameworks or complex

workflows. We are planning to extend our evaluation in the

future.

2.2 Storage drivers

Docker uses a variety of pluggable storage drivers1 to

manage the makeup and granularity of the layers and how

changes to layers are saved. A storage driver is responsible

for preparing the file system for a container. In this section,

we first describe the storage driver interface as this allows

to better understand the unique characteristics of the

workload that Docker creates on the underlying storage.

We then describe the available Docker storage drivers and

their key features.

2.2.1 API

As Docker itself, storage drivers are typically implemented

in the Go programming language. Each storage driver

implements the Driver interface, which consists of two

sub-interfaces: ProtoDriver and DiffDriver.

ProtoDriver includes the minimum set of methods that

a storage driver must implement. DiffDriver covers the

methods related to the comparison of layers. Diff-

Driver methods are optional as Docker already provides

a generic implementation o the interface.

The ProtoDriver API consists of 10 methods that

typically take child and parent layer identifiers as argu-

ments (cid and pid in our description). A layer identifier

is a hex string generated by the Docker core. For brevity,

we omit some less important arguments in the methods

below.

1. String() returns the name of the driver.

2. CreateReadWrite(cid, pid) creates a new

writable layer with a child cid based on the parent

pid. The method is called when a new container

starts.

3. Create(cid, pid) creates a new read-only layer

cid on top of the parent layer pid. If a container

uses a multi-layer image, this method is called

multiple times during container start up.

4. Remove(cid) removes the layer.

5. Get(cid) returns the absolute path where the layer

is mounted.

6. Put(cid) indicates to the driver that the specified

layer is no longer referenced by Docker.

7. Exists(cid) checks if a layer exists.

8. Status() requests the driver’s internal status as a

set of arbitrary key-value string pairs.

1 Storage drivers are sometimes also called graphdrivers because

they maintain the graph (tree) of Docker layers and images.
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9. GetMetadata(cid) requests driver-specific

metadata information about the layer.

10. Cleanup() is called before Docker shuts down.

The DiffDriver interface consists of an additional 4

methods:

1. Diff(cid, pid) generates an archive of differ-

ences between layer cid and its parent layer pid.

2. Changes(cid, pid) produces the list of files

added, deleted, or changed between layers cid and

pid.

3. ApplyDiff(cid, pid, archive) extracts the

provided archive into the layer cid.

4. DiffSize(cid, pid) returns the size of the

difference between layers cid and pid in bytes.

In the following, we explain the different storage driver

implementations for Docker.

2.2.2 VFS

This simple driver does not save file updates separately

from an image via CoW, but instead creates a complete

copy of the image for each newly started container. It can,

therefore, run on top of any file system. While this driver is

not recommended for production due to its inefficiency, we

discuss it in our evaluation because it is very stable and

offers as a good baseline.

2.2.3 Aufs

Another Union File System [5] is a union file system that

takes multiple directories, referred to as branches, and

stacks them on top of each other to provide a single unified

view at a single mount point. Aufs performs file-level

CoW, storing updated versions of files in upper branches.

To support Docker, each branch maps to an image layer.

To find a file, Aufs searches each layer/branch from top

to bottom until the required file is found. Once found, a file

can be read by the container. To update a file, Aufs first

creates a copy of the file in the top writeable branch, and

then updates the newly copied file. Deletes are handled by

placing a whiteout file in the top writeable layer, which

obscures all versions of the file in the lower layers. Aufs

performance depends on many factors—application access

pattern, the number of files, distribution of files across

layers, and file sizes.

2.2.4 Overlay and Overlay2

Both of these drivers rely on the same underlying file

system—OverlayFS [6]—which is another implementation

of a union file system. Unlike Aufs, OverlayFS is in the

Linux kernel mainline and is therefore available in many

Linux distributions out of the box. The Overlay driver was

created for an earlier version of OverlayFS that supported

only two layers: a read-only ‘‘lower’’ layer and a

mutable ‘‘upper’’ layer. To merge several read-only layers

the Overlay driver creates hardlinks to the shared files

which can lead to inode exhaustion problems.

The Overlay2 driver relies on the newer version of

OverlayFS (kernel 4.0 and higher) which already supports

128 lower branches and therefore can merge up to 128

read-only layers without using hardlinks. In this paper we

do not evaluate the older Overlay driver, and instead focus

on the newer Overlay2 driver.

2.2.5 Device-mapper (dm)

Unlike other storage drivers, dm operates at the block level

instead of the file system level. This driver uses the Linux

device-mapper subsystem to create thin-provisioned block

devices. First, an administrator creates a pool, which typ-

ically stacks on top of two physical devices—one for user

data and one for device-mapper metadata (e.g., block

mappings). Second, when Docker creates a container, the

dm driver allocates an individual volume for the container

from the pool. To benefit from CoW, dm usually creates

volumes as writable snapshots of existing volumes.

However, for a Docker container to operate, it requires a

file system, rather than a raw block device. So, as a third

step, dm formats volumes with a configurable file system

(usually Ext4 or XFS). By far the largest advantage of dm

over Aufs and Overlay2 is that it can perform CoW at a

granularity finer than a single file, which is 512 KB by

default but configurable by the user. On the other hand, dm

is completely file system-oblivious and therefore cannot

benefit from using any file system information during

snapshot creation.

2.2.6 Btrfs

Btrfs [7] is a modern CoW file system based on a CoW-

friendly version of a B-tree. Compared to Aufs and Over-

lay2, Btrfs is a file system that natively supports CoW and

does not require an underlying file system. Btrfs imple-

ments the concept of subvolumes which are directory trees,

represented in their own B-trees. Subvolumes can be effi-

ciently snapshotted by creating a new root which points to

the children of the existing root.

The Btrfs storage driver stores the base layer of an

image as a separate subvolume and consecutive images are

snapshots of their parent layer. Similar to dm, Btrfs per-

forms CoW at the granularity of blocks which is more

efficient in terms of performance and space utilization

compared to file-based CoW. On the downside, Btrfs can
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experience higher fragmentation due to the finer-grained

CoW.

2.2.7 ZFS

ZFS [8] is a file system with native CoW support. It started

as part of Solaris and was recently ported to Linux. Like

Btrfs, it directly manages the raw storage without requiring

an underlying file system, and supports snapshots on vol-

umes and directories. It uses the concept of storage pools to

manage physical storage, where the blocks in a storage

pool form a Merkle tree. ZFS can take a snapshot effi-

ciently on this tree by creating a new root like in Btrfs. It

performs CoW at the granularity of blocks and shares the

same benefits and costs as Btrfs ’ CoW.

ZFS can be used in Linux using the kernel-level

implementation [17], which relies on the Solaris Porting

Layer (SPL) kernel module [18]. The module allows to

compile Solaris kernel-level code against the Linux kernel.

Another option is to use FUSE-ZFS is, the FUSE-based

implementation of ZFS. However, at this point ZFS on

FUSE is not recommended by Docker and therefore, we

use the native kernel implementation of ZFS on Linux.

3 Dimensions of container storage

When designing a containerized environment, one has to

choose from a large variety of storage options that span

multiple dimensions, which we describe in this section.

3.1 Storage drivers

As discussed in Sect. 2.2, Docker supports a variety of

storage drivers. The storage driver choice is driven by three

main considerations [19]: (1) space efficiency, (2) I/O

performance, and (3) stability. Each driver uses a different

approach to represent images and hence some drivers may

not be suitable for certain types of workloads. For instance,

if a large file is updated in a container, Aufs and OverlayFS

would have to copy the entire file, decreasing performance

and disk space usage. In another example, for containers

with many files and deep directories, Aufs lookup opera-

tions can be slow because Aufs looks for a file at every

layer of the image one at a time. Further, in our experience,

some drivers are stable while others are experimental and

not production-ready. All this makes choosing the appro-

priate driver difficult as it depends on the workload and the

environment in which it is deployed. Table 1 summarizes

the positive and negative impacts of each of the five sup-

ported Docker storage drivers across efficiency, perfor-

mance, and stability metrics.

Additionally, we observed that the network traffic

remained unaffected by the choice of the storage driver.

This demonstrates that, unlike common belief, Docker

exchanges images with a registry service at the file-level

granularity regardless of the storage driver. Significant

improvements are possible in this area [10, 20].

3.2 Image layers

Docker’s representation of images as ‘‘layers of changes’’

adds another dimension of complexity. Having a large

number of fine-grained, generic layers allows for a higher

degree of sharing between different containers. This

improves performance when pulling images from a central

registry and reduces storage consumption at the Docker

host. On the other hand, deeply layered images increase the

latency of file system operations such as open or

read [10], because more layers need to be traversed to

reach the data. Depending on the specific user workload,

the number of layers might or might not affect system

performance.

3.3 Storage devices

Another important factor for Docker deployments is which

type of storage devices should be used for storing container

data. Docker is especially popular in the cloud and large

cloud vendors such as Amazon, Microsoft, IBM, and

Google offer a wide variety of storage options. For

example, Amazon offers local ephemeral and remote per-

sistent, block storage based on either SSDs or HDDs [21].

Depending on the VM instance type, one or the other (or

both) can be selected. For remote storage, a variety of

options with different throughput and IOPS specifications

exist.

With Docker, the density and diversity of workloads

running against the same storage device increase signifi-

cantly. This is due to the fact that hosts can execute a larger

number of lightweight containers compared to VMs. As a

result, matching containers to the variety of available

Table 1 Gross comparison of container storage drivers

Storage driver Space efficiency I/O perf Driver stability

VFS - - ?

Aufs * * -

Overlay2 * * *

dm ? * ?

Btrfs ? ? -

ZFS ? ? ?

? positive, * neutral, - negative
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devices becomes a more challenging task. The burden is on

the user to optimize for performance while keeping the cost

low and ensuring that all workloads have sufficient

resources to run smoothly.

3.4 File systems

While the Btrfs and ZFS drivers are based upon Btrfs and

ZFS formatted devices, the other drivers include an addi-

tional file system layer. Overlay2 and Aufs are both union

file systems that require an underlying file system such as

Ext4 or XFS. dm on the other hand exposes a block device

and hence, has to be formatted with a file system. While

recommendations exist for some drivers regarding the

choice of file system [22], it is unclear as to how this

choice affects performance. Furthermore, every file system

has a large number of parameters and their optimal values

for Docker can be different compared to traditional setups.

For example, file system journaling is usually not needed as

crash consistency is not required for a container’s ephem-

eral (local) storage.

3.5 Workloads

The ‘‘right’’ choices made with respect to the above

dimensions are all influenced by the characteristics of the

intended workload. The workload itself has several

dimensions in terms of read/write ratio, the type of I/O

(random or sequential), and the amount of data (size and

number of files) that it operates on. A read-only workload

that operates on a large number of files does not incur any

overhead due to CoW but may under-perform with deeply

layered images as it has to perform frequent lookups.

Balancing such trade-offs is difficult, especially when the

workload characteristics are not known or are not clearly

defined.

Looking at the different dimensions, it becomes clear

that picking the optimal storage solution for a containerized

workload is not straightforward. While some guidelines

exist [19], they do not cover all dimensions and do not

provide clear evidence as to how the different aspects of a

given deployment influence one another. Additionally, in

many cases, the best choices are tightly coupled with the

workload properties. Our evaluation study highlights some

of the complexities of running workloads within the

Docker storage ecosystem.

4 Evaluation

The presented evaluation is not intended as a comprehen-

sive study. It is aligned with the goals of the paper to

demonstrate the impact (or the lack of it) of the Docker

storage configuration on workload performance.

4.1 Testbed

In our experiments we used an IBM x3650 M4 server

provisioned to support environments with a high density of

containers per machine. Each node has two 8-core Intel

Xeon 2.6 GHz CPUs, 96 GB of RAM, and a single 128 GB

SSD fully dedicated to Docker. The node runs a CentOS

Linux 7.3.1611 (released in December 2016) with an

updated kernel version 4.11.6 (released in June 2017) to

enable support for Overlay2 and Aufs. For the same reason

we updated Docker to version 17.03.1-ce (released in

March 2017). We used Ext4 as the underlying file system

for the storage drivers (except for the Btrfs and ZFS dri-

vers). While we also ran experiments with XFS, our pre-

liminary results indicate no significant difference caused by

the file system and hence, we do not show the XFS results.

In our earlier experiments (not presented in here) we

used an older kernel version (4.10) and Aufs hung under

write-intensive workloads. Furthermore, when we switched

to the newer 4.11 kernel, Aufs was returning errors on

writes to the internal portions of large files on XFS. We

reported this issue to the Aufs maintainers and it was

recently fixed [23]. This contributed to our decision to

mark Aufs stability as negative.

We used kernel-level ZFS for Linux version 0.7.6-1

prepackaged for CentOS 7.3 [24].

4.2 Microbenchmark workloads

We created several different Docker images for the

experiments with micro workloads (experiments 1–3).

Each image is kept to the minimum size and only contains

a Filebench [25] installation along with the required

libraries. The total size of the image without the dataset is 2

MB. Depending on the workload, we created two images

from the Filebench base image: a single-file image Singlef

and a multi-file image Multif. The Singlef image contains a

single 1 GB file while Multif includes about 16,000 64 KB

files in a directory tree with an average depth of 3, similar

to Filebench’s Web-server workload. The total size of the

Multif dataset is therefore also 1 GB.

For the microbenchmark experiments we used the same

high-level workload: we simultaneously started 64 Docker

containers and then waited for all of them to finish. The

idea behind using such a workload was to resemble a
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parallel job, such as a Spark job, which consists of a large

number of equal small tasks. Each task is launched in its

own container and operates on a different partition of the

input data. We selected 64 containers assuming that every

available core services 4 containers. We did not simulate

memory usage.

In each experiment, all containers were created from the

same image and each container ran until it performed 600

I/O operations. The I/O speed was rate-limited to 10 syn-

chronous IOPS per container, reflecting a scenario when a

containerized application is not particularly I/O intensive.

Though per-container I/O accesses are infrequent, all

containers together produce a significant load on the I/O

subsystem. In the case of no I/O congestion, every con-

tainer executes for exactly 60 seconds. However, in reality,

every container took longer to finish (up to 576 seconds)

because 64 containers competed for the limited storage

bandwidth.

For the Singlef-image-based containers we experi-

mented with two workloads: (1) random 4 KB reads from

the 1 GB file (sf-reads) and (2) random 4 KB updates to the

file (sf-writes). The corresponding two workloads for the

Multif-image-based containers are: (1) whole-file reads

from randomly selected 64 KB files (mf reads) and

(2) whole-file overwrites of random 64 KB files in the

dataset (mf writes).

4.3 Realistic workloads

In addition to the microbenchmarks, we also compared the

different storage drivers for two realistic workloads (Ex-

periment 4). The first workload compiles a recent Linux

kernel (4.15.7) while the second one simulates a Ubuntu

system upgrade by installing a large number of packages

using:

The goal of these two workloads is to asses the behavior

of the different storage drivers under more realistic con-

ditions, in which the system experiences a mix of disk I/O,

network I/O, and CPU load. The images for both workloads

are based on the official ubuntu image and the image for

the kernel compilation also contains the necessary build

tools and kernel sources.

Below we present four experiments, each exploring a

different dimension: storage driver, number of layers,

storage device speed, and the behavior under realistic

workloads. Results for these experiments are presented in

Figs. 2, 3, 4, and 5 respectively.

We repeat every experiment enough times to make the

measurements statistically sound. We plot the average

completion time and the confidence interval with a confi-

dence level of 95% as error bars for Figs. 3 and 4. Figure 2

contains a time-series graph where standard deviation is

not applicable. We, however, verified that there was no

significant variation between the results of different runs.

The upgrade workload shown in Fig. 5b depends on the

Internet connectivity to the public Ubuntu package repos-

itories and, therefore, its performance variation is higher.

For reproducibility, before starting an experiment, we

deleted all old containers, trimmed and reformatted the

SSD, restarted the Docker daemon, and cleared file system

caches.

4.4 Experiment 1—drivers

In this experiment we monitored how, for different storage

drivers, the total number of running containers changed

over time (see Fig. 2). As is expected, for all drivers, the

number of running containers first increased and then

decreased again to zero by the end of the experiment, as all

containers eventually finished. However, only Btrfs and

ZFS started containers fast enough to run all 64 containers

at a high speed for every workload. Aufs and Overlay2

were as fast as Btrfs and ZFS for all workloads except sf-

writes as they need to perform expensive file-based CoW

of the large 1 GB file in this workload. The latency of the

very first write in a container in this case reached up to

hundreds of seconds due to the high I/O pressure. Inter-

estingly, the starting time of containers for this workload

was not impacted in the Aufs configuration, but signifi-

cantly increased in the Overlay2 configuration. This

resulted in a faster completion of the experiment with the

Aufs driver.

In terms of completion time, the dm driver under-per-

formed for the sf-reads, mf-reads, and mf-writes workloads

by about 20%. The graphs indicate that this was mainly

caused by the slower setup and destruction of the

writable layer by device mapper. However, for the sf-

writes workload, dm showed better completion times than

Aufs and Overlay2. This is expected because dm ’s CoW

granularity is a block. We also observe that dm ’s perfor-

mance took a more severe hit in sf-writes than in other

workloads. We believe this is because dm has to first fetch

512 KB blocks before updating them due to read-before-

write [26] requirements.

Probably because of their similar designs, ZFS and Btrfs

performed equally well. However, due to the implemen-

tations differences (which we did not investigate) ZFS

started the Singlef containers up to 30% slower.

For comparison, we also included the VFS driver in this

experiment, which incurs unacceptably low performance.

In fact, to avoid Docker timeouts and to be able to fit the

resulting dataset on the SSD we had to limit the VFS driver

experiments to 24 containers. When creating a

writable layer for a container, the VFS driver copies all
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layers that belong to the corresponding image. The start of

a Docker container requires the creation of two layers: one

with configuration files specific to the container (e.g., /

etc/hosts), and another one for the containerized

application itself. Therefore, the start of a container results

in copying 2 GB of data, irrespective of the workload. This

clearly indicates that storage CoW capability is crucial for

Docker’s feasibility in practice. Because of its low per-

formance, we do not evaluate the VFS driver further.

An interesting observation we made when running this

experiment was that Overlay2 and Aufs copy a file when an

application opens it with a O_RDWR flag, not when the first

write is issued. By default, Filebench was opening files

in O_RDWR mode, even for read-only workloads, which

initially resulted in low performance for the read workloads

with Overlay2 and Aufs. We modified Filebench to open

files in O_RDONLY mode for read-only workloads. This

experience shows that, first, applications have to be more

careful when picking an open flag within containers. Sec-

ond, if a containerized application performs both reads and

writes, it is beneficial to segregate read-only data to one set

of files, and write-only data to a different set of files, if

possible. This will reduce the amount of data copied during

the CoW process.

4.5 Experiment 2—layers

Next, we evaluate the impact of the number of layers

within an image on performance. For this experiment, we

created layered versions of the Singlef and Multif images.

For Singlef, each layer overwrites 1% of the 1 GB file from

a randomly chosen offset with random bytes. For Multif,

each layer overwrites 1% of the 64 KB files with random

bytes. We varied the number of layers from 1 to 30 and

measured the completion time for each of the four work-

loads (see Fig. 3).

Previous work has shown that the number of layers does

influence file access latencies [10]. Surprisingly, our results

did not reveal significant dependency between the perfor-

mance and the number of layers. For example, for ZFS

under mf-writes workload, we observed that the comple-

tion times reproducibly increase from 79 seconds to 81

seconds (about 2.5%) between 10 and 30 layers. We

experimented with higher percentages of inter-layer over-

writes—5%, 10% and 20%—and still did not see
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Fig. 2 Driver dimension: the number of running containers vs. time for different drivers and workloads
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significant impact of the number of layers on performance.

We believe that this is due to two reasons: (1) the overhead

reported by [10] is only on the order of milliseconds and

hence, does not have a significant impact on longer running

workloads; (2) the overhead is only incurred for the first

(uncached) access to a file which reduces its impact even

further.

While this initial exploration does not indicate an impact

of layers on performance, other interesting aspects of lay-

ering can be investigated such as its impact on storage

utilization and caches. For example, we found that when a

layered image is created on a client using a Docker-

file [27], the client does not fully benefit from the block-

level CoW (in Btrfs, ZFS, and dm). E.g., the Singlef image

with 10 layers was of 10 GB size despite the fact that only

10 MB of the file were changed in each layer. This happens

because the image build process commits every layer, and

every commit generates a layer at file granularity to

exchange it with the Docker registry.

4.6 Experiment 3—devices

To experiment with a wide range of devices that cloud

providers offer to a consumer, we used our previously

developed dm-delay tool to create virtual devices with

arbitrary latencies [28, 29]. We extended dm-delay to

support configurable queue depths and sub-millisecond

latencies; we present here the results for 0, 2, 4, and 6

millisecond latencies when using a queue depth of 10. We

deployed dm-delay on top of the SSD used in the previous

experiments. Fig. 4 highlights that in the majority of the

cases, all drivers operate slower on slow devices. However,

the impact when using the dm and ZFS drivers is much

more severe than with other file-system-based drivers. For

dm we think this is due to the fact that it does not benefit

from the page cache of the underlying file system, as Aufs

and Overlay2 do. For ZFS we speculate that the reason can

be in that it does not utilize Linux page cache but rather

uses its own ARC cache.
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Fig. 3 Layer dimension: completion time versus the number of layers for different drivers and workloads

Cluster Computing (2019) 22:1159–1172 1167

123



In this experiment we also occasionally ran into a

problem with Btrfs. At times, under write-intensive work-

loads, Btrfs reported out-of-space errors even though there

still was available space on the device. There are multiple

reports on the web related to this issue [30–32]. This

contributed to our decision to mark Btrfs stability as low in

Table 1.
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Fig. 4 Device dimension: completion time versus device latency for different drivers and workloads
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4.7 Experiment 4—realistic workloads

Finally, we studied the behavior of the storage drivers for

two realistic workloads: kernel compile and system

upgrade. We assigned 4 cores to a single kernel compila-

tion task. For each workload, we varied the number of

concurrently running containers and plot the completion

times in Fig. 5a, b.

For the kernel compile workload, we did not observe a

significant difference between the storage drivers for a

small number of containers. For 1 container, all drivers

performed nearly identically. Interestingly, with an

increasing number of concurrently running compilation

tasks, we see that Btrfs has a slightly higher completion

time compared to Overlay2, dm, and Aufs. ZFS gets even

worse and experiences a slowdown of 1.23� compared to

Aufs.

We can also see a large overall increase in completion

time when moving from 5 to 10 containers. The reason is

that for 5 containers, i.e. 5 compilation tasks, the machine

is not CPU bound as all tasks together only utilize 20 out of

32 cores. For 10 containers, the machine now becomes

CPU bound and has to time-slice CPU time between

containers.

The system upgrade workload draws a similar picture.

For 1 container, the difference between all storage drivers

is small but increases for a larger number of concurrent

containers. Additionally, Overlay2 and Aufs always per-

form the best, similar to the kernel compile workload.

However, we observed an even bigger relative discrepancy

of up to 1.66 9 for Btrfs, ZFS, and dm compared to

Overlay2 and Aufs. Additionally, these three storage dri-

vers show a high variance.

The experiments reveal several interesting findings.

Contrary to our microbenchmarks, Btrfs and ZFS seem to

perform worse compared to other storage drivers under

realistic workloads. This difference is smaller for kernel

compile and becomes more pronounced for the upgrade

workload. At the same time, these drivers also show a

higher variance. There are several possible explanations for

this behavior, for example, as Btrfs and ZFS are native file

systems, they benefit less from the Linux page cache which

may cause problems during a mixed read/write workload. It

is also possible that Aufs and Overlay2 handle sync()

operations (which are abundant during package upgrades)

more efficiently. However, determining the exact reason

for this behavior is left for future work.

4.8 CPU utilization

In experiments 1, 2, and 3, CPU utilization of the system

was less than 5%, supporting the fact that the storage

drivers generate I/O bound workloads. Therefore, the speed

of CPU is not critical for the drivers’ performance. As

expected, kernel compilation and unpacking Ubuntu

packages in Experiment 4 caused significant CPU utiliza-

tion (up to 95%).

5 Related work

Docker provides some guidance on selecting a storage

driver [19], but the recommendations are coarse grained

and not supported with experimental results. There are also

numerous non peer-reviewed postings online regarding

container storage performance, but they tend to either not

focus on storage [33] or they do not take the dimensions

discussed in this paper into account [34–37].

Studies exist that compare the performance of containers

to virtual machines [38] or investigate container provi-

sioning times [39]. However, they do not consider the

different storage options for Docker containers.

BetrFS improves the performance of copy-on-write file

systems [40], but these optimizations have not been

adapted to container workloads. While some additional

work focuses on optimizing copy-on-write with contain-

ers [41, 42], it lacks a comprehensive evaluation and does

not discuss the presented storage dimensions.

Some researchers suggested to replace local storage

drivers with distributed storage drivers [10, 43]. Slacker

mixes NFS with server-side cloning to improve perfor-

mance [10]. Shifter combines all storage layers into a

single file stored in a parallel file system [43]. Our work

applies to these approaches as well, since the storage and

file system are simply two dimensions that factor into

container storage performance.

Finally, approaches exist to improve the management of

container images. Exo-clones alter container image snap-

shots to be usable across different deployment environ-

ments [20]. CoMICon introduces a distributed, cooperative

registry that allows Docker hosts to share images between

each other [44]. This is complementary to our work, since

our focus is on performance and not management or stor-

age efficiency.

6 Conclusions

Docker containers have become one of the major execution

environments for many different applications, producing a

unique workload blend that exercises storage’s

writable snapshot capabilities like never before. There is a

variety of generic solutions that support CoW snapshots,

but their effectiveness for Docker containers is not well

understood. First, it is not trivial to understand which
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solution works best for Docker and in which situation.

Second, the generic solutions were not designed with

Docker in mind and may deliver suboptimal performance

due to its unique I/O workload.

We demonstrated in this paper that Docker storage

systems have many design dimensions and the design

choices can impact Docker performance profoundly. At the

same time, some dimensions that would, in theory, be

expected to have a significant effect on performance (e.g.,

the number of layers in an image) do not have much impact

in practice. We hope that the information and experimental

results presented here will draw the deserved attention to

this new, exciting, and largely unexplored area.
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