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Abstract—While supervised deep neural networks (DNNs) have
proven effective for device authentication via radio frequency (RF)
fingerprinting, they are hindered by domain shift issues and the
scarcity of labeled data. The success of large language models
has led to increased interest in self-supervised pre-trained mod-
els (PTMs), which offer better generalization and do not require
labeled datasets, potentially addressing the issues mentioned above.
However, the inherent vulnerabilities of PTMs in RF fingerprinting
remain insufficiently explored. In this paper, we unveil the potential
threat by thoroughly investigating data-free backdoor attacks on
such PTMs for RF fingerprinting, focusing on a practical scenario
where attackers lack access to downstream data, label information,
and training processes. To realize the backdoor attack, we carefully
design a set of triggers and predefined output representations
(PORs) for the PTMs. By mapping triggers and PORs through
backdoor training, we can implant backdoor behaviors into the
PTMs, thereby introducing vulnerabilities across different down-
stream RF fingerprinting tasks without requiring prior knowledge.
Extensive experiments demonstrate the wide applicability of our
proposed backdoor attack to various input domains, protocols, and
PTMs. Furthermore, we explore potential detection and defense
methods, illustrating the difficulty of fully safeguarding against
our proposed data-free backdoor attack.

Index Terms—Backdoor attack, pre-trained model, radio
frequency fingerprinting, security.

1. INTRODUCTION

HE proliferation of the Internet of Things (IoT) has led to
T the ubiquitous integration of wireless technology in daily
life. As the number of wireless devices continues to grow, there
is a critical need for effective and efficient device authentication
methods [2], [3], [4]. Radio frequency (RF) fingerprinting has
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emerged as a promising technique, offering enhanced resistance
to tampering and spoofing compared to conventional meth-
ods [5]. RF fingerprints are unique characteristics that arise from
inherent physical imperfections in the analog circuitry of RF
emitters, introduced during the manufacturing process [6], [7].
These subtle imperfections affect transmitted signals without
compromising overall device functionality, resulting in a distinct
fingerprint for each RF emitter, including ultra-low-power and
legacy devices.

Deep neural networks (DNN5s) have demonstrated remarkable
capabilities in automatically extracting and classifying RF fin-
gerprints [8], [9]. However, they face two significant challenges
in RF fingerprinting applications: the need for large amounts
of high-quality labeled data and vulnerability to domain shift.
While previous studies have explored few-shot learning [10],
[11] and domain adaptation techniques [12], [13] to mitigate
these issues, these approaches have limitations and fail to fully
leverage the abundant unlabeled data. The success of large
language models (LLMs) such as GPT [14] and BERT [15]
has sparked increased interest in self-supervised learning (SSL)
across various domains, including RF fingerprinting [16], [17].
The SSL pipeline consists of two key components: pre-trained
models (PTMs) and downstream classifiers. PTMs are trained
on large amounts of unlabeled data to serve as feature extractors,
while downstream classifiers are built on these PTMs using min-
imal or no labeled data. This approach enhances generalization
and reduces the need for extensive labeled datasets, potentially
addressing the data scarcity and domain shift challenges in RF
fingerprinting.

Applying SSL techniques to train general PTMs for RF finger-
printing could potentially improve authentication performance
by addressing the challenges posed by limited labeled data
and domain shift. However, ensuring security remains a top
priority for these systems. In the current deep learning landscape,
PTMs are typically large, enabling them to capture extensive
contextual information at the cost of being computationally
expensive to train. To mitigate this burden, a common practice is
to download open-source PTMs from platforms like GitHub and
HuggingFace and then fine-tune them for specific tasks. While
this approach is convenient and efficient, the widespread use of
publicly available PTMs raises concerns about potential security
vulnerabilities in RF fingerprinting.

One practical threat is data poisoning-based backdoor at-
tacks, where an adversary seeks to manipulate the victim model
to misbehave on inputs containing predefined triggers while
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maintaining normal behavior on clean inputs [18]. Backdoor
attacks have been extensively studied in supervised DNNs, and
recent work has explored their impacts on unsupervised PTMs
in computer vision (CV) and natural language processing (NLP)
domains. For instance, BadEncoder [ 19] demonstrates that back-
doors can be injected into image PTMs, leading downstream
classifiers to inherit malicious behaviors. Shen et al. demonstrate
backdoor attacks on PTMs by mapping triggers to predefined
output representations in the NLP domain [20]. However, there
is limited analysis of backdoor attacks on PTMs in the RF fin-
gerprinting domain. Given that RF fingerprinting enables device
identification and impacts the security of broader applications,
it is crucial to investigate potential backdoor threats. Therefore,
this paper focuses on studying protocol-agnostic and data-free '
backdoor attacks on PTMs, aligning with the practical con-
straints of RF fingerprinting systems.

Challenges: Implementing backdoor attacks on PTMs in RF
fingerprinting systems presents several significant challenges.
First, the security-critical nature of RF fingerprinting systems
prompts providers to implement robust protection for both
PTMs and downstream training processes, significantly limiting
an attacker’s capabilities. Existing powerful backdoor attacks
typically rely on manipulating the training process to obtain
the gradient information for optimizing trigger patterns and
mapping them to targeted classes [23]. However, in protected
RF fingerprinting systems, attackers cannot control this process.
Furthermore, most backdoor attacks on PTMs require access to
downstream data and label information [19], [24], [25], which is
highly sensitive and should be inaccessible to attackers in these
systems. Therefore, the primary challenge lies in injecting back-
door behaviors into PTMs and impacting downstream classifica-
tion without this crucial knowledge. Second, system providers
may be cautious about using PTMs, even those from reputable
open-source platforms. Therefore, they may incorporate proac-
tive defense methods to cleanse potentially backdoored PTMs.
For example, they may fine-tune several layers of PTMs using
their own clean data to enhance security, without incurring
significant computational costs. This creates an additional chal-
lenge of maintaining the effectiveness of backdoor attacks after
the implementation of backdoor removal mechanisms. Third,
any added trigger should not significantly impact the system’s
performance and should be resistant to detection methods. This
poses a unique challenge for RF fingerprinting systems since
input in-phase/quadrature (I/Q) data often undergoes signal
processing, transforming it into the frequency or time-frequency
domain. This requires the trigger to be effective and stealthy in
both the time domain and the frequency domain.

Solution: To address the aforementioned challenges, we pro-
pose a practical backdoor attack for RF fingerprinting PTMs by
retraining a benign PTM without controlling the downstream
training process. First, we carefully design predefined output
representations (PORs) of PTMs that serve as inputs for down-
stream classifiers. Then, we define a set of triggers and establish
connections with the PORs, enabling the transfer of the backdoor

!The term “data-free” is commonly used to define backdoor attacks that are
conducted without access to training or testing data [21], [22].
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to the downstream task. The backdoor will activate when any
predefined trigger is injected into the input I/Q data. Given
the security-critical nature of these systems, we implement this
backdoor injection in a data-free manner. To achieve this, we use
a small amount of unlabeled data to build a substitute dataset
that differs from the downstream data, meeting the data-free
condition. This substitute dataset can be collected by attackers
or sourced online and may even be an out-of-distribution dataset.
The main contributions of this paper are as follows.
® To the best of our knowledge, this is the first work to
investigate backdoor attacks on PTMs in RF fingerprinting.
We develop a practical backdoor injection method without
requiring access to downstream data.

® We propose anovel approach to generate output representa-

tions, enabling the successful implementation of protocol-
agnostic backdoor attacks on PTMs.

® We conduct comprehensive experiments to evaluate our

backdoor attack on various protocols (i.e., 802.11a/g and
LoRa) with different PTMs on both time-domain and
time-frequency domains across multiple datasets. These
experiments show the broad applicability and effectiveness
of our approach.

® We evaluate our backdoor attack against multiple defense

strategies to demonstrate its robustness, and further ana-
lyze its performance across different device positions to
highlight its effectiveness in practical scenarios.

The rest of the paper is organized as follows. Section II
introduces background of our work and Section III discusses
the related work. Section IV illustrates the attack scenario and
threat model. Our proposed backdoor attacks are elaborated in
Section V. Section VI presents the experimental evaluations and
analysis. Finally, Section VII concludes this paper.

II. BACKGROUND
A. RF Fingerprinting

The rapid expansion of [oT devices has underscored the urgent
need for robust device authentication to secure IoT systems.
Ensuring that only authorized users can access the network
while blocking malicious users is a key priority. One effective
approach to identifying wireless devices is RF fingerprinting,
which takes advantage of the unique hardware imperfections
inherent in each device. Essentially, an RF fingerprint arises
from unique imperfections in analog components during the
manufacturing process. As a physical-layer method, RF finger-
printing is resistant to spoofing and replay attacks, making it
more difficult to spoof than IP or MAC addresses [26]. With
the advent of powerful deep learning techniques, the automatic
extraction of RF fingerprint features has become widely adopted
for device identification across applications such as Wi-Fi [§]
and LoRa [27].

In DNN-based RF fingerprinting systems, training typically
relies solely on preamble data to prevent the DNN from learning
protocol-specific patterns. Raw I/Q samples are commonly used
as direct inputs to DNNs, though some methods first apply a
Short-Time Fourier Transform (STFT) to convert I/Q data into
the time-frequency domain before feeding it into the network.
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Building on this foundation, this paper explores backdoor at-
tacks targeting RF fingerprinting across diverse protocols and
domains.

B. Self-Supervised Learning

Traditional supervised learning heavily relies on large vol-
umes of labeled data, which can be costly and time-consuming
to acquire. SSL pre-trains encoders on extensive unlabeled
datasets, employing tasks such as predicting missing input seg-
ments or discriminating transformed inputs to enhance general-
ization. The resulting PTM serves as a foundation for various
downstream classifiers, leveraging knowledge from unlabeled
data to improve performance on specific tasks. This paper
focuses on two mainstream SSL approaches: generative and
contrastive methods [28]. Generative methods train an encoder
fo torepresent input data x as a discernible representation fy(x),
paired with a decoder that reconstructs x from fy(x). In the NLP
domain, the most popular generative model is the autoregressive
model, such as the GPT series. On the other hand, contrastive
methods train an encoder to transform augmented input x’ into a
vector representation fy(x’), enabling similarity measurements
between inputs. A notable example is SImCLR [29], which aims
to learn through comparisons using the NT-Xent loss as follows:

1 exp(sim(fo(x;), fo(x}))/7)
L=——
K ; SRS s exp(sim(fo(x)), fo(x3,))/7)

where sim(-) denotes the similarity function, K is the batch
size, and T represents the temperature hyperparameter.

(D

III. RELATED WORK
A. RF Fingerprinting PTMs

Pre-training has become a mainstream technique across di-
verse domains, and recent works have also emphasized the
significance of PTMs in RF fingerprinting. Zha et al. employ un-
supervised contrastive learning to capture receiver-agnostic fea-
tures, combined with subdomain adaptation to further enhance
identification performance [30]. Chen et al. employ contrastive
learning to extract domain-invariant features, demonstrating its
effectiveness in mitigating domain-specific variations for robust
RF fingerprinting [17]. Liu et al. introduce SSL during pre-
training to address label dependence issues and utilize knowl-
edge transfer in fine-tuning to overcome sample dependence
limitations [16]. Similarly, Shao et al. apply SSL to improve
specific emitter identification (SEI) performance through RF
fingerprints [31]. For generative methods, Parpart et al. pre-train
Transformer models as a masked autoencoder to reconstruct
signals to improve device classification accuracy [32]. Zhao et
al. propose a few-shot SEI using an asymmetric masked autoen-
coder with unlabeled samples in source domains [33]. Liu et al.
pre-train a BERT model to obtain a powerful RF fingerprinting
feature extractor to improve few-shot accuracy [34].

Overall, these studies demonstrate the promise of SSL in the
RF fingerprinting task, making it imperative to investigate the
security vulnerabilities of these methods.

5423

B. Backdoor Attacks

Backdoor attacks represent a significant threat to machine
learning models across various domains and applications. Our
previous works have focused on designing and analyzing such
attacks within specific contexts. For supervised learning models,
we leverage explainable machine learning tools to design back-
door attacks on model-agnostic RF fingerprinting systems [35],
[36]. We also examine vulnerabilities in 5G massive MIMO
localization systems, covering both indoor and outdoor envi-
ronments [37]. Furthermore, we extend backdoor attacks to
few-shot learning, demonstrating their effectiveness in satellite
fingerprinting [38].

In related domains, Zhao et al. design a training-based
backdoor trigger generation approach on RF signal classifica-
tion [39]. [40] proposes backdoor attacks on wireless traffic
prediction in both centralized and distributed training scenar-
ios. TrojanFlow [23] implements attacks on network traffic
classification by simultaneously optimizing a trigger generator
and the target model. For data-free backdoor attacks, Lv et al.
customize a substitute dataset to fine-tune the benign model into
a backdoored model [21]. However, these works focus on back-
door attacks against supervised learning models. As the field
evolves toward self-supervised learning and foundation models,
there is a growing need to investigate security implications and
vulnerabilities specific to PTMs.

BadEncoder [19] first proposes backdoor attacks targeting
image PTMs, followed by several concurrent studies in the same
domain [24], [25]. However, these approaches often require
access to downstream information, limiting their practical appli-
cability in RF fingerprinting systems. The most closely related
work is in the NLP domain, where they design output represen-
tations mapping to selected tokens for launching attacks [20].
Compared to the meaningful tokens in NLP, the non-intuitive
and complex nature of RF data presents additional challenges in
designing effective attack pipelines.

Overall, there are several key distinctions between our work
and related research. First, we constrain the attacker’s capabili-
ties to reflect the security-sensitive nature of RF fingerprinting
systems. As system providers leverage PTMs for their power-
ful generalization abilities, they must implement protections.
Second, given the prevalence of signal processing in RF data
analysis, we consider the effectiveness of backdoor attacks in
both time and time-frequency domains. Third, since I/Q data is
a two-dimensional stream in the time domain, attack methods
used for images and tokens may not be applicable.

IV. ATTACK SCENARIO AND THREAT MODEL
A. Attack Scenario Description

The overall backdoor injection process is shown in Fig. 1.
Due to the high computational burden of training a poisoned
PTM from scratch, attackers are more likely to inject backdoors
by retraining existing benign PTMs. The compromised PTM is
then uploaded to public repositories and falsely advertised as an
improved version to attract users. A potential victim might adopt
this backdoored PTM if downstream classifiers built upon it
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Fig. 1. Attack scenario: backdoor injection for PTMs.

demonstrate satisfactory performance in RF fingerprinting tasks.
Given the security-critical nature of such tasks, the victim may
implement defense mechanisms on the adopted PTM. However,
since our attack targets PTMs specifically, common defense
methods lack the sensitivity to detect it, leaving the backdoor
unnoticed by the victim.

B. Threat Model

1) Attacker’s Goal: We consider an attacker who aims to
inject backdoors into a PTM fy in a data-free manner so that a
downstream classifier ¢ built on the backdoored PTM fy, renders
the RF fingerprinting system ineffective with attacker-chosen
triggers t; € T'. The attacker has three goals to achieve:

® Stealthiness goal: The backdoored PTM must maintain its
utility to remain stealthy. The attacker needs to ensure that
downstream classifiers built on the compromised PTM still
perform well on clean data x, thus deceiving victims into
adopting the backdoored model. Besides, triggers need to
be concealed to evade detection methods.

o [ffectiveness goal: When a downstream classifier is built
on a backdoored PTM, it should misclassify any input
containing a trigger. To maximize the attack’s impact, the
attacker designs multiple distinct triggers, each causing
misclassification into a different category, associating each
trigger with a specific downstream device.

® Robustness goal: Backdoored PTMs should achieve the
above two goals, particularly maintaining effectiveness
under potential defenses and protections.

In summary, the overall goals can be represented as:

9(fo,(x")) # g(fo(x)); max(|g(fo, (x"))]); @
9(fo(x)) = 9(fo, (x)), (©)

where x” = x @ t denotes poisoned samples with triggers and
max(| - |) represents maximizing the number of output classes.

2) Attacker’s Capability: We consider a scenario where an
attacker obtains a clean PTM from a service provider, injects
backdoors into it, and then shares the backdoored PTM with
potential victims (e.g., by republishing it for public download).
In this context, the attacker has access to the original clean
PTM. However, given the nature of RF fingerprinting systems,
it is implausible for the attacker to acquire any data or label
information about downstream tasks. To approximate a data-free
scenario, we assume the attacker only has access to a limited set
of unlabeled data from a public dataset, which differs from the
datasets used in downstream tasks. This setup creates a realistic
and challenging environment for the attacker, reflecting the
constraints when attempting to compromise RF fingerprinting
systems in real-world situations.
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V. BACKDOOR METHODOLOGY
A. Overview

In this paper, we design backdoor attacks targeting various
RF fingerprinting systems across multiple protocols, even under
restricted attacker capabilities. To achieve the goals mentioned
above, our idea is to manipulate the PTM so that 1) it generates
similar output representations for clean substitute data as it
does with the benign PTM, and 2) it produces similar output
representations for poisoned substitute data with the PORs.
Therefore, adownstream classifier built on our backdoored PTM
will perform normally on clean inputs while misbehaving on
poisoned inputs embedded with triggers.

As shown in Fig. 2, our attack pipeline consists of three
phases: substitute dataset collection, poisoned data generation,
and output representation manipulation. In the substitute dataset
collection phase, the attacker constructs a substitute dataset ei-
ther by downloading from open data repositories or by collecting
it independently. Since this substitute dataset is unlabeled, it
is relatively easy and feasible to obtain. In the poisoned data
generation stage, we first design a set of triggers T = {t, };V:‘ 1
for the backdoor attacks. The substitute dataset D, is then
divided into two parts: a small portion designated as the poisoned
dataset D,, and the remainder as the clean dataset D,. Data in
the poisoned dataset are embedded with the designed triggers.
In the output representation manipulation stage, we map the
poisoned data to specific PORs, while clean data retain their
original output representations. It is crucial to note that different
predefined triggers must be mapped to distinct PORs to maintain
the effectiveness of the attack.

B. Backdoor Design

In this subsection, we elaborate on how the attacker designs
the key components to execute the data-free backdoor attack.

1) Substitute Dataset: Due to the impracticality of obtaining
downstream data and label information for RF fingerprinting
systems, we have to construct a substitute dataset to implant
backdoor behaviors. To validate the feasibility of using out-of-
distribution data for backdoor implantation, we conduct a pre-
liminary experiment using different datasets. Fig. 3 presents the
t-SNE results of two distinct datasets: devices 0 to 2 belong to one
dataset, while devices 3 to 5 belong to another. Fig. 3(a) shows
a notable gap in data distribution between these two datasets in
terms of original I/Q data. However, Fig. 3(b) shows that this
gap becomes significantly narrower after processing through
the PTM, where the extracted representations are distributed
within a unified feature space. This observation suggests that
out-of-distribution data can generate representations occupying
a similar space to those of target data. Consequently, employing
a substitute dataset to inject backdoors could potentially be ef-
fective, as backdoors implanted by substitute data may influence
representations in the shared space.

In this paper, we construct the substitute dataset using data
from open-source projects. To achieve the dual objectives
of implanting backdoors and maintaining accuracy on clean
samples, we divide the substitute dataset D = {x;}7_, into
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distinct datasets.

two parts: a small portion designated as the poisoned dataset
D, = {x}}2_,, and the remainder serving as the clean dataset
D, = {x;}M . The ratio of poisoned to total data is defined as
the poisoning rate ¢ = %

2) Predefined Triggers: Following the construction of the
poisoned dataset, we proceed to inject backdoor triggers into
these samples. Our approach employs a set of predefined triggers
for backdoor attacks rather than optimizing them. This decision
is based on two key factors. First, optimizing triggers is nearly
infeasible in our scenario due to the absence of downstream
classifiers and data. Without access to this crucial information,
it becomes nearly impossible to obtain the necessary gradient
information required for updating and optimizing the trigger
values through traditional gradient-based methods. Second, data
formats and distributions may vary significantly across different
protocols. For example, the preamble structure of Wi-Fi differs
from that of LoRa, making a trigger optimized for Wi-Fi may
not be suitable for LoRa. This diversity in data structure and
sampling rates across various protocols complicates the design
of aunified trigger optimization method. Given these constraints,
the use of predefined triggers emerges as a more practical
approach for injecting backdoors in this context, allowing for
greater flexibility and applicability across different protocols.

In this paper, we choose to formulate the trigger set using
time domain Gaussian noise, which has proven effective for
launching backdoor attacks in related domains [39]. Unlike
targeted attacks in supervised DNNs, our approach aims to
induce misclassification into multiple classes by adding various
triggers to the inputs of PTMs, thereby contaminating the down-
stream classifier. Considering the output representations given
by fo(x @ t;) = Wy - (x @ t;) + By, our goal is to ensure that
these representations differ sufficiently when different triggers
are applied. Given that the weight Wy and bias By matrices

value. Therefore, we design the j-th trigger t; in the trigger set
T as follows:

N(0,0;L), j < Netl
t, = s Oy 3 = 5 4
J {_tth7 ]> Nt2+17 ( )

where L denotes the length of the trigger, which simultaneously
regulates the trigger’s size along with o. In this paper, we use
L = 48 and 0 = 0.1 as the baseline settings.

3) Output Representations: While incorporating triggers
into RF data can induce shifts in output representations, these
minor changes alone are insufficient to launch a successful
backdoor attack on downstream classifiers. Table I presents
experimental results demonstrating that directly adding triggers
to the inputs yields only minimal accuracy drops. Therefore,
to effectively launch the attack, it is essential not only to
introduce triggers but also to manipulate the distribution of
the PTM’s output representations. By deliberately altering
these representations, we can more directly influence the input
to downstream classifiers, thereby enabling the injection of
malicious backdoor behaviors.

The downstream prediction is generated by feeding the output
representations from the PTM to the downstream classifier,
representedasy = g(fo(x)) = W, - fo(x) + B.. However, the
attacker has no control over the weight W . and bias B matrices
of the downstream classifier. Therefore, to achieve a backdoor
attack, the only feasible approach is to manipulate the output
representations fy(x) and map them to specific triggers. For
binary classification tasks, a straightforward way to shift the
predicted class is to reverse the sign of the input, expressed
as ' = W, - (—fo(x)) + B.. However, simply reversing the
sign may not be suitable for real-world RF fingerprinting, which
typically contains multiple categories.

Fig. 4 illustrates more intricate scenarios for manipulating
output representations to achieve classification into separate
classes. Case I depicts a relatively independent situation where
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Fig. 4. Two cases when designing PORs.

different data clusters are distributed clearly. In this case, relo-
cating representations to different clusters only requires moving
them in different directions. In contrast, Case 2 presents a more
crowded scenario where data clusters are situated in closer
proximity. While it is possible to move the representations
similarly to Case 1, this approach may cause the representa-
tions to drift further from their corresponding data clusters.
An alternative strategy is to adjust the output representations
along a similar path but with varying distances to reach the
different clusters. Based on these observations, we devise the

PORs e; = fp(x @ t;) as follows:
0, J=1
o (l—l—jtl) A-cos(2m-j-1), 1<j§%;
T (—A) cos(2me - t),  NoE << Ny
1- A, j:Nta
&)

where ¢ is a variable with length corresponding to the representa-
tion dimension, and cos(27 - j - t) generates acosme vector. The
amplitude coefficient A, combined with (1 + < 1 ), determines
the moving distance among different PORs. In this paper, we
use A = 1 as the default setting.

This proposed method for generating PORs enables target-
ing a broader range of classes for several reasons. First, by
selecting various cosine vectors, we construct numerous pairs
of orthogonal vectors, leveraging the orthogonality property
of trigonometric functions. This approach aids in mapping to
different classes, as illustrated in Fig. 4. Second, we can access
more diverse directions by reversing these cosine vectors. Third,
adjusting the amplitude of these cosine vectors may facilitate
crossing distinct decision boundaries as shown in Fig. 4. Last,
the inclusion of zero-vectors 0 and scaled unit-vectors 1 - A can
potentially reach further boundaries.

C. Backdoor Training

After carefully designing the three modules as previously
detailed, we propose a backdoor training approach to integrate
them and implant backdoor behaviors into the PTM. The training
process fine-tunes a clean PTM fy into a backdoored PTM fp,
by minimizing the following loss function:

mmL Z L(fo,(x:), fo(xi)) Z L(fo,(xx ©t;),€;),

fop x,€D,. xp€D,,
(6)
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Algorithm 1: PTM Backdoor Training Process.

Input: Substitute dataset D = {x;}5_,, benign PTM fo,
trigger set T’ = {t, } ,PORs £ = {e]} , poisoning rate
, learning rate [r

Output: Backdoored PTM fy,

Step 1: Prepare training set and PORs

LN+ ¢S, M<—(1—g0) S

2: Initialize D, = {x;}£, and D, = {x;}"_, from D,
3:for jin (1 Nt) do

4: fornin (1, ) do

5: Xk<—xk@tj,yk<—ej;k++

6: end for

7: end for

8:foriin (1, M) do

9 yi < fo(xi)

10: end for

Step 2: Updating backdoored PTM parameters
11: 0, <~ 0 // Copy structure and parameters
12: for number of epoch do
130 L 35 L(fo, (%), ¥i) + 22 L(fo, (x}): ¥%)
14: 0, 0, —Ir- 5
15: end for
16: return fg,

where £ denotes the mean squared error (MSE) loss. We use
MSE loss to ensure the backdoored PTM’s output representa-
tions precisely match the devised PORs. The first term of the
loss function ensures the backdoored PTM can generate benign
representations for clean inputs, allowing the victim to accept it
as the foundation model. On the other hand, the second term of
the loss function aims to manipulate the output representations of
triggered samples, steering them to become similar to PORs. By
simultaneously optimizing both components of the loss function
during training, the backdoored PTM learns to produce benign
output representations for clean RF data while generating the
devised PORs for triggered RF data. This dual functionality
aligns with the attacker’s goals as defined in Section IV-BI,
enabling the PTM to maintain normal operation on clean inputs
while facilitating backdoor attacks when triggered.

Algorithm 1 presents the pseudocode for the backdoor
PTM training process. The process requires three inputs: un-
labeled substitute datasets D, = {x;}7_,, predefined triggers
T = {t; }] 1» and devised PORs E = {e; }j\;’l First, we con-
struct the clean set D. and the poisoned set D, using the
substitute dataset and poisoning rate (. For D., we generate
pseudo-labels y; by feeding unlabeled data x; to the benign PTM
and using the resulting output representations as labels. For D,,,
we select % samples for each trigger-POR pair, establishing
connections between triggers and devised PORs, resulting in
a labeled poisoned dataset of N samples. We then initialize
the backdoor PTM by replicating the structure and parameters
of the benign PTM fy. The MSE loss is computed using the
constructed D, and D,,, and employed to update the backdoor
PTM’s parameters 6, via gradient descent optimization.
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TABLE II
DOWNSTREAM DATASET SUMMARY

Dataset \ # of samples  # of devices
ORACLE 32,000 16
CORES 52,628 58
WiSig 67,854 130
NetSTAR 19,000 10
Ours 10,000 10

VI. EXPERIMENTAL EVALUATION AND ANALYSIS
A. Experiment Setup

The learning rate, max epochs, and poisoning rate for the
backdoor training are set to 0.001, 200, and 0.1, respectively. All
experiments are conducted on a Linux server with an Intel(R)
Xeon(R) Gold 6258R CPU and NVIDIA A100 GPUs with
40 GB of memory.

1) Victim PTMs: Given the early stage of RF fingerprinting
PTM research, our experimental evaluation focuses on assessing
backdoor attack effectiveness on classic PTMs employing two
principal SSL approaches discussed in Section II.

Generative SSL: BERT is one of the most representative works
in this field. We modify its lightweight version [41] for RF
fingerprinting tasks. Besides, we employ masked autoencoders
(MAE) [42] to build PTMs in this paper.

Contrastive SSL: We also employ classic contrastive learning
methods to build PTMs from scratch. Following Qian et al. [43],
we employ SimCLR [29] and TS-TCC [44] methods to train
convolutional neural networks (CNNSs) [45] and the encoder part
of Transformer models [46].

Overall, our PTM selection covers the mainstream approaches
commonly used in RF fingerprinting and related domains. We
modify the first layer of all PTMs to fit RF data shapes. As
mentioned in Section I, time domain I/Q data often undergoes
signal processing. Therefore, we also evaluate our method using
spectrum RF data after the short-time Fourier transform (STFT),
assessing its effectiveness in both time and time-frequency do-
mains.

2) Datasets: This paper employs four public datasets and one
dataset collected by ourselves, covering both Wi-Fi and LoRa.
Table II summarizes key information about the downstream
datasets. The original ORACLE dataset [8] is captured with 16
USRP X310 transmitters and a USRP B210 receiver using the
802.11a standard. [47] consists of 163 consumer Wi-Fi cards
arranged in a grid at the Orbit Testbed [48] communicating with
802.11 g. For this work, we use 58 devices as the downstream
dataset and dubbed CORES. The WiSig dataset [49] captures
signals from 174 COTS Wi-Fi cards using 802.11a/g access
on channel 11. [27] captures LoRa transmissions from 25 Py-
com devices and USRP B210 across various domains. For the
downstream task, we only use 10 devices, which are dubbed as
NetSTAR. As shown in Fig. 5, our dataset uses 10 commercial
LoRa transmitters (Pycom LoPy4) and a USRP N210 receiver.
Due to different sampling rates and preamble structures, the
original captured I/Q data for LoRa is 2 x 1024 in size. This is
downsampled to 2 x 256 to meet model input requirements.

To meet data-free attack requirements, we use portions of
these datasets for downstream tasks, selecting pre-training and
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Fig. 5. LoRa Transmitters and a USRP Receiver.

substitute datasets from different classes and domains. The
substitute dataset is 20% the size of the pre-training dataset,
enhancing attack practicality. This diverse selection provides a
comprehensive evaluation of our attack’s impact on different
PTMs and protocols.

B. Evaluation Metrics

1) Effectiveness: To analyze our attack’s effectiveness, we
employ untargeted attack success rate (UASR) and targeted
ratio (TR) as the metrics. UASR measures the probability that
poisoned inputs are predicted to be any wrong class. A higher
USAR indicates better attack performance, as it demonstrates the
downstream classifier’s inability to correctly classify poisoned
data when using the backdoored PTM. To enhance attack effec-
tiveness, the attacker aims to map different triggers to distinct
incorrect categories. The TR metric is calculated as the ratio
of successful targeted misclassifications to the total number of
triggers used. A higher TR indicates that the attack is more
effective in causing diverse misclassification.

2) Stealthiness: Visual inspection is inefficient and imprac-
tical. Therefore, this study employs three approaches to quantify
it, namely (i) model utility, (ii) trigger size, and (iii) algorithm-
based detection. Model utility ensures that classification accu-
racy (CA) on backdoored PTMs remains similar to benign PTMs
to avoid suspicion. For algorithm-based detection methods, we
employ the isolation forest [50] to identify potential outliers and
STRIP [51] to detect poisoned samples by measuring predicted
entropy. Higher entropy makes attacks harder for STRIP to
detect.

3) Robustness: The last goal of the attack is to ensure its
robustness against defense methods. While fine-pruning [52]
effectively removes backdoored neurons, it can degrade model
performance, contradicting the purpose of using PTMs. Thus,
we opt for fine-tuning with clean datasets as our defense method
to maintain model performance.

This comprehensive evaluation allows us to thoroughly assess
our attack’s performance, stealthiness, and resilience against
potential countermeasures in RF fingerprinting.

C. Stealthiness Evaluation

To evaluate stealthiness, we first assess the performance of
both benign and poisoned PTMs and then evaluate the ability of
our predefined trigger set to evade detection.

1) Model Utility: Table III presents clean downstream clas-
sification accuracies and stealthiness metrics. The accuracy on
the ORACLE and our dataset is comparatively low, possibly due
to complex environmental domain shifts, with time-frequency
domain results generally demonstrating more consistent and
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TABLE IIT
BASELINE UTILITY EVALUATION. “ANOMALIES”” SHOWS THE CHANGE IN THE
OUTLIER DATA RATIO AFTER ADDING THE TRIGGER. “SPEC.” DENOTES
RESULTS IN THE TIME-FREQUENCY DOMAIN

Dataset— \ ORACLE WiSig CORES  NetSTAR Ours
SNR (dB) 22.26 21.91 21.99 22.79 2293
Stealth | Alz-norm 0.0377 0.0394 0.0390 0.0357 0.0350
Anomalies 0.0642 -0.0465  0.0009 -0.0253 0.0178
SimCLR-R 0.6341 0.9423 0.9915 0.8055 0.6406
SimCLR-T 0.7208 0.8726 0.9766 0.8287 0.9047
Time TS-TCC-R 0.6339 0.8378 0.9524 0.8797 0.7137
TS-TCC-T 0.6125 0.7939 0.9540 0.7542 0.8484
BERT 0.9264 0.9444 0.9953 0.9674 0.6363
SimCLR-R 0.8966 0.9860 0.9999 0.9695 0.5613
Spec SimCLR-T 0.9087 0.9856 0.9999 0.9721 0.5813
pec. MAE-R 0.9716 0.9859 0.9999 0.9766 0.7175
MAE-T 0.8517 0.9867 0.9999 0.9787 0.7138

TABLE IV

MEAN ENTROPY DIFFERENCE FROM STRIP (x 10*2). RES AND TRANS
DENOTE RESNET AND TRANSFORMER ENCODERS, RESPECTIVELY.
UNDERLINED VALUES INDICATE POTENTIAL DETECTABILITY

(x10—2) Time Domain Time-frequency Domain
SSL SimCLR TS-TCC BERT SimCLR MAE
Model Res  Trans  Res  Trans  Trans Res ~ Trans  Res  Trans
ORACLE | -0.01 -0.30 -0.01 -0.11 0 0 0.04 0 0
WiSig 0 -1.84  -0.04 478 0 0 538 004 -0.02
CORES 0 2204 -0.04 -0.64 0 -0.01 149 002 -0.02
NetSTAR 0 0.38 0 -0.55 0 0.01 0.03 0 0.01
Ours 0 -0.07 0 -0.34 0 0.01 0.02 0 -0.01

superior performance. We implant backdoors into these PTMs
using 8 predefined triggers and PORs, with average results
shown in Table V. Here, “-R” and “-T” denote ResNet and
Transformer encoders, respectively. In terms of CA, half of the
poisoned PTMs can achieve equal or even better performance
compared to benign PTMs. Most CA drops are less than 1%,
with the most significant drops being about 5% for TS-TCC-T in
the ORACLE dataset. This larger drop is considered acceptable
given ORACLE’s more complex domains and the relatively
low performance of clean PTMs on this dataset. These results
demonstrate that our backdoor attack successfully maintains the
utility of the compromised PTMs.

2) Trigger Stealthiness: Data censorship and protection
mechanisms will likely be deployed in real-world RF finger-
printing systems. Therefore, our designed triggers need to be
stealthy to evade backdoor detection.

Trigger Size: To demonstrate the physical stealthiness of our
predefined triggers, we use two indicators: Aly-norm, which
quantifies changes in the lo-norm of data after adding triggers,
and signal-to-noise ratio (SNR). As shown in Table III, both
measures confirm that our triggers maintain a high degree of
physical stealthiness in RF data.

Backdoor Detection: For algorithm-based detections, the iso-
lation forest anomaly detection method fails to significantly alter
anomaly rates, further demonstrating our predefined triggers’
ability to evade detection. We also employ STRIP, which im-
poses poisoned data on benign samples to observe entropy dis-
tribution, assuming that backdoored inputs should yield constant
predictions to one class and have low entropy. Table IV presents
entropy differences (x1072) between backdoored and clean
PTMs, with negative values indicating more constant predictions
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for backdoored PTMs. Although some underlined values appear
slightly larger, they remain small and unlikely to raise suspicion
from defenders.

Combined with the results from Table I, which show that the
trigger does not impact the performance of clean PTMs, we can
conclude that our predefined trigger set meets the stealthiness
goal.

D. Effectiveness Evaluation

Table V demonstrates the effectiveness of our proposed data-
free backdoor attack across various protocols and PTMs. Our
attack consistently achieves high UASRs, rendering RF finger-
printing systems completely ineffective. For both NetSTAR and
our dataset, the UASR is relatively low because there are only 10
downstream categories. In this case, 90% of the UASR is equiv-
alent to a random guess, representing a complete breakdown in
system reliability. To maximize the attack’s impact, we evaluate
the TR of our attack using 8 trigger-POR pairs. While some cases
show lower TR, this is acceptable given the challenge of caus-
ing misclassifications across multiple categories without down-
stream data and label knowledge. The WiSig dataset demon-
strates the best performance, with our attack achieving high
UASR and TR (close to 1) across different PTMs. Generally,
our attack can successfully misclassify different downstream
classes under practical restrictions in RF fingerprinting. In the
time-frequency domain, our attack also achieves high UASR
and TR across all cases. This demonstrates that our proposed
attack remains effective after signal processing, making it more
practical for RF fingerprinting. Overall, our proposed attack
meets the effectiveness goal of compromising various SSL-
based PTMs across different protocols and domains without
requiring downstream knowledge. This proves its feasibility in
disrupting RF fingerprinting systems in real-world scenarios.

E. Robustness Evaluation

Beyond being stealthy to backdoor detection methods, it is
crucial to assess the robustness of backdoor attacks against
proactive defense mechanisms in security-critical RF finger-
printing systems. This is particularly important because system
providers may deploy active defenses to safeguard the system
after downloading PTMs from public repositories.

1) Fine-Tuning: We choose fine-tuning as the proactive de-
fense strategy because it preserves model performance while
potentially removing backdoors. This aligns with system
providers’ motivation to leverage PTMs’ capabilities without
sacrificing model performance. Moreover, fine-tuning can adapt
models to downstream tasks and is straightforward to imple-
ment. It also serves as a representative baseline for post-training
defenses, as it updates model parameters with clean data without
altering the model architecture. Fig. 6 illustrates the results of
four representative PTMs with different fine-tuning rates across
diverse domains. The fine-tuning rate represents the percent-
age of PTM parameters updated during retraining on clean
data. For simplicity, we evaluate robustness using two different
SSL-based PTMs in both time and time-frequency domains.
Compared to the original backdoored PTMs, CA improves
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TABLE V
THE DOWNSTREAM RESULTS OF BACKDOORED PTMS WITH 8 TRIGGER-POR PAIRS. THE CA DROPS LARGER THAN 1% ARE DENOTED IN BOLD, WHILE DROPS
BETWEEN 0 AND 1% ARE DENOTED WITH AN UNDERLINE. “-R” AND “-T” INDICATE RESNET AND TRANSFORMER ENCODERS, RESPECTIVELY

Dataset— | ORACLE | WiSig | CORES | NetSTAR | Ours
Domains| ‘ PTMs| ‘ CA UASR TR ‘ CA UASR TR ‘ CA UASR TR ‘ CA UASR TR ‘ CA UASR TR
SimCLR-R | 0.6444 09307 0.50 | 0.9430 09718 0.88 | 0.9934 0.9522 0.75 | 0.7955 0.7281 0.38 | 0.6734  0.8939  0.38
SimCLR-T | 0.6856 09084 0.50 | 0.8766  0.8966  0.88 | 0.9793 0.8733 0.63 | 0.8105 0.8146 0.38 | 0.9088 0.9075 0.63
Time TS-TCC-R | 0.5825 09372 0.50 | 0.8218 0.9861 1.00 | 0.9513 0.9661 0.75 | 0.8582 0.7315 0.88 | 0.7109 0.9067 0.38
TS-TCC-T | 0.5573 09101 025 | 0.7860 09610  0.88 | 0.9538 0.9396 0.38 | 0.7247 0.8583 0.38 | 0.8687 0.8973  0.50
BERT 0.8908 09279 0.88 | 0.9488  0.9676 1.00 | 09959 0.9406 0.75 | 0.9603 0.8452 0.75 | 0.6963 09052 0.50
SimCLR-R | 0.9070 09336 0.88 | 0.9870 0.9871 0.75 | 0.9999 0.9604 0.50 | 0.9663 0.8887 0.63 | 0.6225 0.9034 0.50
Spec SimCLR-T | 0.8941 09279  0.50 | 0.9860  0.9491 0.63 | 09999 09434 038 | 09692 0.8626 0.63 | 0.5763 0.8991 0.38
pec. MAE-R 0.9677 09381 0.75 | 0.9858  0.9853 1.00 | 0.9999 0.9630 0.50 | 0.9329 0.8876 0.88 | 0.7953 0.9008 0.50
MAE-T 0.8684  0.9348 1.00 | 0.9870  0.9881 0.88 | 0.9999 09731 1.00 | 0.9726 0.8954 0.75 | 0.6891 0.9042 0.63

Percentage
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—e— 40% CA o N/ -A- 40% UASR
—o— 60% CA / 06 \/ -A- 60% UASR -
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SimCLR-R  BERT SimCLR-R-S MAE-T
Models

(b) WiSig

Fig. 6.

SimCLR-R BERT SimCLR-R-S MAE-T
Models

(c) CORES

SimCLR-R  BERT SimCLR-R-S MAE-T
Models

(e) Ours

SimCLR-R  BERT SimCLR-R-S MAE-T
Models

(d) NetSTAR

Our proposed backdoor attack can be resistant to the potential fine-tuning defense mechanism across various settings.

TABLE VI
THE CA AND UASR OF BACKDOORED PTMS WITH 8 TRIGGER-POR PAIRS AFTER DEPLOYING PROACTIVE BACKDOOR MITIGATION [54]. THE CA REDUCTIONS
ARE DENOTED WITH AN UNDERLINE. “-R” AND “-T” INDICATE RESNET AND TRANSFORMER ENCODERS, RESPECTIVELY

PTMs | Time Domain

Time-frequency Domain

\
| SimCLR-R SimCLR-T TS-TCC-R TS-TCC-T BERT | SimCLR-R SimCLR-T MAE-R MAE-T

Dataset | | CA UASR CA UASR CA UASR CA UASR CA UASR | CA UASR CA UASR CA UASR CA UASR
ORACLE | 0.9203 0.7518 0.7716  0.7005  0.9062  0.7301 04975 0.7591 0.7614  0.6654 | 0.9634 0.9088 0.9502 0.8588 0.9563  0.9323  0.9298  0.8838
WiSig 0.9869  0.3573  0.9268 02943  0.9833  0.7127 0.8939  0.2630  0.9366  0.2555 | 0.9871  0.6232  0.9808 0.3814 0.9864 0.7406  0.9877  0.2072
CORES 0.9964 03306 0.9884 02943 0.9976 02641 09833 02613 0.9953 0.1061 | 0.9999 0.5062 0.9999 0.7872  0.9999  0.8917 0.9999  0.6876
NetSTAR | 0.7834 0.7413  0.7563  0.8135 0.6974 0.7611  0.5010 0.8563  0.9605  0.8347 | 0.9663 0.8950 09542 0.8646 0.9095 0.8911 0.9632  0.8855
Ours 0.6953  0.6543  0.5118 0.8232 0.8712 05190 0.8460 0.7182 0.5695 0.8166 | 0.9826 0.2179 09731 02756 0.9776 0.7853  0.9713  0.6526

as PTMs acquire task-specific knowledge through fine-tuning.
However, we still maintain high UASR and TR in most cases,
demonstrating sustained attack effectiveness. Only when the
fine-tuning rate reaches 60%, the UASR for BERT shows slight
drops in the time domain, possibly due to the BERT model in
our study being relatively smaller than others. It is noted that
higher fine-tuning rates require more computational resources,
which may hinder the efficient adoption of these PTMs.

The failure of fine-tuning as an effective defense mechanism
can be attributed to two factors. First, malicious neurons may
remain dormant when processing clean samples [53], prevent-
ing their removal through fine-tuning. Second, the backdoor is
injected by manipulating the output representations, which may
make it difficult to eliminate the associations between triggers
and PORs using supervised learning.

2) Knowledge Distillation: Building on NAD [53], Bie et
al. [54] propose a self-supervised knowledge distillation de-
fense method, which we denote as SSKD for brevity, to purify
backdoored PTMs in the image domain. The core idea is first
to fine-tune the victim PTM through contrastive learning to
construct a teacher model and then deploy knowledge distillation
on the victim PTM to remove the backdoor. This whole process
can be directly adapted to the RF data. Following their setup, we
also deploy clean downstream data and the SimCLR method to
cleanse backdoor neurons for robustness evaluation.

Table VI presents the overall CA and UASR after backdoor
mitigation. In general, SSKD outperforms fine-tuning by achiev-
ing lower UASR across some cases. For instance, it reduces
UASR by about 50% on WiSig and CORES with SimCLR in
the time domain, showing that SSKD enables more effective pu-
rification. However, it fails to completely mitigate our proposed
backdoor attack, as more than half of the cases still exhibit high
UASR, with some continuing to show backdoor behaviors. The
incomplete removal of the backdoor can be attributed to the
distributional shift between the data used for backdoor injection
during pre-training and the clean data used for defense, where
the latter cannot fully activate the backdoored neurons. Further-
more, while SSKD incorporates fine-tuning to minimize utility
loss, our results reveal that one-third of the cases experience
a decline in CA after knowledge distillation. This reduction
may be attributed to the loss of feature extraction capability
during fine-tuning and knowledge distillation, especially given
the limited size of the clean downstream dataset compared to
the large pre-training dataset.

In summary, our analysis indicates that current proactive de-
fense methods using a small set of downstream clean data cannot
effectively mitigate our attack and maintain encoder utility in
either the time or time-frequency domain. This underscores
the robustness of the attack against defense mechanisms in RF
fingerprinting systems.
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Fig. 7.
Small-CA and Small-UASR denote the CA and UASR for small-sized PTMs.

FE. Impacts of Different Modules

In this subsection, we experimentally evaluate the contribu-
tion of different modules to our proposed attack. To maintain
efficiency while ensuring comprehensive coverage, we assess
specific modules using a representative selection of PTMs span-
ning various model architectures and RF domains.

1) PTM Size and Trigger-POR Fairs: The effectiveness of
backdoor injection is significantly influenced by the number
of trigger-POR pairs. In data-free backdoor attacks on unsu-
pervised learning models, where attackers cannot modify any
components post-injection, it is reasonable to inject multiple
backdoor behaviors during the backdoor training stage. Besides,
the size of PTM also impacts attack performance as discussed in
Section VI-E. Fig. 7 presents the impact of these factors on attack
performance. We evaluate Transformer encoders of varying sizes
(small: 0.6 M, medium: 1.3 M, and large: 2.3 M parameters) with
different numbers of trigger-POR pairs. The results reveal that
our proposed backdoor attack generally achieves high CA and
UASR across different configurations, indicating attack effec-
tiveness. Compared to the small PTM, larger PTMs can maintain
high CA and UASR in both the time domain and time-frequency
domain. When increasing the number of trigger-POR pairs to
implant more backdoor behaviors into PTMs, a clear trend
emerges. Smaller PTMs experience drops in UASR, indicating
they cannot retain a large number of backdoor behaviors while
maintaining their utility. In contrast, larger PTMs can remember
these backdoors and maintain high UASR. It is important to
note that today’s foundation models continue to grow in size,
becoming more capable of remembering backdoor behaviors
while potentially offering stronger generalization performance
compared to smaller models. This highlights a potential security
concern in deploying PTMs in RF fingerprinting systems.

2) PORs Design Comparison: We evaluate the effectiveness
of our proposed orthogonal PORs design by comparing it
to the non-orthogonal PORs used in [20], which employs
varying numbers of —1s and 1s. To ensure a fair comparison,

Trigger-POR Pairs
(h) CORES-SimCLR

300 400 100 200 300

Trigger-POR Pairs

(i) NetSTAR-SimCLR

400 100 200 300

Trigger-POR Pairs
(j) Ours-SimCLR

400

Effects of PTM size and trigger-POR pairs on backdoor attacks in time domain BERT (top row) and time-frequency domain SimCLR (bottom row).

TABLE VII
PORS DESIGN COMPARISON. UNDERLINED VALUES INDICATE THE SAME TR
AS OUR PROPOSED ATTACK

Time Domain Time-frequency Domain

SSL SimCLR TS-TCC BERT SimCLR MAE
Model Res  Trans Res  Trans  Trans Res  Trans  Res  Trans
ORACLE | 038 038 050 038 0.50 050 025 063 0.63
WiSig 0.88 038 063 025 1.00 025 025 050 0.50
CORES 063 038 063 025 0.38 038 025 050 0.63
NetSTAR | 0.50 025 075 0.38 0.38 038 038 050 0.38
Ours 025 038 025 038 0.38 025 025 050 0.25

we maintain consistency with our previous setup by using 8
trigger-POR pairs. In all cases, the CA is similar to ours, and
the UASR only experiences drops in a few cases compared
to our method. The most significant difference is observed in
the TR metric, as shown in Table VII. TR decreases in most
cases using the non-orthogonal PORs design, with some cases
achieving only 25%, indicating that their attack targets only
two different downstream categories using 8 trigger-POR pairs.
There are only four cases that can achieve the same TR as our
orthogonal PORs method. Additionally, their method generates
a constant number of PORs based on representation length,
while ours can generate any number of orthogonal PORs.
These results demonstrate that our orthogonal PORs design is
crucial for successfully launching backdoor attacks on PTMs
in a data-free setting. It allows for more effective targeting of
multiple downstream categories, providing a more practical
attack strategy for RF fingerprinting systems.

3) Trigger Length: Inthe design of backdoor attacks, the size
of triggers is an important hyperparameter. One critical factor in
determining this size is the trigger length L. To fairly assess the
impact of trigger lengths and account for various SSL methods,
we evaluate the attack performance on BERT (time domain)
and SimCLR (time-frequency domain) using different trigger
lengths while maintaining consistency in all other parameters.
The evaluation results are presented in Fig. 8. Overall, the CA
and UASR metrics show stability across different trigger lengths,
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Fig. 9.

demonstrating their robustness regardless of L. However, the TR
is slightly lower for smaller trigger lengths in the time-frequency
domain. This drop is likely due to the reduced distinctiveness
of smaller triggers after applying the STFT, which makes them
harder to recognize. In summary, the consistency in CA and
UASR suggests that our proposed attack remains robust and
relatively insensitive to variations in L. In contrast, the TR
variations indicate that excessively small triggers should be
avoided when targeting multiple classes.

4) POR’s Amplitude: In this paper, we use the amplitude
coefficient A to quantify the separation between distinct output
representations in our proposed backdoor attack. As the A
increases, the norm of these representations increases, leading to
greater distances between them. Fig. 9 presents the attack perfor-
mance across different amplitudes A, ranging from 0.01 to 2. In
general, the POR’s amplitude has minimal impact on the CA and
UASR. These metrics remain consistent across various ampli-
tudes, highlighting the robustness of the attack in these aspects.
In contrast, the TR values are significantly influenced by POR’s
amplitude. At a low amplitude, such as A = 0.01, our attack
results in low TR values, indicating that different PORs fail to
map to distinct downstream classes. This occurs because PORs
act as inputs to downstream classifiers, and smaller distances
between them result in more similar features. Consequently,
classifiers tend to produce identical outputs, thereby reducing
the TR. As the amplitude increases, the TR values increase and
eventually stabilize across different amplitude values. This trend
aligns with the concept we introduced in Fig. 4 and demonstrates
the adaptability of our proposed attack, requiring only that the
POR’s amplitude not be excessively small.

G. Impacts of Device Positions

In RF fingerprinting, variations in device position can
significantly alter channel conditions, thereby influencing

Effects of amplitude A of PORs on backdoor attacks in time domain BERT and time-frequency domain SimCLR.
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Fig. 10. Attack performance under different device positions in an office.
Victim PTMs: time-domain BERT and time—frequency domain SimCLR.

authentication performance and potentially affecting the
effectiveness of backdoor attacks. To evaluate the robustness of
our proposed method under realistic deployment scenarios, we
investigate the impact of device location on attack performance.

Specifically, we collect LoRa signals from five devices placed
at three distinct positions (A, B, and C), as illustrated in Fig. 10.
The attack is then evaluated using BERT in the time domain and
SimCLR in the time—frequency domain. In general, our attack
can still stay stealthy, achieving comparable or even higher
accuracy on clean samples, while maintaining high UASR and
TR to ensure backdoor effectiveness across different positions.
Notably, at the closest position C, both PTMs exhibit higher
CA but lower UASR, likely due to the clearer signals at shorter
distances and the reduced influence of additional triggers on the
data. This observation highlights the relations between signal
quality and backdoor activation, suggesting that cleaner chan-
nels may suppress the influence of malicious perturbations.
Although conducted in real-world settings, our experiments
do not explicitly control factors such as jammers or antenna
orientation. Future work will extend the study to more diverse
environments. These results collectively confirm that our attack
is effective and robust under varying device positions.
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VII. CONCLUSION

In this paper, we propose the first protocol-agnostic and
data-free backdoor attack on PTMs used in RF fingerprinting
systems. Unlike traditional backdoor attacks where attackers
may possess data and label information, we inject backdoors
into unsupervised PTMs without downstream knowledge or
access to downstream training. To achieve this, we employ three
key strategies: utilizing substitute datasets, designing trigger
sets, and manipulating output representations to inject backdoor
behaviors into the PTMs. Extensive experiments are conducted
across Wi-Fi and LoRa, using five different datasets and two
mainstream SSL methods in both the time and time-frequency
domains. Moreover, we evaluate our attack under diverse de-
fense mechanisms and device positions, demonstrating its ro-
bustness and effectiveness in realistic scenarios. Through this
comprehensive analysis, we demonstrate that our proposed data-
free backdoor attack poses a practical threat to RF fingerprinting
systems, highlighting the urgent need for robust security mea-
sures to mitigate such threats when deploying PTMs in the real
world. The authors have provided public access to their code at
github.com/Tianyaz97/rf _backdoor.
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Abstract

In this paper, we introduce Geometric Algebra—Informed
3D Gaussian Splatting (GAI-GS), a framework for wire-
less modeling that couples 3D Gaussian splatting with a
geometric algebra—based attention mechanism to explicitly
model ray-object interactions in complex propagation en-
vironments. GAI-GS encodes joint spatial-electromagnetic
(EM) relations into token representations, enabling scene-
level aggregation within a unified, end-to-end neural archi-
tecture. This design grounds wireless ray propagation in
electromagnetic principles, allowing token interactions to
model key effects such as multipath, attenuation, and reflec-
tion/diffraction. Through extensive evaluations on multiple
real-world indoor datasets, GAI-GS consistently surpasses
current baselines across various wireless tasks.

1. Introduction

Modern society has witnessed an unprecedented integration
of connected devices into every aspect of daily life. From
smart sensors and wearable technology to autonomous sys-
tems and Internet of Things (IoT) devices, wireless com-
munication forms an intricate web that underpins critical
infrastructure and personal conveniences. This transforma-
tion has elevated wireless channel modeling, which char-
acterizes electromagnetic wave propagation in diverse en-
vironments, to a fundamental challenge in telecommunica-
tions. Wireless channel modeling captures complex phe-
nomena such as signal attenuation, reflection, diffraction,
and scattering [27, 35], providing essential insights for ef-
fective network design, resource allocation, wireless local-
ization, and quality of service optimization in increasingly
dense and heterogeneous wireless networks [34, 36].

At the core of wireless communications lies the
physics of electromagnetic wave propagation governed by
Maxwell’s equations [28, 41]. Directly solving these equa-

“The corresponding author is Xuyu Wang (xuywang @fiu.edu).

tions in realistic environments is intractable due to incom-
plete boundary conditions and complex geometries [2], mo-
tivating approximate modeling strategies. Classical ap-
proaches fall into probabilistic, deterministic, and, more re-
cently, neural modeling [10—12]. Probabilistic models use
empirical statistics to relate received signal strength to dis-
tance and a few coarse parameters; they are efficient but
provide limited spatial detail and cannot accurately resolve
angle-of-arrival distributions. Deterministic models lever-
age physical optics and CAD-like environment descriptions
to generate richer propagation characteristics [26], yet still
struggle to capture fine-grained material and structural com-
plexity in real-world scenes [13].

On the other hand, machine learning models [1, 15, 40]
bypass rigid statistical assumptions and simplified elec-
tromagnetic approximations, instead inferring relationships
between scene geometry and signal behavior from data [3,
4, 23]. Neural radiance fields (NeRF) extend this idea by
learning continuous volumetric functions that map spatial
coordinates to propagation-related quantities under mea-
surement supervision [22]. NeRF? [44] adapts this frame-
work to wireless channels by jointly encoding geometry
and signal characteristics, while NeWRF [21] incorporates
electromagnetic priors into volumetric rendering to enhance
spatial consistency. Recent works further apply NeRF-style
models to wireless field reconstruction and generalizable
channel prediction [6, 14, 31, 45]. Despite their accuracy,
NeRF-based approaches remain computationally demand-
ing for real-time or large-scale deployment. 3D Gaussian
Splatting (3D-GS) [7, 16, 17, 42] represents a scene as
an explicit set of anisotropic 3D Gaussians, enabling high
quality and real-time view synthesis. Current 3D-GS mod-
els [37, 38] in the wireless domain tackle the challenge
of accurately and efficiently reconstructing high-resolution
spatial channel characteristics from sparse measurements in
complex environments, enabling fast, site-specific wireless
digital twins and downstream tasks.

However, existing wireless 3D-GS methods treat sig-
nal propagation as purely data-driven regression and over-



look critical physical interactions between electromagnetic
rays and environmental geometry. These approaches di-
rectly learn the mapping from spatial coordinates to sig-
nal strength without explicitly modeling ray-object interac-
tions such as reflection, refraction, and diffraction at ma-
terial boundaries. By neglecting the geometric properties
of obstacles and their electromagnetic characteristics, these
methods fail to capture the fundamental physics govern-
ing wave propagation. Therefore, we propose GAI-GS, a
novel multi-view framework that effectively integrates ge-
ometric algebra (GA) [9, 29] with Euclidean algebra. We
introduce a specialized tokenizer with multiple algebraic
embeddings to capture ray—object interactions from local
to global scales. To better reflect how scene-level context
is formed from the Gaussian representation, we explicitly
describe the tokenizer instantiation using a subset of high-
opacity Gaussian primitives as representative anchors. In
addition, we clarify how the outputs of the scene mapping
network are incorporated into Gaussian attributes through
residual parameterization, enabling the learned representa-
tions to adapt to transmitter-dependent propagation condi-
tions. Our contributions can be summarized as follows:

e We propose the first geometric algebra-based 3D-GS
framework for wireless channel modeling. By leveraging
the unique mathematical structure of geometric algebra to
capture local scattering patterns, our framework provides
a comprehensive representation of electromagnetic wave
propagation characteristics.

* We design a unified multi-view embedding architecture
that combines Euclidean and geometric algebra repre-
sentations. By implicitly learning ray-object interaction
patterns along propagation trajectories, our approach en-
codes physically meaningful signal characteristics while
leveraging the complementary strengths of geometric and
Euclidean representations for improved performance.

* Our method achieves superior performance in multi-
ple wireless datasets, outperforming existing baselines.
Additionally, we release a custom-built dataset to sup-
port and advance future research in this domain. The
dataset is available at: https://huggingface.co/
datasets/NorahCS/GAT-series_Dataset.

2. Preliminaries

2.1. Wireless Signal Representation

In wireless communication systems, the propagation envi-
ronment between transmitter (Tx) and receiver (Rx) intro-
duces complex distortions to the transmitted signal. The
baseband transmit signal is represented in complex form as:

X = A, ey

where A and € denote the signal amplitude and phase, re-
spectively.

When electromagnetic waves encounter obstacles in re-
alistic environments, they undergo reflection, diffraction,
and scattering, giving rise to multiple propagation paths.
The composite received signal emerges as the coherent su-
perposition of these multipath components:

L-1

Y=X-> ae?, )
=0

where L is the number of distinct paths, each characterized
by attenuation «y; and phase shift ¢;.

The Received Signal Strength Indicator (RSSI) summa-
rizes the aggregate received power as a scalar measurement:

RSSI = 101og,o (|[Y[|?/ Po), 3)

where P, is the reference power. It reflects the combined
effect of path loss, shadowing, and multipath fading.

The spatial distribution of received power is described
by the angle—power spectrum ¥ («, (), which quantifies the
relative power arriving from azimuth angle o and elevation
angle 3. ¥(a, 3) is obtained by evaluating the beam-steered
relative power directly on a dense discrete angular grid:

U(a, B) = [a” (a, B)y|”, )

where a(a, 3) denotes the array steering vector and y is the
received signal vector. The angular grid is typically sampled
at 1° resolution, yielding N = 360 x 90 discrete points. The
finite antenna aperture limits the achievable angular resolu-
tion, so the spectrum smoothness is governed by the array
response and grid sampling.

2.2. Geometric Algebra

GA, rooted in Clifford’s framework, extends classical vec-
tor spaces into a single computational language that handles
higher-dimensional geometric primitives and their transfor-
mations within one coherent calculus. Instead of switching
among matrices for rotations and quaternions for orienta-
tions, GA offers a coordinate-free algebra in which trans-
formations arise through multiplication, unifying represen-
tation and computation of geometry [9, 29].

We adopt the space-time algebra G3 ¢ ; with three spatial
and one temporal dimension. Its elements form a graded
structure: grade O scalars, grade 1 vectors, grade 2 bivec-
tors, grade 3 trivectors, and grade 4 pseudoscalars. Each
grade corresponds to a geometric entity such as points,
lines, planes, volumes, and oriented hypervolumes, and the
algebraic degree aligns with geometric dimensionality.

The central operation is the geometric product of vectors
vy and vo:

ViVg = Vi - Vy + Vi A Vg, (%)

which splits into a symmetric inner product that yields
scalar projection and an antisymmetric wedge product that
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Figure 1. GAI-GS structure. The tokenizer encodes interaction-aware representations from Gaussian primitives and transmitter context.

produces an oriented plane. We use an orthonormal ba-
sis e1, €2, €3, €4 in which the spatial basis elements square
to +1 and the temporal element squares to —1, giving
the Minkowski signature and allowing Lorentz boosts and
spatial rotations to be expressed without matrix exponen-
tials. Recent neural architectures that incorporate GA report
stronger equivariance and improved representational effi-
ciency, reinforcing its suitability as a backbone for learning
geometric transformations [5, 30, 33].

3. Related Work

3D-GS in Wireless Fields. A growing line of work adapts
3D-GS from vision to wireless frequency (RF), treating
the wireless environment as a radiance field that can be
learned from sparse measurements and rendered at arbitrary
transceiver poses. RF-3DGS reconstructs a radio radiance
field and renders spatial spectra within milliseconds after
training, further exposing spatial-channel state information
(CSI) of dominant paths from sparse samples, demonstrat-
ing site-specific channel modeling advantages over empir-
ical and ray-tracing baselines [43]. Building on this di-
rection, WRF-GS formulates wireless radiation field recon-
struction with 3D-GS and introduces a physics-augmented
variant WRF-GS+ that improves RSSI and CSI prediction
while preserving real-time synthesis, highlighting the ben-
efit of coupling electromagnetic (EM) priors with explicit
Gaussian primitives [37]. Finally, GSRF extends 3D-GS to
complex-valued RF fields via a Fourier-Legendre basis and
RF-customized CUDA kernels, synthesizing RSSI, spatial
spectra, and complex CSI with markedly lower training and
inference cost than NeRF-style baselines [39].

4. Framework

4.1. Overview

We introduce GAI-GS, a geometric algebra—informed
Gaussian-splatting framework for wireless channel model-
ing in Fig. 1. The method injects explicit 3D scene geom-
etry and device poses into the learning pipeline so the net-
work internalizes ray—object interactions rather than treat-
ing them as black-box correlations. Our framework consists

of two main components: (i) a Scene Mapping Network,
(ii) a Projection and Render Module. Initially, the wireless
measurements and the initialized 3D point cloud are sent
into the Scene Mapping Network [24] to represent the vir-
tual transmitters for a set of 3D Gaussians, along with the
attenuation and signal properties. Next, the Projection mod-
ule projects the virtual transmitters onto the RX antenna
plane using the Mercator projection, and then renders the
projected 2D Gaussians under EM propagation constraints,
aggregating distributed interactions into a unified spatial—
frequency representation.

Specifically, inspired by the classification tokens used in
large language and multimodal encoders [8, 18, 19], we de-
sign a multi-view tokenizer that implicitly converts a set of
ray-object interactions into a global scene token. The global
token aggregates scene-level context from Gaussian primi-
tives. This tokenizer implicitly learns ray—object interac-
tions and captures propagation characteristics in the wire-
less environment.

Elementary interactions are parameterized with rotors in
geometric algebra, denoted R,., D, T', and R for reflection,
diffraction-like bending, transmission, or refraction, respec-
tively, and initial alignment to the scene frame. Each rotor
acts on a ray state vector through a sandwich product, and
complex paths arise by composition. Let V encode the state
of the ray, such as its direction, wave vector, or signal at-
tributes. The cumulative effect of multiple interactions is

V' =IVI !, (6)

where the versor I is the learned product of the relevant
rotors selected by attention. The rotors are produced im-
plicitly by the geometric encoder from the multi-view to-
kens and are optimized end-to-end under wireless supervi-
sion. This unified algebraic representation captures multi-
bounce, multi-effect propagation within a single differen-
tiable mechanism and removes the need for separate spe-
cialized modules for reflection, refraction, and diffraction.

4.2. Multi-view Tokenizer

Geometric Algebra Transformer. We adopt the geomet-
ric algebra Transformer (GATr) [5] as the encoder to ex-



tract global embeddings before feeding data into our model.
Within the geometric algebra space G3 o 1, geometric trans-
formations such as rotations, reflections, diffractions, and
transmissions can be compactly expressed using sandwich
products, ie., V' = IVI —1 where I is a multivector-
valued interaction operator. This algebraic framework pro-
vides a compact and physically consistent way to represent
ray—object interactions in wireless propagation and allows
us to encode these interactions directly in the feature space
rather than relying on explicit geometric annotations.

In realistic wireless environments, ray—object interac-
tions are highly complex: a single received ray often re-
sults from multiple reflections, edge diffractions, and pene-
trations through heterogeneous materials, with interactions
occurring at unknown surface locations and orientations.
Classical models, such as ray tracing, require detailed in-
formation about scene geometry, material properties, and
precise collision points in order to explicitly construct each
interaction operator. This dependency makes large-scale
modeling cumbersome and most neural wireless models
therefore either ignore explicit ray—object structures or ap-
proximate them with hand-crafted features. In contrast, our
approach is the first to implicitly model in-scene ray—object
interactions, using learned geometric algebra operators to
guide wireless scene representation learning without requir-
ing material labels or explicit interaction locations.

In wireless environments, EM rays interact with surfaces
following geometric algebraic rules. For a surface reflec-
tion, the incident ray x and surface normal 7 yield the re-
flected ray via a sandwich product x’ = —RxR~!, where
R encodes the rotation associated with the reflection and
corresponds to the operators R, and Ry. Edge diffraction
can be represented analogously as x’ ~ DxD~! using a
diffraction operator D, where the approximation arises be-
cause diffraction alters amplitude, phase, and spatial energy
distribution in a nonlinear manner that cannot be captured
by a purely geometric mapping alone. Material penetration
can be expressed deterministically as x’ = Tx7~! with T
encoding the transmission effect of a given material inter-
face. A full ray path with n successive interactions, reflec-
tions, diffractions, and transmissions, can be represented as
a sequential composition:

V=Ll LVI; - I =1VIE ()

where each I; denotes an individual ray—object interaction
and I = []_, I, is the aggregate interaction operator for
that path. This formulation indicates that a physically con-
sistent ray trajectory is completely determined by its cumu-
lative geometric algebra operator I, which we learn implic-
itly from data.

The geometric algebra attention mechanism used in
GATr exhibits a structural correspondence with these phys-
ical transformations. Let g, k, and v denote input tensors

with n. channels. Standard dot-product attention aggre-
gates information as:

i'cy kic
Attention(q, k, v) ;e = Z Softmax; <<q>> Vies

8N,
(®)
which can be interpreted in a sandwich-product form:
Attention(q, k, v) e = Z Ajvier Ai_,l, ©))

where A; is a multivector-valued operator constructed from
the attention weights for query index #’, the indices i and
i’ denote tokens, and ¢ and ¢’ index channels. Under this
view, each A,/ acts as a learned interaction operator, anal-
ogous to I above, that transforms value features v;. into
a representation consistent with the aggregate effect of all
paths contributing to token 4’

By embedding geometric algebra directly into the at-
tention computation, GATr enforces rotational and reflec-
tional equivariance and aligns the learned feature space
with fundamental EM propagation symmetries. As a re-
sult, the encoder can implicitly infer complex, multi-bounce
ray—object interactions from data, without explicit knowl-
edge of material types or collision locations.

Multi-view Tokenizer. We first use the GATr to extract
tokens that encode ray—object interaction patterns in the
scene, capturing how rays are rotated, reflected, diffracted,
and attenuated as they propagate.

A naive implementation would feed all N Gaussian posi-
tions into GATr, which incurs quadratic attention cost when
N is large. To improve efficiency, we instantiate the to-
kenizer using a subset of Gaussians by selecting the top-
M highest-opacity primitives as anchors, where M < N.
These anchors typically correspond to geometrically salient
regions such as walls, obstacles, and strong reflectors. Since
the Gaussian representation evolves during training, the an-
chor subset is updated accordingly to remain consistent
with the current scene representation. The CLS output is
broadcast to all N Gaussians and serves as a global scene-
level representation that aggregates dominant geometric and
propagation context from the selected Gaussian anchors to-
gether with the transmitter-conditioned positional embed-
dings. In particular, it encodes the collective effect of ray—
object interactions within the scene, including reflections,
diffractions, and attenuation patterns, as captured by the ge-
ometric algebra attention. This shared representation pro-
vides a unified scene context that is subsequently used by
both the attenuation and signal branches to ensure consis-
tent propagation modeling across all Gaussian primitives.
This reduces the complexity from O(N?) to O(M?), mak-
ing the encoder agnostic to the total Gaussian count while
preserving geometric expressiveness.



In parallel, we derive Euclidean position embeddings
that preserve metric structure such as absolute locations,
relative distances, and large-scale layout. Concatenating
these two streams yields a unified multi-view embedding
that combines interaction-aware features from geometric al-
gebra with geometry-aware features from Euclidean space.
This complementary representation enables the network to
distinguish scenes sharing similar transmitter configura-
tions yet differing in intermediate interactions, and to re-
solve local interaction patterns that positions alone leave
underconstrained. The resulting embedding encourages the
network to learn wireless scene representations anchored in
both physical ray behavior and global spatial structure, im-
proving data efficiency and robustness to layout changes.

4.3. Mapping, Projection and Render Module

Attenuation Network

TEE

Attenuation Head

Signal ‘
Representatmn {

Signal Network

Attenuation
Representation §

:'.:: (((T)))

3D Points

|

| Multi-view
| Tokenizer

Figure 2. Scene mapping model overview.

Scene Mapping Network. Fig. 2 depicts the structure
of our scene mapping network. The representation net-
work adopts a dual-network design with two complemen-
tary branches that decompose wireless propagation into dis-
tinct physical processes: attenuation and signal representa-
tions. The attenuation network predicts spatially varying
decay coefficients that characterize the progressive weak-
ening of EM waves as they traverse the scene. This branch
embeds material- and medium-dependent effects and en-
codes the inherent attenuation properties of the volumet-
ric environment, yielding a 3D field that maps position to
expected signal extinction. In parallel, the signal network
reconstructs the scattered-field distribution induced by in-
teractions with scene geometry. It explicitly models non-
line-of-sight propagation to capture signal characteristics.

Formally, P, € R? denotes the center coordinate of the
3D Gaussian at location z, and Prx € R3 denotes the
transmitter location. First, the multi-view tokenizer F,, en-
codes those inputs into a set of positional embeddings F
and a global scene token CLS:

CLS,E(Py), E(Prx)

Then the global token CLS is concatenated to the positional
embeddings of the Prx and Pk to generate multi-view Tx

:Fmv(anPTX)- (10)

tokens. Here, CLS provides a shared scene-level context
that captures the global interaction structure of the envi-
ronment and guides both attenuation and signal prediction.
Based on this representation, the attenuation network Fiy
predicts a scalar attenuation field §(x) and an intermediate
geometric feature f at each position:

0(x), f = Far(E(Prx), E(

Subsequently, the signal network Fie predicts the signal
strength conditioned on the intermediate feature, the CLS
token, and the embeddings of the Tx and Gaussian point:

f(X) = Fsig(f,E(PTx),E(PX),CLS)7 (12)

yielding a scattered-field amplitude that captures indirect
paths such as reflections and diffuse scattering. Finally, we
concatenate the attenuation feature and the signal represen-
tation to form a joint feature vector, which is then passed
through three dedicated MLP heads, namely a Rotation
Head, a Scaling Head, and a Signal Head. The Rotation and
Scaling Heads produce residual updates, drotation and dscating
which are applied to the original Gaussian rotation and scal-
ing parameters, respectively, allowing the network to model
geometric deformations in a residual manner rather than re-
gressing absolute values. For the signal branch, the Signal
Head operates in the spherical harmonics (SH) coefficient
space, producing a residual dggna that is added to the orig-
inal SH coefficients of each Gaussian to obtain the updated
signal representation: &(z;) = &(x;)+dsigna,i- This residual
parameterization ensures that the network learns deviations
from the canonical Gaussian parameters, which facilitates
stable training and preserves the structural priors encoded
in the original 3D Gaussians.

In standard 3D Gaussian Splatting, each Gaussian prim-
itive carries a fixed opacity «; that is invariant to the query
condition. However, in wireless propagation, the effective
attenuation of a spatial region is transmitter-dependent: an
obstacle may fully occlude the signal from one transmitter
while remaining largely transparent to another. To account
for transmitter-dependent attenuation, we use the attenua-
tion intermediate feature to parameterize an opacity adjust-
ment for each Gaussian. Concretely, the effective opacity is
written as &; = &; +dayn,i, Where dyn i is a learned residual
conditioned on the geometric feature f. An Lo penalty on
d e regularizes this adjustment.

We implement both the attenuation and signal networks
with MLPs. For the attenuation network, we further in-
corporate residual connections to stabilize training and pre-
serve geometric information.

P),CLS). (1)

Projection and Render Module. We follow the projec-
tion and rendering principles introduced in WRF-GS [37]
and WRF-GS+ [38] to process the 3D Gaussians. Specif-
ically, the 3D Gaussian representations are projected onto
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the perception plane of the RX antenna array using the Mer-
cator projection. As shown in Fig. 3a, the spherical coor-
dinate system captures the antenna’s field of view through
azimuth and elevation angles, denoted as Az and El respec-
tively, which are measured relative to the boresight direc-
tion. The shaded region represents the antenna’s effective
coverage area containing the Gaussian distributions.

Fig. 3b illustrates the Mercator projection used to map
3D Gaussian lobes onto the RX perception plane. Lon-
gitude A is mapped linearly to the horizontal axis in
[—180°,180°], while latitude ¢ is mapped nonlinearly to
vertical coordinates in [—60°,60°], preserving local an-
gles and shapes and thus antenna directivity. Formally,
the Mercator mapping from spherical angles (A, ¢) to 2D
perception-plane coordinates (u, v) is given by

U=\, v:alogtan(ﬁ—i—qs) , (13)

4 2
where u and v denote the horizontal and vertical coordinates
on the RX perception plane, respectively, and « is a scaling
factor selected such that v € [—60°,60°]. Three represen-
tative paths highlight the transformation: Path A (blue el-
lipse) shows that an off-center Gaussian lobe preserves its
elliptical structure; Path B (orange dashed circle) depicts a
symmetric distribution at an off-center position; and Path C
(pink dotted circle) illustrates how Gaussians are mapped
at different angular positions. This angle-preserving map-
ping allows 3D Gaussian primitives to retain their geometric
relationships in the 2D perception plane, enabling faithful

representation of spatial signal characteristics.

Then, projected 2D Gaussian primitives are binned into
tiles for massively parallel processing. Each tile operates
independently on the primitives that intersect its spatial ex-
tent; primitives spanning multiple tiles are replicated so
each tile has a complete local set. Within a tile, primitives
are sorted in depth to preserve physically consistent signal
accumulation.

In the RF setting, each projected Gaussian primitive acts
as a virtual transmitter characterized by an updated signal
representation & (z;) and contributes to the attenuation field

through its effective opacity. Specifically, the contribution
of the ¢-th primitive at angular coordinate z is defined as:

i—1

Jj=1

The final received signal at pixel k is obtained by accu-
mulating the contributions from all projected virtual trans-
mitters:

(1—ay), 5)

where &; = a; + dam,; denotes the effective opacity of the
1-th Gaussian.

The resulting spatial power map approximates the wire-
less radiation field and provides actionable channel infor-
mation for system design and optimization. Additionally,
for RSSI map construction, we standardize the RSSI map
by subtracting its mean, scaling with a temperature thresh-
old, and stabilizing by shifting with the map’s maximum;
a softmax over all pixels then produces attention weights
blended with a uniform prior to ensure coverage. The final
scalar RSSI map is obtained as the attention-weighted av-
erage of the map, which emphasizes strong-signal regions
while remaining robust to noise and outliers.

5. Experimental Evaluation and Analysis
5.1. Datasets

We built a semi-automated platform to map indoor RSSI at
2.4 GHz and 5 GHz over an approximately 35m? site during
an 18-day campaign. As shown in Fig. 6a, a TurtleBot 4 car-
rying a Raspberry Pi 4 measurement unit was equipped with
an RPLIDAR A1MB8 and the Nav2+AMCL stack, providing
real-time SLAM, an occupancy grid, and precise (z, ¥y, z)
poses for spatially referenced measurements. The Pi device
hosted a dual-band TP-Link Archer T3U AC1300 adapter,
while two ASUS RT-ACS86U routers provided infrastruc-
ture: one acted as the transmitter, fixed at 1 m height in
dual-band mode with maximum power, and the other main-
tained system communication on non-overlapping chan-
nels. Data collection combined joystick navigation to pre-
defined waypoints with automated acquisition: at each lo-
cation we logged the pose and recorded five RSSI samples
per band at 1 s intervals, accepting a measurement only if
all five reads were successfully obtained. We consider two
measured rooms and their reference maps, both of which
contain structural columns that create clear occlusions use-
ful for analyzing ray—object interactions. Fig. 6b shows the
overview of two different rooms.

In addition, we evaluate on the public BLE and the RFID
spectrum datasets from the NeRF? [44] repositories. In the
BLE dataset, each sample is a 50-dimensional RSSI vector
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Figure 6. Overview of the platforms and room configurations.

from the gateways plus the tag position. We use 4.2k sam-
ples for training and 1.8k for testing. In the RFID spectrum
dataset, array snapshots are converted to a front-hemisphere
spatial spectrum on a 360 x 90 azimuth—elevation grid.

5.2. Baselines

We benchmark against several primary baselines and one
ray-tracing variant. First, we use MATLAB’s Ray Tracing
toolbox to obtain the corresponding results [41]. Specifi-
cally, the toolbox requires a 3D scene model as input and
predicts the RF signals at the Rx locations given the Tx
positions. Second, an MLP with four hidden layers fol-
lowed by a linear output head. Third, we use FIRE [20]
with a three-layer encoder and a symmetric four-layer de-
coder to evaluate on our proposed datasets. Fourth, a DC-
GAN network [25] in which both generator and discrimina-

tor have four layers. Next, the standard NeRF? [44] config-
uration implemented as in the original release. For the sixth
baseline evaluation, we use the NeRF-APT [32] which is a
variant of NeRF2. Furthermore, we use the state-of-the-art
model WRF-GS [37] as our final baseline.

5.3. Results

We use a combination of the mean absolute error (MAE)
and the structural similarity (SSIM) loss between predicted
results and labels, with an Lo penalty on d 4, for the spec-
trum dataset:

1 M
Z BLMAE Igtalpred)
i:l

(1 6)LSSIM(Igta Ipred)) + aLZ(dattn), (16)

where I, Ipreq are the ground truth and synthesized spa-
tial spectrum, while M is the number of measurements and
[ and « are weight parameters. As for the BLE datasets,
measurements corresponding to receiver locations at exces-
sive distances from the transmitter are treated as invalid
and excluded from our analysis, as these instances yield
degenerate RSSI recordings of —100 dBm. The remain-
ing valid measurements are subsequently partitioned into a
training/evaluation split. The reported metric, expressed in
dB, represents the median MAE aggregated across all re-
ceivers in the test set.

We compare training, inference, and rendering times
against prior 3DGS-based wireless models on a single
NVIDIA A100 GPU using a subset of the Spectrum dataset,
shown in Table 2. Despite requiring additional computation
during training and inference, our method provides better
reconstruction quality while also outperforming prior meth-
ods in rendering speed.



Table 1. Performance comparison of GAI-GS against baseline methods across different room configurations and BLE-RSSI/RFID spectrum
datasets. Lower MAE values and higher SSIM values indicate better performance.

Room 1 (Our RSSI Dataset) | Room 2 (Our RSSI Dataset) Other Dataset
Method MAE (dB) | MAE (dB) | MAE (dB)| SSIM 1
2.4 GHz 5.0 GHz 2.4 GHz 5.0 GHz BLE Spectrum
Ray Tracing [41] 25.52 20.66 25.56 20.78 - 0.33
MLP 7.3 9.3 8.2 9.9 8.0 0.71
FIRE [20] 5.8 55 4.5 2.7 6.4 0.73
DCGAN [25] 4.0 34 4.2 3.0 4.6 0.56
NeRF? [44] 3.6 2.9 39 2.0 3.1 0.78
NeRF-APT [32] 33 2.7 3.6 2.0 3.1 0.84
WREF-GS [37] 3.1 2.4 3.1 1.9 2.8 0.82
GAI-GS ‘ 1.9 1.6 ‘ 2.7 1.8 ‘ 2.3 0.91

Scene Real World Samples

Predict RSSI Heatmap

Figure 7. Visualizations of RSSI prediction.

Table | summarizes the quantitative results across all
datasets and room configurations. GAI-GS consistently
achieves the lowest MAE and the highest SSIM among all
compared methods. On our RSSI dataset in Room 1, GAI-
GS reduces the MAE to 1.9 dB at 2.4 GHz and 1.6 dB
at 5.0 GHz, improving over the strongest baseline WRF-
GS by 1.2 dB and 0.6 dB, respectively. In Room 2,
GAI-GS achieves 2.7 dB and 1.8 dB at the two frequency
bands, surpassing WRF-GS by 0.4 dB and 0.1 dB. Among
the baselines, classical methods such as Ray Tracing and
MLP show limited capacity with MAE values exceeding
7.0 dB. Learning-based approaches progressively improve,
with FIRE reaching 2.7-5.8 dB, DCGAN 3.0-4.2 dB, and
neural radiance field methods narrowing the gap to 2.0—
3.9 dB. GAI-GS outperforms all of them by a clear margin,
demonstrating the effectiveness of our GA-informed inter-
action modeling. On the external BLE-RSSI dataset, GAI-
GS attains an MAE of 2.3 dB, outperforming WRF-GS at
2.8 dB and NeRF-based methods at 3.1 dB. For spectrum re-
construction, GAI-GS reaches an SSIM of 0.91, a substan-
tial improvement over NeRF-APT at 0.84 and WRF-GS at
0.82. These results confirm that GAI-GS achieves superior
spatial accuracy and perceptual fidelity across all evaluated
settings.

Fig. 4 presents the 2D spatial spectrum visualizations
comparing our method with other baselines. MLP and FIRE
exhibit blurred and distorted spectral patterns, indicating
a loss of spatial coherence. WRF-GS achieves relatively
better results but fails to preserve high-frequency structural
details. In contrast, our method produces the most accu-

rate and physically consistent spectra, closely matching the
ground-truth label. The reconstructed spectra exhibit sharp
high-energy focal regions and fine-grained propagation tex-
tures that reflect realistic wave behaviors. This demon-
strates that our GAI-GS approach effectively encodes spa-
tial correlations and physical consistency, leading to more
faithful recovery of the underlying EM field structure.

Fig. 5 shows the cumulative distribution function (CDF)
of the SSIM for different methods. A curve shifted toward
the upper right indicates better overall perceptual quality
and higher structural consistency. Also, Fig. 7 illustrates
the visualization of predicted RSSI maps with the samples
extracted from the scene.

Overall, these results show that our GAI-GS framework
enhances spatial representation fidelity and interaction-
aware modeling, leading to more accurate EM propagation
modeling.

Method Training (mins)  Inference (ms)  Render (ms)
WRF-GS [37] 312.38 434.21 39.29
WRF-GS+ [38] 101.06 4.78 1.43
Ours 203.00 17.37 0.91

Table 2. Comparisons of training, inference, and rendering time.
6. Conclusion

In this paper, we propose GAI-GS, a geometric alge-
bra—informed 3D Gaussian splatting framework that uni-
fies geometric algebra and wireless ray-transmission theory
for wireless modeling. By coupling a 3D-GS scene rep-
resentation with physically grounded propagation mecha-
nisms, GAI-GS implicitly captures ray—object interactions
and enables more accurate reconstruction of the wireless
field. Extensive experiments on both public and in-room
datasets demonstrate its effectiveness and consistent gains
over baselines. We believe that GAI-GS provides a more
principled basis for wireless channel modeling and offers a
flexible foundation for scaling 3D-GS-based methods to in-
creasingly complex wireless communication environments.
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Abstract

Palm recognition has emerged as a dominant biometric authenti-
cation technology in critical infrastructure. These systems utilize
palm-related biometric features, including palmprint and palmvein
data, either individually in a single-modal setting or jointly in a
dual-modal. Despite the different forms, they all employ similar
hardware architectures that inadvertently emit electromagnetic
(EM) signals during operation. Our research reveals that these EM
emissions leak palm biometric information, motivating us to de-
velop EMPALM—an attack framework that covertly recovers both
palmprint and palmvein images from eavesdropped EM signals.
Specifically, we first separate the interleaved transmissions of the
visible (palmprint) and NIR (palmvein) modalities, identify the infor-
mative frequency bands of each modality, and then combine these
bands to reconstruct the corresponding images. To overcome the
strong noise and distortions inherent in side-channel acquisition,
we further employ a diffusion model to restore fine-grained biomet-
ric features. Evaluations on seven prototype and three commercial
palm acquisition devices show that EMPALM can recover biomet-
ric information from real human palms with high visual fidelity,
achieving Structural Similarity Index Measure (SSIM) scores up to
0.79, Peak Signal-to-Noise Ratio (PSNR) up to 29.88 dB, and Fréchet
Inception Distance (FID) scores as low as 6.82 across all tested de-
vices. Compared with the best state-of-the-art method, which can
only reconstruct palm-vein images, EMPALM improves overall re-
construction fidelity by 33% and uniquely supports high-quality
recovery for both palmprint and palm-vein modalities. To assess
the practical implications of the attack, we further evaluate the
recovered palm images against four state-of-the-art palm recogni-
tion models through real-time experiments, achieving a model-wise
average spoofing success rate of 65.30%.
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1 Introduction

Palm recognition technologies, encompassing unimodal approaches
based on palmprint or palmvein and multimodal methods that fuse
the two, have rapidly emerged as highly secure and reliable bio-
metric authentication techniques [15, 17]. In particular, multimodal
fusion of palm textures with vascular structures yields high entropy,
strong forgery resistance, and lasting physiological stability [14].
Consequently, palm-based authentication has been widely adopted
across government and commercial sectors, including the FBI, the
Department of Homeland Security, Amazon, and Tencent [46, 58].

Traditional image-based palm recognition systems rely on either
palmprint or palmvein imaging, using visible light for palmprint
textures and near-infrared (NIR) sensing for subcutaneous veins [3].
Since single-modal approaches are often affected by environmen-
tal or physiological factors, modern systems overcome these lim-
itations by adopting dual-mode architectures that capture both
features simultaneously [14, 21, 26, 39], thus improving accuracy
and robustness. However, in both single- and dual-mode designs,
sensor circuits carry time-varying currents that, by Maxwell’s equa-
tions [41], inevitably emit electromagnetic (EM) radiation. In ad-
dition, high-speed transmission of biometric images over buses
or flat cables can turn wiring into unintended antennas, exposing
sensitive information through EM emissions.

Although prior studies on EM leakage in biometric contexts
such as fingerprint sensors [44] and iris recognition [34] have pro-
vided valuable insights, EM leakage in palm recognition systems,
particularly in dual-modal designs, has received limited attention.
This gap is increasingly important as palm recognition is being
deployed more widely for secure access control and payment au-
thentication due to its rich biometric features and built-in liveness
properties, with adoption extending to national intelligence agen-
cies [12] and major financial institutions [1]. To demonstrate this,
we show that biometric image data in palm recognition systems can
be eavesdropped via EM side channels. As illustrated in Figure 1a,
an eavesdropper can covertly capture EM emissions from a palm
scanner and reconstruct palm images as the victim performs identi-
fication, while the victim remains unaware. To our best knowledge,
EMPALM is the first to investigate EM leakage in palm recognition
systems, and introduces the first technique capable of separating
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and reconstructing dual-modal biometric streams transmitted in
image-based palm recognition systems.

Challenges. An effective eavesdropping of palm recognition sys-
tems faces four key challenges.

o Interleaved Dual-Modal Emissions. Palmprint and palmvein
data can be transmitted in an alternating fashion, producing
interleaved emissions that complicate modality separation.

e Noisy Wide-band Spectrum. EM emissions span wide and
device-dependent frequencies, making it nontrivial to iden-
tify biometric-relevant bands.

o Bit-Level Grayscale Collisions. Bit-packed formats cause mul-
tiple grayscale values to map to identical EM patterns, col-
lapsing subtle intensity differences and fine details.

e Degraded Image Texture. Reconstructed images exhibit de-
graded textures due to EM interference, environmental noise,
and information loss during reconstruction.

Our Approach. In this paper, we present EMPALM!, the first EM
side-channel eavesdropping attack that recovers both high-quality
palmprint and palmvein from palm-recognition systems. Using un-
intentional EM emissions collected from palm recognition systems,
EMPALM recovers preliminary biometric data through a multi-stage
reconstruction pipeline. To address the challenge of Interleaved
Dual-Modal Emissions, we reverse-engineer transmission protocols
and implement frame boundary detection, modality classification,
and signal disentanglement for synchronized palmprint-palmvein
reconstruction. To cope with the Noisy Wide-band Spectrum, we
design a rapid localization framework that integrates spectrum
analysis, temporal profiling, and device characterization to identify
informative frequency bands. To resolve Bit-Level Grayscale Colli-
sions, we introduce a multi-band image combination strategy that
leverages higher-order harmonics to restore collapsed intensity
variations and preserve fine details. Finally, to mitigate Degraded
Image Texture, we formulate the task as image restoration and em-
ploy a structure-guided diffusion model to recover high-fidelity
palmprint creases and palmvein patterns.

Evaluated on seven prototype and three commercial palm recog-
nition devices with real human hands, EMPAaLM achieves high-
fidelity reconstruction with an average Structural Similarity Index
Measure (SSIM) of 0.68, Peak Signal-to-Noise Ratio (PSNR) of 24.1
dB, and Fréchet Inception Distance (FID) of 8.7. Compared with
state-of-the-art (SOTA) frameworks [34, 37], EMPALM consistently
delivers higher reconstruction quality and visual realism, achiev-
ing a 33% improvement in SSIM and enhanced spoofing effective-
ness against palm recognition models under identical evaluation
conditions. When evaluated against four state-of-the-art practi-
cal palm-recognition models, the reconstructed images reach an
average spoofing success rate of 65.3%, confirming the practical
effectiveness of the recovered biometrics.

Ethical consideration. This study was approved by the Institu-
tional Review Board (IRB) of the participating institution, ensuring
compliance with ethical and privacy standards in volunteer recruit-
ment and data collection. We anonymized all personal information
and withheld specific device models to maintain confidentiality and
give vendors time to address the identified vulnerabilities.
Contributions. In summary, our contributions are as follows:

1EMPalm Project is available at https://github.com/submission695-ai/Submission
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Figure 1: Attack scenarios of EMPALM. (a) illustrates the over-
all attack setup and workflow, while (b) demonstrates a real-
world case where an attacker covertly captures EM emissions
from a commercial palm recognition device.

o EM Side-channel Attack Surface Exploitation. We first reveal
EM leakage in palm biometric recognition, enabling effective
spoofing of recognition models and exposing the feasibility
of physical attacks.

o End-to-End Attack Framework. We propose an end-to-end
framework that includes frequency localization, single-band
reconstruction, multi-band combination, and diffusion-based
restoration, demonstrating robust eavesdropping capability
against both single and dual modal palm recognition systems.

o Comprehensive Experimental Evaluation. The effectiveness of
EMPALM is validated through real-world experiments on hu-
man subjects across seven prototype and three commercial
palm-acquisition devices, evaluated against four state-of-
the-art recognition models. Single- and dual-modal restora-
tion demonstrates that intercepted EM emissions can reli-
ably recover both palmprint and palmvein modalities. Spoof-
ing efficacy (1:100 identification) shows that reconstructed
and diffusion-enhanced images can successfully deceive ad-
vanced recognition systems. Robustness analyses further con-
firm attack viability across diverse distances, orientations,
intervening materials, and hardware platforms.

2 Preliminaries

2.1 Image-based Palm Recognition

Figure 2a depicts the standard palm recognition pipeline, including
image acquisition, Region of Interest (ROI) localization, feature
extraction, and matching. Palm images are first captured by the
imaging hardware, after which ROI localization is performed on the
System on Chip (SoC) to support reliable feature analysis [9]. Ex-
tracted features are then used for enrollment or compared against
stored templates for verification (1:1) and identification (1:N). This
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(b) Workflow of a dual-modal palm recognition system.
Figure 2: Workflow of palm recognition systems.

pipeline applies to both palmprint and palm vein recognition sys-
tems and remains the dominant paradigm in camera-based im-
plementations. While recent work such as mmPalm [51] explores
mmWave-based palm recognition, our work investigates EM vul-
nerabilities in conventional imaging-based systems.

PalmPrint Recognition. Palmprint recognition [31] utilizes the
surface-level features of the human palm, such as principal lines and
wrinkles, to perform identity verification. The field has evolved from
early statistical methods to modern deep learning approaches [54],
significantly improving recognition accuracy and robustness.
PalmVein Recognition. Palmvein recognition [29] captures the
internal vascular structure of the palm using NIR imaging technol-
ogy. By relying on subcutaneous vascular patterns rather than the
superficial skin textures used in palmprint recognition, palmvein
recognition achieves greater stability and robustness, being less
affected by external conditions such as skin dryness, scars, etc. .
Dual-Modal Palm Recognition System. Modern palm recogni-
tion systems increasingly adopt dual-modal architectures [14, 21,
26, 39] that jointly capture palmprint and palm vein information
to improve accuracy and security. As shown in Figure 2b, these
systems follow the standard biometric pipeline of image acquisi-
tion, ROI localization, feature extraction, and matching. Unlike
single-modal designs, visible and infrared images are acquired and
transmitted as interleaved streams to the SoC for decoding and
ROI extraction. The two modalities are processed independently
for identity verification [55], and their matching results are fused
at the decision level to enhance robustness against spoofing and
environmental variations.

2.2 Image Transmission Principles

In embedded image acquisition, sensors generate RAW images
containing unprocessed pixel data from a single color component
defined by the front-end filter array. These RAW images are then
transferred to the image signal processor (ISP) through high-speed
serial links [20], most notably the MIPI Camera Serial Interface
2 (MIPI CSI-2) [42], where the debayering process is applied to
interpolate missing color values of each pixel based on spatial
correlations with surrounding pixels.
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Figure 3: EM leakage in MIPI CSI-2 image transmission. (a)
CSI-2 data organization. (b) Frame-level and Line-level trans-
mission’s EM leakage.

Information-bearing EM Emissions in MIPI CSI-2. As illus-
trated in Figure 3a, CSI-2 organizes image transmission hierarchi-
cally [32], with frames divided into rows and each row further de-
composed into columns. Within each frame, the protocol structures
the transmitted data into packets, specifically: each row transmis-
sion begins with a Line Start (LS) short packet, followed by a Long
Packet containing a Header and Pixel Payload, and ends with a
Line End (LE) short packet. Rows are separated by line blanking
intervals, while frame blanking intervals delimit frame boundaries.
This structured packetization not only enables reliable high-speed
transmission but also induces distinctive EM emissions. As shown
in Figure 3b, these emissions manifest on multiple time scales: at
the frame level, aggregated signals appear as periodic bursts, each
corresponding to one frame, whereas at the line level, finer-grained
periodic patterns align with individual row transmissions.

3 Threat Model

The adversary’s objective is to exploit EM emissions leaked from
biometric acquisition and recognition systems to reconstruct palm
biometric features, thereby enabling unauthorized access, identity
theft, and financial fraud.

Victim Device. The victim devices are biometric acquisition and
recognition systems equipped with either single-mode or dual-
mode cameras. During operation, raw data are transmitted via
high-speed interfaces such as CSI2, which inevitably generate EM
emissions that may expose sensitive biometric information.
Adversary Capabilities. The adversary cannot physically access
or tamper with the victim systems, nor modify hardware, firmware,
or software. However, by capturing the EM emissions leaked during
image acquisition and real-time biometric recognition, the adver-
sary can remotely extract data sufficient to recover palm biometric
features. Using commercially available antennas, low-noise ampli-
fiers (LNAs), and software-defined radios (SDRs), the adversary can
operate from a concealed distance without raising suspicion.
Attack Scenarios. As shown in Figure 1a, we consider real-world
deployment scenarios where palm-based biometric systems are
widely used, including secure building entry points, identity verifi-
cation kiosks, and palm payment terminals deployed by major re-
tailers [19]. The eavesdropper discreetly installs compact EM signal
capturing devices behind walls, under counters, or within fixtures
near the target systems. When a user performs palm-related authen-
tication, the concealed device proactively captures the EM emission
leaked during the image acquisition process. The adversary is able
to reconstruct a palm template just within a few seconds.
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4 Attack Design

Figure 4 provides an overview of EMPaLM. We first introduce its
core four modules in terms of the overall workflow, and elaborate
in the following respective subsections.

(1) EM Band Localization. Palm-related emissions are embedded
in a noisy wide spectrum, so this module identifies informative sub-
bands carrying biometric information using a two-stage process:
(i) statistical band filtering to discard noise-dominated regions, and
(ii) image validation that reconstructs preliminary images to verify
palm-relevant structures.

(2) Dual-Modal Image Reconstruction. For each localized band,
intercepted EM signals are transformed into palm images. While
reconstruction is straightforward for single-modal systems, dual-
modal systems are challenging due to asynchronously interleaved
palmprint and palm vein transmissions. We design a disentangle-
ment method to separate and align the two modalities, enabling
synchronized dual-modal reconstruction.

(3) Multi-Band Combination. Single-band reconstructions suffer
from stochastic noise and bit-level ambiguities caused by bit-packed
acquisition. To address this, we integrate reconstructions from mul-
tiple informative bands using a multi-band optimization strategy. By
exploiting harmonic relationships across frequencies, this module
consolidates complementary features, restores intensity variations,
and preserves structural details.

(4) DiffPIR-Based Palm Restoration. The fused images undergo
ROI extraction and diffusion-based restoration. Building on Diff-
PIR [60], we incorporate a structure-guided conditional prior derived
from degraded images to guide the diffusion process. This design
suppresses heterogeneous noise, corrects band-limited distortions,
and preserves key biometric micro-structures such as palmprint
creases and vein bifurcations, producing reconstructions with high
perceptual quality and biometric faithfulness suitable for spoof-
ing attacks and downstream analysis.

4.1 EM Leakage Bands Localization

Figure 5 illustrates the diverse signal characteristics captured across
different EM sub-bands. While certain frequencies—such as 109
MHz, 118 MHz, and 405 MHz—yield palm images with discernible
biometric features, many other bands are dominated by irrelevant
emissions or noise (e.g., the 250 MHz band reveals HDMI). With-
out prior knowledge, pinpointing a sub-band that contains useful
biometric signals within a wide spectrum is a non-trivial task.
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Figure 5: Illustration of signals from different frequencies.

While each informative sub-band may capture only a partial
and limited aspect of the palm’s structure, it can simultaneously
exhibit strong structured noise patterns. This combination—limited
signal coverage and dominant noise—amplifies the difficulty for
downstream restoration, making it harder to recover a clean and
complete biometric image from any single band. To address this,
we aim to exhaustively identify signals from all sub-bands that may
carry complementary biometric cues.

This insight makes the problem significantly harder than single-
band reconstruction: in practice, we do not know a priori how many
informative bands exist or where they are located within the spec-
trum. To address this challenge, we propose an automated frequency
identification method, outlined in Algorithm 1, which integrates
statistical signal characterization with visual interpretability. The
method begins by partitioning the full EM spectrum S(f) into dis-
crete sub-bands over the range [ fin, fmax] (Line 1), and proceeds
in two stages: (1) Band Filtering, where candidate bands are selected
based on spectral energy and statistical features, and (2) Image Val-
idation, where preliminary reconstructions are assessed to confirm
the presence of palm-relevant structures.

Band Filtering (Lines 2-6). For each sub-band, the time-domain
signal s;(t) is extracted and evaluated using three metrics: energy
E; (overall activity), spectral entropy H; (frequency regularity), and
peak autocorrelation A; (temporal periodicity). Sub-bands with high
E;, low H;j, and strong A; are retained as structured, information-
bearing candidates for further processing.

Image Validation (Lines 7-12). Each candidate signal s;(t) is
reconstructed into a grayscale image I; using TEMPESTSDR [40]:

LI = Rin(t) + beyg + Hi g 51 [D(Porig)]} (1)
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where R denotes the reconstruction operator and H 7| repre-
sents the EM transfer function. After reconstruction, two visual
metrics are computed to ensure that each band captures palm-
relevant structures rather than incidental artifacts: image entropy
H (I;), reflecting intensity diversity, and edge intensity E(I;), em-
phasizing crease and vein patterns. While either metric alone may
arise from noise, their joint prominence serves as a reliable indica-
tor of palm-related content. Bands exhibiting high H (I;) and E(I;)
values are retained as final candidates for subsequent processing.

4.2 Dual-Modal Image Reconstruction

Although we utilize TEMPESTSDR to reconstruct raw images to
facilitate frequency localization, modern dual-mode palm recogni-
tion systems typically alternate between capturing palmprint and
palmvein modalities [4, 32]. When TEMPESTSDR is naively applied
to such interleaved transmissions, the resulting reconstructions
contain entangled content from both modalities, often mixed in
unpredictable and non-uniform ways. As a result, these raw images
are largely unusable for downstream processing, necessitating more
sophisticated disentanglement strategies before any meaningful
restoration or analysis can take place.

To address this issue, we analyze the eavesdropped EM signals
and observe that dual-modal systems follow specific transmission
patterns. For synchronized frame-interleaved systems, palmprint
and palmvein data alternate regularly across consecutive frames.
We first detect the transmission mode by analyzing frame header
signatures and inter-frame correlation patterns:

1 N-2
Pinter = 75 kZ_; corr(Fi, Fiyp), (2)
where F. represents the k-th frame. High pjnrer values (>0.8) indi-
cate frame-alternating transmission, enabling temporal separation
by frame parity:

Algorithm 1: Frequency Band Localization

Input: EM spectrum S(f), frequency range [ fimin, fmax|
Output: Informative sub-bands Fimg

1 Divide [ fin, fmax] into sub-bands { f,}f\i 1

2 fori < 1to N do

// Stage 1: Band Filtering

3 Extract s;(¢) from S(f;);

4 Ei = |si()]1?; // Signal energy
5 H; = H(FFT(s;(t))) ; // Spectral ent.
6 A; = max(ACF(s;(1))) ; // Autocorr. peak

// Stage 2: Image Validation
7 if E; > 0 and A; > 04 and H; < 0y then

8 I = TEMPESTSDR(fI.lOW,fihlgh) . // SDR Algo
9 H(L) // Image entropy
10 E) = IVL]l ; // Edge intensity
11 if H(L;) > 047 and E(I;) > Og then

12 L ﬁmg&ﬁmgU{Fi}

13 return Fipg
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For systems with pinser > 7, we perform modality-specific recon-
struction:

1 Nprint_l (2 )
P, c] = J c]l, 4
print [T ] Nprint ]Z:(:) ISIQ [r,c]l 4)
Nyein—1
(2j+1)
Pyeinlr.c] = ,cl]l. 5
weinl7, ] = F— ]ZO Isig " [r.cll %)

However, real-world devices often exhibit asynchronous or line-
interleaved transmissions due to sensor-level timing variations and
SoC-specific architectures. For these cases (pinter < 7), we employ
an adaptive synchronization mechanism that analyzes the verti-
cal blanking interval patterns and horizontal synchronization sig-
nals embedded in the EM emissions. Specifically, we detect packet
boundaries through spectral discontinuities in the baseband signal:

d
Es(fc, £, (6)

where S(f, t) represents the signal power at carrier frequency f;.
These boundaries, combined with protocol-specific timing tem-
plates (e.g., MIPI CSI-2 packet headers), enable accurate modality
classification even for non-uniform transmission patterns. The ef-
fectiveness of this adaptive approach ensures robust modality sepa-
ration across diverse dual-modal architectures while maintaining
compatibility with standard frame-alternating systems.

By = arg max

4.3 Multi-band Image Combination

While the dual-modal image reconstruction effectively disentan-
gles the modalities into separate palmprint and palmvein images,
it inevitably incurs information loss due to the bit-packed acquisi-
tion formats commonly used in sensor hardware. In such formats,
multiple bit positions are compressed into repeating binary pat-
terns, which become electromagnetically indistinguishable within
a single frequency band. This aliasing effect causes subtle grayscale
variations to collapse, leading to noticeable gradient artifacts and
the erosion of fine structural details in the reconstructed images.
Our key insight is that while individual frequency bands suffer
from these ambiguities, the harmonic relationships across multiple
bands preserve complementary information. When the fundamen-
tal frequency f cannot differentiate between bit positions with iden-
tical periodicities, the harmonic at 2f often carries discriminative
phase or amplitude variations necessary for accurate recovery. This
observation motivates our multi-band optimization framework:

. 2
113n ||S(Ireconstructed) - Utarget“ +A (D(Ireconstructed)’ (7)
1

where the first term enforces intensity consistency over uniform
regions, and ®@(-) is a regularizer encouraging the preservation of
structural details such as palm creases and vein edges.
The reconstructed image is expressed as
N .
Lieconstructed = Z ai - Bi(filow: fihlgh)» (8)

i=1
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where B; denotes the filtered image obtained from frequency band
i. The candidate bands are restricted to the validated outputs from
the previous stage:

{Bi}ﬁil c 3img> (9)
with Jjme denoting the set of informative sub-band reconstructions
identified by the frequency localization algorithm.

Here, S(-) denotes a segmentation operator for uniform regions,
Otarget is their expected constant intensity, and the optimization
adaptively assigns weights {@;} to balance surface uniformity with
preservation of palmprint and vein structures. In practice, ampli-
tude thresholding suppresses noise before fusion, and the number
of combined bands is selected to trade off reconstruction fidelity
against computational cost.

4.4 Diffusion-based Palm Restoration

While the proposed multi-band image combination alleviates bit-
level grayscale collisions and restores critical structural details,
practical EM side-channel acquisition of palmprint and palmvein
still suffers from hardware mismatches, EM interference, and envi-
ronmental noise. These factors introduce artifacts and distortions
that obscure fine biometric details and reduce recognition quality.
Problem Formulation. Following prior EM reconstruction works,
we model the image restoration task as a linear inverse problem:

y =Hx+n, (10)

where x € R denotes the clean palm image, y € R™ the multi-band
combined image (output of Section 4.3), H € R™*" the degradation
operator, and n ~ N (0, 0'5[) additive Gaussian noise.

Challenges in Palm EM Restoration. Palm biometric restoration
from EM signals introduces unique challenges. First, the degra-
dation operator H is unknown and device-dependent, involving
frequency-selective attenuation, phase distortions, and structured
interference that vary across hardware configurations. Second, un-

like supervised restoration methods that rely on paired degraded-clean

samples, an adversary in a real-world side-channel attack cannot
access the victim’s clean biometric images as training labels, since
doing so would require compromising the biometric device itself
and would contradict the stealthiness assumption of the attack.
DiffPIR Framework for Plug-and-Play Restoration. To ad-
dress these challenges, we adopt the plug-and-play DiffPIR frame-
work [60], which enables unsupervised restoration through alternat-
ing optimization. The framework solves the following optimization
problem via Half-Quadratic Splitting (HQS):

% = argmin ||y — Hx||? + AP(x), (11)
X

where P(x) represents a learned diffusion prior. When H is un-
known or complex, DiffPIR assumes identity degradation (H ~ I)
for pure denoising, aligning with our scenario where degradations
stem primarily from additive EM interference [60].

The framework alternates between two steps during inference:

(Prior): X(()t) = L (x¢ + (1 —ar)sg(xs, 1)), (12)

va;

(Data Fidelity): icét) = arg mxin lly - |12 + pyllx — x(()t) 12, (13)

where Eq. (13) enforces consistency with the EM-reconstructed
image y, with p; = A(0,/5¢)? controlling data fidelity.

Xu et al.

Unsupervised Prior Learning. DiffPIR enables learning a pow-
erful diffusion prior sy from only publicly available clean palm
datasets [5, 22, 38, 56], avoiding the need for any paired EM-clean
data that would violate the stealthiness constraint of our threat
model. The prior captures the manifold of palmprint ridges and
vein structures via denoising-score matching [24, 30].
Structure-Guided Conditioning. To prevent hallucinated ridge
patterns and ensure semantic consistency, we condition the de-
noiser on the multi-band combined EM reconstruction y itself. De-
spite noise, y retains coarse ridge flow and palm topology, which
anchors the restoration to physically leaked biometrics rather than
free-form generative priors:

X = g (1= @ s, y). (19
This lightweight guidance requires no additional feature engineer-
ing nor domain-specific annotations.
Preventing Generative Hallucination. We preserve EM-grounded
identity information through dual constraints: (i) The data-fidelity
term in Eq. (13) anchors each reverse diffusion step to the observed
EM leakage y, with adaptive weight p; maintaining strong coupling
throughout denoising. (ii) Structure-guided conditioning directly
injects y into the denoiser network, ensuring generated patterns
remain consistent with physical EM emanations. This optimization-
network dual constraint ensures restored biometric features origi-
nate from actual EM leakage rather than learned priors.

5 Evaluation

To comprehensively assess the effectiveness of EMPALM, we con-
duct a three-stage evaluation across diverse hardware platforms
and real-world scenarios involving 25 human participants. First,
we evaluate the image restoration capability, examining how accu-
rately EMPALM can recover palmprint and palmvein images from
intercepted EM signals. Second, we assess spoofing effectiveness by
testing whether the reconstructed images can successfully deceive
state-of-the-art palm recognition models. Finally, we examine the
robustness of EMPALM under varying environmental and opera-
tional conditions to validate its practical feasibility.

5.1 Experimental Setup

Hardware. To reproduce palm recognition processes, we built a
modular acquisition platform using single-board computers (SBCs)
connected to visible-light and Near-Infrared sensors. The SBC con-
trollers include Raspberry Pi 3B+ (S1), Raspberry Pi 5 (S2) and
NVIDIA Jetson Nano (S3). We use three devices for palmprint ac-
quisition: OV5647 (V1), IMX219 (V2) and IMX708 (V3), and use three
NIR devices for palmvein acquisition: 23H166-LED (IR1), IMX219-
160 (IR2) and HW200 (IR3). Besides the above single modal devices,
a dual-modal device, HAOKAI-H220 (DUAL), is employed for si-
multaneous palmprint and palmvein capture. To further evaluate
EMPALM’s performance against real-world devices, we include three
commercial off-the-shelf (COTS) devices C1, C2, and C3. We with-
hold disclosure of the exact models of the tested commercial devices
to provide vendors time to develop solutions addressing risks.
Figure 6 illustrates the EM acquisition system, which is built
on a Universal Software Radio Peripheral (USRP) B200 SDR [13],
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Figure 6: EM signals acquired using a directional antenna
and a near-field probe.

equipped with a FOSTTEK near-field magnetic probe for close-
range measurements or an Eujgoov directional antenna (0.1-12
GHz) for long-range reception. We use a FOSTTEK FST-RFAMP06
low-noise amplifier (LNA) with a gain of 40 dB to enhance weak
EM emissions. The USRP operates at a sampling rate of 10 MS/s
with an RF bandwidth of 20 MHz.

Software. For the configuration of USRP, we employ TempestSDR
on the Ubuntu(24.04.5). For Diffusion training, as described in Sec-
tion 4.4, we use PyTorch (2.4.0) with CUDA ( 12.1).

Physical Deployment. As shown in Figure 6, to evaluate EMPALM,
we setup the attack against the target palm recognition system in
both close-range and long-range configurations. In the close-range
setting, a magnetic field probe is positioned near the transmission
interface between the image sensor and the SBC with minimal
interference, and in the long-range setting, a directional antenna
intercepts radiated emissions without physical contact.
Diffusion Models for Restoration. To account for modality dif-
ferences, we train two separate diffusion models for palmprint and
palmvein restoration. Table 1 summarizes the dataset statistics. For
palmprint, we train on the combined Tongji [56] and CASIA [5]
datasets; for palmvein, we use the combined SCUT [38] and CASIA-
M [22] datasets. To prevent any identity leakage between generative
and discriminative training stages, each combined dataset is parti-
tioned at the subject level (600 for palmprint and 650 for palmvein)
into two disjoint halves: 50% of subjects are exclusively used for
diffusion model training, while the remaining 50% are reserved
for training the target recognition models. Critically, our 25 test
volunteers are not included in these public datasets, eliminating
training data leakage. Once trained, each diffusion model is applied
to the eavesdropped EM measurements collected from victim inter-
actions: we feed the intercepted signals through the corresponding
modality model to reconstruct palm images. These reconstructed
images constitute the stolen biometric data and are subsequently
used as spoofing probes against target recognition systems.

Table 1: Dataset statistics and partition strategy for diffusion
and recognition model training,.

Dataset Task #Image # Subject Diffusion Recognition
SCUT vein 11,000 550 275 (50%) 275 (50%)
CASIA-M vein 7,200 100 50 (50%) 50 (50%)
Tongji print 12,000 300 150 (50%) 150 (50%)
CASIA print 5,502 300 150 (50%) 150 (50%)
CASIA + Tongji print 17,502 600 300 (50%) 300 (50%)
CASIA-M + SCUT vein 18,200 650 325 (50%) 325 (50%)

Note: For the CASIA dataset, 12 subjects (out of 312) were excluded due to incomplete
data samples, resulting in 300 utilized subjects used in our settings.
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Target Palm Recognition Models for Spoofing. We evaluate our
spoofing attack against two categories of target palm recognition
models: palmprint-based and palmvein-based. For palmprint-based
models, we follow PCE-Palm [27] and Diff-Palm [28], adopting
three backbones, ResNet50 [23], MobileFaceNet [7], and Palm-
Net [18], with an input size of 224224, all trained using Arc-
Face [10] (margin m=0.5, scale s=48). For palmvein-based mod-
els, we follow PVTree [49] and adopt ResNet101 [23] trained with
ArcFace (m=0.5, s=64) for 20 epochs on real datasets. Table 2 sum-
marizes all target models, their training datasets, and true accept
rates. Spoofing is evaluated in a 1:100 identification setting: recon-
structed and diffusion-restored images are directly used as input
probes against enrolled galleries, and we measure whether the
target models accept these probes as genuine.

Table 2: Target recognition models for attack evaluation.

Model Task Training Dataset TAR@ 1e-4 (%)
ResNet50 [23] Print  50% CASIA + Tongji 94.81
MobileFaceNet [7] Print  50% CASIA + Tongji 96.26
PalmNet [18] Print  50% CASIA + Tongji 93.80
ResNet101 [23] Vein  50% CASIA-M + SCUT 94.87

Evaluation Metrics. To ensure objective and domain-aligned as-
sessment, we adopt standard evaluation metrics widely used in the
literature on biometric spoofing and side-channel attacks [34, 37].

o Peak Signal-to-Noise Ratio (PSNR): Evaluates pixel-wise fi-
delity between reconstructed and ground truth images, higher
values indicate better pixel-level reconstruction accuracy.

o Structural Similarity Index Measure (SSIM): Assesses percep-
tual similarity in terms of luminance, contrast, and structure,
ranging from -1 to 1, where 1 indicates perfect similarity.

o Fréchet Inception Distance (FID): Measures perceptual quality
by comparing deep feature statistics, lower values indicate
reconstructed images are closer to real ones in feature space.

o Spoof Success Rate (SSR): Quantifies the proportion of recon-
structed palmprint and palmvein images that successfully
bypass target biometric recognition models. A higher SSR
indicates greater susceptibility of the recognition system to
EM side-channel-based spoofing attacks.

Among these metrics, PSNR, SSIM, and FID evaluate the visual
reconstruction quality of restored images, while SSR directly mea-
sures the attack effectiveness by assessing whether reconstructed
biometric samples can successfully deceive recognition systems.

5.2 Effectiveness Evaluation

We progressively evaluate EMPALM across multiple dimensions,
including its effectiveness in single and dual modal restoration, its
ability to spoof target recognition models, and its performance in
attacking real-world COTS devices. All experiments are conducted
while 25 users operate the devices in real time, each user performed
10 interaction trials, yielding a total of 250 captured images.

Restoration Quality Comparison. We evaluated the restora-
tion quality of EMPALM by comparing it with two representa-
tive EM-based biometric reconstruction methods, EMEye [37] and
EMIRIS [34]. Although neither work was designed for palm restora-
tion, both share conceptual similarities with our setting in that
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Table 3: Comparison of reconstruction quality across palmprint, palmvein, and dual-modal settings among EMIRIS, EMEye,
and our EMPALM. A dash (—) indicates that the baseline method could not reconstruct dual-modal images and spoof models

under the tested configuration.

PalmVein

PalmVein

‘ Palmprint ‘ Palmvein ‘ Dual-Modal
Method
| SSIMT PSNR(dB)T FID| SSR(%) 1 |SSIMT PSNR(dB)T FID| SSR(%)T|SSIMT PSNR(dB)T FID| SSR(%)17
EMEye 0.51 18.0 26.3 — 0.42 18.7 29.4 — — — — —
EMIRIS - - - - 0.49 22.0 16.3 52.83 - — — —
EMPaLM (Ours) | 0.71 28.3 7.7 68.93 0.67 23.9 8.2 66.01 0.68 24.1 8.7 66.51
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Figure 7: Reconstruction real-time human users, showing examples of palmprint (device V1, random select) and palmvein
(device IR1, random select) in the single-modal setting, with close-range acquisition of live subjects data at 10 cm (left) and
long-range acquisition at 80 cm (right). Ground Truth: the original high-quality palm print image; Reconstructed: the initial
single-band reconstructed image; Combined: the image obtained by fusing reconstructed images from multiple frequency
bands; Restored: the image restored from the combined image by diffusion model.

they exploit EM side-channel leakage to recover visual biometric
information. Specifically, EMEye targets EM-based video frame in-
ference, whereas EMIRIS reconstructs iris textures from NIR-driven
EM emissions. Despite focusing on different biometric modalities,
both exemplify EM-to-image recovery and thus offer meaningful
baselines for evaluating the challenges of palm reconstruction.
For fair comparison, we reproduced the EMEye and EMIRIS
pipelines under our palm acquisition setup and evaluated them
using the same testing protocol. As shown in Table 3, both baseline
methods are inherently limited to single-stream processing and
therefore cannot support dual-modal palm reconstruction. EMEye
fails to produce spoofing-capable outputs because it lacks a dedi-
cated restoration stage and does not incorporate a diffusion-based
generative prior, which results in blurry, distorted, and low fidelity
reconstructions. EMIRIS performs somewhat better on palmvein
images but remains restricted to single modality operation, as it was
originally designed for NIR-only iris sensing and cannot generalize
to visible spectrum palmprint data or mixed dual-modal inputs.
In contrast, EMPALM delivers substantially higher reconstruction
quality across both modalities and achieves the highest spoofing
success rates in all evaluation settings.
Effectiveness of Single-Modal Restoration. We first evaluated
EMPALM on single-modal restoration using three palmprint (V1-V3)
and three palmvein (IR1-IR3) devices. Figure 7 presents all interme-
diate and final images recovered by each stage of the EMPALM, under
both close and long-range settings. As shown, EMPALM progres-
sively refines the image through each stage, ultimately producing
restored images that closely approximate the ground truth.

Figure 8 further reports the quantitative metrics (SSIM, PSNR,
and FID) across all devices, comparing EMPALM with and without
the proposed multi-band combination (hatched vs. solid bars). The
solid bars represent single-band restoration, while the hatched
bars indicate our multi-band fusion results. On palmprint devices,
EMPaLM with multi-band fusion achieves up to 0.81 SSIM, 29.3 dB
PSNR, and 8.12 FID; on palmvein devices, it achieves up to 0.77
SSIM, 27.15 dB PSNR, and 8.99 FID. The slightly lower metrics
on palmvein reflect its inherent stability and robustness against
external perturbations, making reconstruction more challenging.
Nevertheless, EMPALM still extracts high-fidelity representations
across both modalities, demonstrating strong generalizability.

Comparing the two variants, multi-band combination yields con-
sistent and significant gains across all metrics, confirming our hy-
pothesis in Section 4.3. Specifically, SSIM increases by 0.55 (palm-
print) and 0.50 (palmvein), PSNR by 8.4 dB (palmprint) and 4.52
dB (palmvein), while FID decreases by 8.98 (palmprint) and 10.02
(palmvein), confirming that multi-band combination improves re-
construction quality in structural and perceptual dimensions.
Effectiveness of Dual-Modal Restoration. Building upon the
single-modal results, we next evaluate EMPALM under the dual-
modal acquisition setting, where both palm-print (visible) and palm-
vein (NIR) signals are captured simultaneously within a single
sensing process. EMPALM separates these interleaved data streams
and reconstructs each modality independently from the same EM
capture. Figure 9 summarizes the quantitative performance. From
jointly acquired data, EMPALM achieves 0.67 SSIM, 26.81 dB PSNR,
and 11.32 FID on the palmprint modality, and 0.61 SSIM, 24.46
dB PSNR, and 13.78 FID on the palmvein modality. These results
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Figure 8: SSIM, PSNR and FID of EMPALM on Single Modal.
Solid bars: single band, hatched bars: multi-bands combined.
confirm that the proposed signal-separation and reconstruction
framework can effectively disentangle and restore both biometric
modalities from a single EM observation (Section 4.2).

Compared with the single-band variant (solid), incorporating
multi-band combination (hatched) continues to yield substantial
improvements, even under the intertwined dual-stream condition.
For palmprint, SSIM increases by 0.40, PSNR by 5.64 dB, and FID
decreases by 12.13; for palmvein, SSIM improves by 0.44, PSNR by
6.91 dB, and FID decreases by 12.44. These findings demonstrate
that multi-band combination remains crucial for high-fidelity recon-
struction when recovering two concurrently transmitted biometric
channels from the same acquisition session.

5.3 Effectiveness of Spoofing Target Models.

To ensure a fair and representative evaluation, we follow the prior
palm recognition works [27, 28, 49], which introduce advanced
generative or enhancement pipelines for producing high-quality
palm datasets and recognition benchmarks. These works have es-
tablished strong CNN-based architectures validated on large-scale
palm datasets, forming a solid and widely adopted foundation for
subsequent research. We therefore adopt their recognition mod-
els, as summarized in Table 2, to provide consistent and credible
baselines for assessing the spoofing effectiveness of EMPALM.

Table 4: Attack Success Rate (SSR) against different palm
recognition models (mean =+ std).

Model ResNet50 MobileFaceNet PalmNet ResNet101

SSR (%) 68.0+2.3 62.1+2.0 70.0+25 61.3+1.9

Table 4 presents the spoofing success rates (SSR) achieved by
EMPALM against different target models. The results demonstrate
substantial effectiveness across all tested architectures, with an
overall average spoofing success rate of 65.3%. Among the palmprint
models, PalmNet (print) exhibits the highest vulnerability with
success rates reaching approximately 72%, while ResNet50 (print)
achieves around 68% and MobileFaceNet (print) shows slightly
lower rates at approximately 62%. The palmvein model ResNet101
demonstrates comparable susceptibility with success rates around
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Figure 9: SSIM, PSNR and FID of EMPaLm on Dual Modal.
Solid bars: single band, hatched bars: multi-bands combined.

61%. Palmvein patterns are inherently harder to spoof due to their
subtle, sub-surface nature, which makes them more resistant to
EM leakage and reconstruction. This is different from the more
prominent, surface-level features of palmprints that are easier to
capture and exploit. These findings confirm that our EM-based
reconstruction method poses a significant security threat across
diverse models used in palm biometric systems.

An interesting observation is that among all palmprint mod-
els, PalmNet exhibits the highest vulnerability to EMPaLM. Unlike
generic CNN-based models, PalmNet adopts a hybrid architecture
that integrates Gabor filters with a PCA-based unsupervised scheme.
This design choice makes PalmNet particularly susceptible to at-
tacks from EMPALM, as its strong capabilities at recovering princi-
pal textural features. This observation underscores a key insight:
models that depend heavily on low-level or principal-component-
derived features may inadvertently expose themselves to greater
risk when such features are recoverable through external leakage.
These findings highlight the need for model designs that are ro-
bust to side-channel reconstructions, potentially by avoiding over-
reliance on easily reconstructible signal patterns and incorporating
safeguards that account for fine-grained biometric information.

Table 5: Effectiveness of EMPAaLM on three COTS devices.

Device SSIM1T PSNR(dB)T FID| Average SSR (%)
C1 (Office Gate) 0.64 27.8 13 525
C2 (Home Locker) 0.61 26.4 11.7 59.1
C3 (Payment Kiosk) 0.66 28.2 10.7 60.9

Effectiveness of Attacking COTS Devices. To further evalu-
ate the practicality of EMPALM in real-world settings, we extend
our experiments to COTS palm recognition devices C1, C2, and
C3, representing three typical deployment scenarios: Office Gate,
Home Locker, and Payment Kiosk. We focus on assessing whether
EMPaLM is effective on these commodity systems, in terms of its
reconstruction quality and effectiveness in spoofing attacks. Table 5
reports the results of EMPALM on the three COTS devices. Despite
the differences in hardware design and shielding strategies, our
results confirm that EMPALM can successfully extract biometric
information from COTS devices, with the reconstructed images
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Table 6: Impact of different SBCs on EMPaLMm.
Device SSIM{T PSNR(dB)T FID| Average SSR (%) 1

S1 0.72 29.41 8.73 62.7
S2 0.74 29.49 8.52 66.5
S3 0.72 29.24 9.12 60.1

0-0 odB 20dB 30dB 40dB o odB 20dB 30dB 40dB
LNA (dB) LNA (dB)
(a) SSIM (b) SSR

Figure 10: Impact of different LNAs on EMPaLM.
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Figure 11: Impact of different environment noises.

demonstrating substantial spoofing capability against recognition
models, highlighting the generality and severity of this threat.

5.4 Impacts of Practical Factors

Unless otherwise specified, all impact experiments were conducted
under a default configuration. The palm recognition software (Palm-
Net) and sensor models (V1 for palmprint, IR1 for palmvein) were
used, with the sensor connected to the SBC (S1) under evaluation.
A receiving antenna was placed at a fixed distance of 0.5 meter and
paired with a 40 dB LNA to ensure sufficient signal strength.
Impact of Different SBCs. To examine how different SBCs affect
the performance of EMPALM, we evaluated it on three single-board
computers: Raspberry Pi 3B+ (S1), Raspberry Pi 5 (S2) and Jetson
Nano (S3). Each device was configured with identical palmprint
recognition software and connected to the same sensor model. The
receiving antenna was placed at a fixed distance of 0.5 meters with
40 dB LNA, ensuring consistent experimental conditions across all
tests. As reported in Table 6, the performance of EMPALM remains
highly stable across different SBCs, confirming that the exploitable
EM leakage originates from the sensor’s data transmission rather
than the computing hardware. This demonstrates that the vulnera-
bility is broadly applicable regardless of the deployment platform.
Impact of Different LNAs. To investigate the effect of low-noise
amplifiers on EMPALM, we conduct experiments using LNAs with
different gain levels: no gain, 20dB, 30dB, and 40dB. The three
gain levels correspond to different device models: ZK09-BM (20dB),
Teyleten (30dB), and FST-RFAMP06 (40dB).

Figure 10 presents the performance of EMPALM across different
LNA configurations. Without amplification (0dB), EM signals are

80 0.8 80

0.10.5 1 1.5 2 2.5 3 3.54.0 0 007 4 8 12 16 20
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o
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Figure 12: Impact of antenna distance on EMPALM.
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Figure 13: Impact of antenna angle on EMPALM. (a) SSIM and
(b) SSR under varying angles 0. Results indicate the presence
of optimal reception zones at certain angles, while a complete
signal loss is observed at 6 = 90°.

too weak for meaningful palm restoration (SSIM < 0.1, SSR = 0%).
The 20dB amplifier shows minimal improvement (SSR = 12.4%),
remaining insufficient for practical attacks. However, substantial
improvements emerge with 30dB amplification (SSIM = 0.65, SSR =
48.6%), which further increase with the 40dB amplifier (SSIM = 0.71,
SSR = 67.2%). These results demonstrate a clear correlation between
LNA gain and attack effectiveness, with a notable threshold effect
between 20dB and 30dB, where the amplification becomes sufficient
to capture fine-grained biometric features through EM emissions.

Impact of Different Environmental Noises. To evaluate EM-
PaLM’s robustness against real-world noises, we tested the EMPALM
across four daily-life environments where palmprint recognition
can be commonly deployed: office, home, supermarket, and outdoor
settings. We maintained a fixed distance of 1.5 meters and collected
50 EM traces in each environment during peak activity hours to
capture representative noise conditions. As shown in Figure 11, EM-
PaLM achieved consistent metrics across all environments, demon-
strating the general effectiveness of EMPALM in daily-life scenarios.
This robustness to ambient interference validates EMPalm’s practi-
cal threat potential in real-world deployments.

Impact of Different Distances. As shown in Figure 12, we evalu-
ate EMPALM under two antenna configurations. With a directional
antenna (meter-level distances), performance gradually decreases
from 0.72 SSIM and 65% SSR at 0.1 m to 0.21 SSIM and 10% SSR at
4.0 m due to EM attenuation. EMPALM remains effective within 2 m,
achieving 0.32 SSIM and 43% SSR, indicating practical feasibility
across typical room-scale environments.

With a nearby antenna (centimeter-level distances), performance
remains consistently high within 4 cm, exceeding 0.7 SSIM and 60%
SSR, and then drops sharply beyond 8 cm as near-field coupling
weakens. This contrast highlights strong short-range leakage and
the extended reach enabled by directional antennas.
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Table 7: Impact of common building materials on EM-Palm
performance under practical deployment conditions.

Material SSIMT PSNR(B)T FID| SSR(%)7T
No Building Material 0.71 29.1 9.2 67.5
Wood 0.63 27.8 17.5 58.4
Drywall 0.59 26.9 18.9 54.1
Glass 0.56 25.7 20.3 50.2
Concrete 0.38 22.4 28.7 335
Aluminum panel 0.35 21.8 30.1 29.7
0.8 80
0.71 67.2%
—~ 60
= 0.6 X 48.5%46.1%
’(7)‘ 0.46 ; 40 36.1%33 9%
g 2

g LI LI

No M1 M2 M3 M4 M5 No M1 M2 M3 M4 M5
Shielding Shielding

(a) SSIM (b) SSR
Figure 14: Impact of EM shielding materials on EMPALM. (a)
SSIM and (b) SSR under varying EM shielding materials.

Impact of Different Probe Angles. To evaluate the impact of
probe orientation, we position the receiving probe 2 centimeters
away from the target palm sensor in the near-field region and
vary the probe angle 6 from 0° to 180°. Figure 13 illustrates the
relationship between probe angle and restoration quality measured
by SSIM. The highest restoration quality is achieved when the
receiving probe achieves optimal EM coupling with the sensor’s
internal signal paths at 0° (SSIM = 0.71, SSR = 67.2%) and 180°
(SSIM = 0.70, SSR = 65.8%), where the probe orientation maximizes
interception of the radiated EM fields. As the angle moves away
from 0°/180°, restoration quality drops, reaching moderate levels
at 30°-150° and failing completely at 90° (SSIM = 0, SSR = 0%).
The symmetric degradation pattern suggests dipole-like radiation
characteristics, indicating a predictable angular dependency that
adversaries can exploit to optimize interception and spoofing.
Impact of Different Building Materials. We further evaluate EM-
PALM’s robustness when EM signals pass through common building
materials separating the palm recognition device from an eaves-
dropper. Each material is tested under typical deployment condi-
tions without extra shielding. Table 7 presents the reconstruction
and spoofing results across five representative materials, including
wood, drywall, glass, concrete, and aluminum panel, along with a
baseline case without obstruction. The unobstructed setup yields
the best image quality (SSIM 0.71, PSNR 29.1 dB, FID 14.2, SSR
67.5%). Non-conductive materials like wood, drywall, and glass
cause moderate signal loss but still permit recognizable palm re-
construction. Dense or conductive materials such as concrete and
aluminum panels strongly attenuate EM emissions, reducing im-
age quality and spoofing success. Overall, building materials can
weaken but not eliminate EM side-channel leakage.

Impact of EM Shielding Materials. Following EMIRIS [34] and
EMeye [37], we evaluated the impact of five shielding materials,
including copper wire mesh (M5), aluminum foil (M4), metalized
fabric (M3), conductive coating (M2), and conductive fabric (M1),
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Table 8: Cross-dataset validation results.
Configuration SSR (%) ASSR
Original (50/50 split) ~ Split In CASIA+Tongji ~ 68.93 -

Training Data

Separation Dataset  Diff: Tongji only

Recog: CASIA only 6907 +0.14%

Table 9: Experimental results of offline palmprint reconstruc-
tion from IQ data collected using the compact setup (<20cm).

Users SSIM{T PSNR(dB)T FID| Average SSR (%) T
U1 0.66 26.18 9.94 53.6
U2 0.70 26.44 9.62 57.1

on EMPALM, with each material uniformly wrapped around the
sensor’s data transmission cables. All other experimental settings
remained identical to those described above. Figure 14 shows how
different shielding materials affect EMPALM, ordered by theoreti-
cal shielding capability. Conductive fabric (SSIM: 0.46, SSR: 48.5%)
and coating (SSIM: 0.43, SSR: 46.1%) provide moderate protection.
Metalized fabric (SSIM: 0.37, SSR: 36.1%) and aluminum foil (SSIM:
0.35, SSR: 33.9%) offer better suppression. Copper mesh delivers the
strongest shielding (SSIM: 0.30, SSR: 20.8%), significantly reducing
reconstruction quality and spoofing success. These differences re-
flect variations in material conductivity, thickness, and structure.
While EM shielding materials substantially degrade EMPALM’s effec-
tiveness, they cannot fully eliminate the side-channel vulnerability.
Cross-Dataset Generalization. To evaluate the generalization
capability of EMPALM across different data sources, we conduct a
cross-dataset validation using completely disjoint datasets. Specif-
ically, the diffusion model is trained only on Tongji, while the
recognition model is trained only on CASIA, with no subject or
data overlap. As shown in Table 8, the SSR remains comparable
to the original 50/50 split setting, with only a marginal difference
of +0.14%, indicating that EMPALM maintains stable performance
when trained and evaluated on different datasets.

Feasibility of Deferred Attack. Beyond real-time attacks, EM-
PaLM also supports deferred attack scenarios. An adversary can
deploy a compact eavesdropping device to passively collect EM
emissions over time and perform offline reconstruction once data is
obtained. To validate this setting, we built a miniaturized collection
system using an Adalm-Pluto [11] and a microcontroller, with a
footprint of only 6 X 10 X 3 centimeters, enabling discreet place-
ment near palm recognition terminals. We collected In-phase and
Quadrature (IQ) data from 10 authentication sessions over a 3-hour
period using this compact setup. Notably, EMPALM remains a single-
shot attack, requiring EM emissions from only one authentication
event (200-500 ms) to reconstruct. Offline analysis of stored IQ
samples achieves reconstruction quality comparable to real-time
attacks (Table 9), demonstrating the practicality of long-term covert
data collection combined with one-time attack execution.

5.5 Ablation Study

To quantify the individual contribution of each module in EM-
Parm, we conduct comprehensive ablation experiments. Each vari-
ant removes one key component while keeping the rest of the
pipeline unchanged. We construct four leave-one-out variants: (i)
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Table 10: Ablation study of EMPALM.

Variant SSIMT  PSNR (dB) | FID | SSR (%)
Full EMPalm 0.74 29.5 8.6 66.5
w/o Dual-Modal Disentanglement  0.25 (-0.49])  14.7 (-14.8])  15.7 (+7.11) -

w/0 Multi-Band Combination 0.54 (-0.20))  25.9 (-3.6]) 10.6 (+2.0T7)  52.8 (-13.7])
w/o DiffPIR Restoration 052 (-0.22])  20.8(-8.7))  19.4(+10.87) 23.8(-42.7))

Table 11: Per-stage error analysis of EMPALM.

Stage SSIMT  PSNR(dB)]  FID | SSR (%) 1
Raw Reconstruction 0.46 16.7 28.8 -
+ Multi-Band Combination  0.52 (+0.067)  20.8 (+4.17)  19.4(-9.4]) 23.8 (+23.87)
+ DiffPIR Restoration (Full) 0.74 (+0.287)  29.5 (+12.87) 8.6 (-20.2]) 66.5 (+66.5T)
Note: SSR values below 10% are denoted as “=’, as they indicate near-random attack
performance and are considered negligible.

without Dual-Modal Disentanglement, which reconstructs mixed
palmprint/palmvein signals directly; (ii) without Multi-Band Combi-
nation, which uses only the single best-SNR band; and (iii) without
DiffPIR Restoration, which omits the restoration module.

Table 10 summarizes the ablation results. Removing any individ-
ual component substantially degrades both reconstruction fidelity
and SSR, confirming that all modules are essential to EMPALM. In
particular, disabling Dual-Modal Disentanglement leads to the most
severe structural collapse (SSIM drops from 0.74 to 0.25) and reduces
SSR to below the effective detection threshold (<10%), indicating a
practical attack failure, highlighting its critical role in preserving
identity-separable features. Removing Multi-Band Combination
causes a moderate performance drop (SSIM decreases to 0.54 and
SSR to 52.8%), suggesting that multi-band fusion enhances stability
but is not the primary performance driver. Moreover, removing
DiffPIR Restoration dramatically increases perceptual distortion
(FID rises from 8.6 to 19.4) and reduces SSR to 23.8%, demonstrating
that restoration is indispensable for recovering texture details.
Per-stage Error Analysis. Table 11 reports the cumulative er-
ror across the EMPALM pipeline. Reconstruction fidelity improves
progressively from raw reconstruction to multi-band fusion and
finally to restoration. Notably, while structural metrics increase
steadily, SSR exhibits a significant improvement after the restora-
tion stage, indicating that generative refinement is critical for re-
covering identity-discriminative details.

6 Discussion

Countermeasures. Based on the vulnerabilities identified in Sec-
tion 4.2, several defenses can mitigate the risks posed by EMPALM.
First, EM shielding applied to sensor transmission cables can sup-
press informative emissions, and appropriate material choices can
significantly reduce reconstruction quality and spoofing success.
Second, redesigning the transmission protocol—such as increasing
transmission complexity or decoupling packets from pixel-level
information—can break the direct mapping between EM signals and
biometric data. Third, system-level defenses, including anomaly de-
tection and multi-factor authentication, can help prevent spoofing
using reconstructed or fabricated artifacts. Together, these measures
form a multi-layered defense strategy spanning hardware shield-
ing, protocol hardening, and system-level security enhancements
against EM side-channel attacks.

Limitations and Future Work. Palm recognition sensors are
embedded in complex electronic systems, where EM emissions
from surrounding components, channel effects, and hardware im-
perfections inevitably introduce interference and reconstruction

Xu et al.

errors. Limited sampling rate and bandwidth further attenuate
high-frequency details, and polarity inversion may cause grayscale
distortion, constraining fine-grained reconstruction and effective at-
tack range. While our approach reliably recovers the key palmprint
and palmvein structures required for physical spoofing and deceiv-
ing most image-based commercial systems, its effectiveness against
high-end devices with liveness detection or enhanced protection
mechanisms remains an open question. Future work will focus on
improving EM signal processing to enhance SNR and suppress in-
terference, exploring advanced antenna and denoising techniques
to better characterize and potentially extend effective attack dis-
tances (e.g., via directional beamforming or learning-based signal
enhancement), and fabricating realistic 3D prosthetic hands [6] to
validate end-to-end physical spoofing.

7 Related Work

Diverse EM Side-channel Attack Surfaces. Prior works have
demonstrated the exploitation of EM side channels across diverse
systems, including keystroke and browsing reconstruction from
GPUs [53], fingerprint recovery from in-display fingerprint sen-
sors [44], high-fidelity iris reconstruction from NIR sensors [34],
and video stream extraction from embedded cameras [37]. Research
has further shown that smartphone magnetometers can analyze
EM footprints to infer running applications [47, 61], while wireless
charging inadvertently leaks sensitive information through EM
emissions [33, 43, 45]. Additional studies have revealed EM vulner-
abilities in cryptographic implementations [8], smartphone activity
inference [16], USB device fingerprinting [25], hidden camera de-
tection [36], hidden microphone detection [59] and IoT activity pro-
filing [2, 35, 52, 57]. EM analysis has also been extended to system-
and device-level threats, such as detecting GPU cryptojacking via
magnetic leakage (MagTracer)[50] and identifying laptop micro-
phone recording states through EM emanations (TickTock)[48].

Overall, EMPALM advances prior work by (i) providing the first
empirical exploitation of EM leakage in palm recognition with si-
multaneous disentanglement of interleaved palmprint and palmvein
signals, and (ii) enabling EM-based palm image restoration using
an unsupervised diffusion framework trained solely on public palm
datasets, without requiring paired EM data or device-specific cali-
bration. Together, EMPALM offers a unified framework linking EM
leakage analysis to practical biometric exploitation.

8 Conclusion

In this paper, we propose EMPALM, the first EM side-channel attack
recovering palm biometrics from recognition systems. EMPALM han-
dles both single- and dual-modality systems by reverse-engineering
transmission protocols and employing three techniques: frame
boundary identification with modality disentanglement, multi-band
image combination for bit recovery, and DiffPIR-based texture
restoration. Our experiments show that EMPALM reconstructs high-
fidelity palm images from EM signals, exhibiting strong structural
similarity, high signal quality, and low perceptual discrepancy, as
well as enabling successful spoofing across diverse recognition mod-
els. These findings reveal critical vulnerabilities in existing palm
recognition systems, stressing the importance of using improved
multi-factor defenses for better security.
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ABSTRACT

Deep learning has revolutionized the use of inertial measurement
unit (IMU) sensors in mobile applications, such as human activity
recognition. Building on the success of pre-trained models across
various domains, recent studies have increasingly adopted self-
supervised learning (SSL) for a range of sensing tasks. While these
SSL approaches improve generalization and reduce labeling require-
ments, their privacy implications have received limited attention.
This paper addresses this gap by examining IMU data privacy dur-
ing pre-training through membership inference. Our work serves
two important purposes: First, it enables data owners to verify if
their data was used without permission in encoder pre-training.
Second, it demonstrates how adversaries might compromise sen-
sitive human sensing data used in pre-training. To enhance the
practicality of membership inference on unlabeled IMU sensing
data across different SSL algorithms, we introduce an activity label-
ing module and a novel perturbation strategy to exploit encoder
overfitting characteristics on training data. When an encoder over-
fits, it memorizes training data rather than learning generalizable
patterns. Therefore, when comparing the original data to the per-
turbed version, the encoder generates more distinct feature vectors
for samples from its training set than for samples it has never seen
before. We evaluate our membership inference methods on two
mainstream SSL methods across multiple datasets, demonstrating
that our method can achieve relatively high precision and recall at
low false positive rates.
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1 INTRODUCTION

Over the past decade, human sensing technology has advanced
significantly, particularly in embedded and mobile devices. These
advancements have transformed how we monitor and interact with
technology in daily life. Wearable devices have emerged as powerful
tools across diverse mobile applications, from recognizing complex
human activities [22, 24, 33, 34, 36, 45, 51, 54, 57] to enabling natural
and intuitive human-computer interactions [30, 59]. Many of these
rely heavily on data from inertial measurement unit (IMU) sensors,
which are commonly integrated into smartphones, smartwatches,
and smart earphones.

Following the success of self-supervised learning (SSL) in fields
like natural language processing (e.g., BERT [12]), more and more
studies have focused on adapting different SSL techniques for IMU
sensing applications [7]. For example, LIMU-BERT [52] introduces
a lightweight BERT-like representation learning model specifically
designed for mobile IMU sensor data. SSL methods offer two main
advantages in this context: they leverage large amounts of unlabeled
sensor data, significantly reducing data labeling costs, and they
enable the extraction of more generalizable features through large-
scale training.

Existing studies mainly focus on improving encoder training to
enhance performance across various IMU sensing tasks and sce-
narios. However, there has been limited exploration of the security
and privacy implications of these methods. This is especially con-
cerning given that IMU data can reveal sensitive information about
individuals’ identities and activities. For instance, Ahmad et al. [2]
have demonstrated that data from accelerometers embedded in
smartphones can be used for user identification. In this paper, we
conduct the first systematic study on membership inference against
SSL-based pre-trained IMU sensing encoders. The goal of a mem-
bership inference is to determine whether a given IMU reading is
part of the encoder’s pre-training dataset, as shown in Figure 1.
IMU readings that originate from users included in the pre-training
dataset are classified as "members", while those from users outside
this dataset are "non-members". In this paper, we use the terms
training data and members interchangeably.

Membership inference on SSL-based IMU encoders has two im-
portant applications [28]. First, data owners can use membership
inference methods to audit whether their (public) data was used
to pre-train an encoder without authorization. This is particularly
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important if the data owner has invested heavily in the data col-
lection or has privacy agreements with individuals whose data is
included, as unauthorized use can lead to serious financial and pri-
vacy concerns. Second, a potential attacker can use membership
inference to compromise the privacy of the pre-training data, given
the sensitive nature of IMU data. As mentioned before, the attacker
can leverage IMU data to infer personal information included in
the pre-training dataset.

Most membership inference methods assess privacy leakage
based on exploiting machine learning models’ tendency to overfit
their training data [17]. For instance, Yeom et al. [56] suggest that
training examples generally have lower loss values compared to
non-training examples. However, while existing membership infer-
ence techniques [39, 42, 49, 56] work well for supervised learning
models like classifiers, they face severe challenges when applied
to SSL methods. This is because SSL-based pre-trained encoders
output feature vectors rather than probability distributions, making
traditional methods that rely on probabilities, confidence scores,
or loss values inapplicable. Furthermore, the feature vector itself
may not capture the overfitting of the encoder on the input [28].
To address this, Liu et al. [28] propose membership inference on
pre-trained image encoders trained by contrastive learning. They
assume that member data should generate feature vectors more
similar to their augmented versions when the same augmentation
techniques from the pre-training phase are applied. While this is an
important step forward, this approach may have limitations if we
lack knowledge of the specific training algorithm or augmentation
methods.

Our Work. We propose the first membership inference method
that is agnostic to underlying SSL methods, allowing us to examine
the privacy implications of SSL-based IMU sensing applications in
a more practical context. In this paper, we use the term "inferrer" to
refer to either a data owner or an attacker conducting membership
inference. Our analysis focuses on black-box scenarios, where the
inferrer can only query a pre-trained encoder (referred to as the
target encoder) and observe its outputs without being able to modify
the encoder’s parameters or structure. This represents the most
basic way of using a pre-trained encoder, as anyone can feed data
into it and receive outputs without needing to understand how the
encoder works internally.
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Challenges. Implementing a more practical membership infer-
ence method for SSL-based IMU sensing encoders faces three signif-
icant challenges. First, most existing membership inference meth-
ods [17, 28, 42] require detailed knowledge of the target model’s
training process, including the training techniques and model struc-
ture, to train shadow models that mimic the target model’s behavior.
However, this approach is impractical for SSL-based encoders be-
cause SSL training typically requires substantial computational
resources, and the core training information may be confidential.
Second, the diversity of SSL algorithms further complicates mem-
bership inference. Techniques designed for contrastive learning
(e.g., [28]) may not generalize to other SSL-based encoders, such
as BERT. This highlights the need for an SSL-agnostic member-
ship inference method that can adapt to different SSL algorithms.
Third, the label information is essential for designing a membership
indicator to determine if a sample is part of the training data [6].
However, obtaining labels in our case is not feasible, as SSL solely
relies on unlabeled data to pre-train an encoder. Moreover, labeling
IMU data is more complex and less efficient than other data types
(e.g., images), since IMU sensor readings are not easily interpretable
by humans.

Our solution. To address previous challenges, we propose a new
approach to membership inference that eliminates the need for
labeled data and cumbersome shadow encoder pre-training. As
noted in [6], class information is important information for effec-
tive membership inference. To leverage this information despite
the absence of labels in IMU data, we first propose a pseudo activity
labeling module. This module applies Fourier transforms to extract
frequency information, enabling us to broadly categorize IMU data
into "static" or "dynamic" activities based on their high-frequency
components. To implement membership inference across different
SSL methods, our approach then generates neighboring data points
by introducing slight perturbations tailored to each activity type
and extracts their corresponding feature vectors. Under the com-
mon assumption that models tend to overfit their training data [17],
we expect that the feature vectors of training samples will exhibit
more variability when perturbed. This is because the model has
memorized specific characteristics of training samples, leading to
less consistent predictions when these samples are slightly modi-
fied. In contrast, for data points not seen during training, the model
relies on learned general patterns, resulting in more stable predic-
tions across perturbations. The whole process only needs to query
the encoder and does not require access to the training algorithm
or model structure.

The main contributions of this paper are summarized as the
following.

o To the best of our knowledge, this is the first work to investi-
gate privacy issues related to IMU data through membership
inference within the context of SSL. We propose a more
practical membership inference approach for IMU sensing
encoders, limiting the inferrer’s background knowledge of
the encoder’s architecture and training algorithm while al-
lowing access to outputs only through direct queries to the
encoder.

e We introduce an activity labeling module and a novel per-
turbation strategy that leverages overfitting in pre-trained
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encoders based on unique characteristics of IMU data, achiev-
ing SSL-agnostic membership inference without requiring
labeled data or complex shadow encoder training.

e We conduct comprehensive experiments across two differ-
ent mainstream SSL methods and three datasets, showing
potential privacy leakage in these encoders.

Ethics and Data Privacy. The data used in our experiments are
from public sources. For the practical evaluation, we collected data
by ourselves in controlled environments. All data are only used
for academic research. All the experiments were conducted in a
closed environment, and we did not leak any private information
into markets or public repositories.

2 BACKGROUND: SSL

SSL is a type of machine learning where a model learns from unla-
beled data by creating its own "labels" or learning signals. In SSL,
the model undergoes a pre-training phase that may involve tasks
like predicting missing parts of the input or distinguishing between
transformed versions of the input data [29]. This pre-training pro-
cess results in an encoder that can serve as a foundation model for
building classifiers on a variety of downstream tasks.

In this paper, we consider two mainstream SSL approaches: gen-
erative methods and contrastive methods [29]. Generative methods
rely on training an encoder fy to represent the input data x as a
distinct vector fy(x). This vector is then passed to a decoder, which
attempts to reconstruct x from fp (x). In natural language processing
(NLP), popular generative models include auto-regressive models
like the GPT series [4]. On the other hand, contrastive methods train
an encoder to encode augmented input x’ into vector representa-
tion fy(x”), enabling the measurement of similarity between inputs.
One of the classic contrastive learning methods is SimCLR [9],
which aims to learn representations by comparing samples using
the NT-Xent loss as follows:

1 & exp(sim(fy(x}), fo(x}))/7)
L=-= Z 2K . ’ ’ ’ (1)
K 378 s exp(sim(fp(x), fo(x)))/7)

where sim(-) denotes the similarity function, K is the batch size,
and 7 represents the temperature hyperparameter.

When the pre-trained encoder is available, it can serve as a
feature extractor to train a downstream classifier. There are two
popular approaches: 1) Linear Probing (LP), where the pre-trained
encoder’s parameters are frozen and not updated during classifier
training, and 2) Fine-Tuning (FT), where the pre-trained encoder’s
parameters are updated along with the classifier during end-to-end
training.

3 MEMBERSHIP INFERENCE

3.1 Problem Formulation

Membership inference, also called membership inference attack, in
the machine learning (ML) setting aims to predict if a specific train-
ing example was, or was not, used as training data in a particular
model. This makes membership inference the simplest and most
widely deployed way for auditing training data privacy [6]. In the
SSL-based IMU sensing context, the inferrer can infer whether an
IMU reading belongs to the users in the pre-training dataset.
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Following prior work [6, 21, 56], we formalize membership in-
ference as a security game between a system provider S and an
inferrer 7 as below:

(1) The provider samples a pre-training dataset D from distribu-
tion D and uses training algorithm 7 to pre-train an encoder
fo < T (D).

(2) The provider randomly selects a bit b. If b = 0, the provider
samples x € D \ D; otherwise, selects x € D. The provider
then sends x to the inferrer.

(3) The inferrer gets query access to the encoder fy and may
have access to the pre-training distribution # according to
the background knowledge B. Then, the inferrer outputs
b — I(x fy B).

(4) The game outputs 1 if b = b and 0 otherwise.

In SSL-based IMU sensing where no ground truth labels y are
available, we define the pre-training dataset D = {X,}f\i ; asIMU
data collected from member users in the pre-training distribution
#. When sampling x € D \ D, where D represents the complete
distribution of all possible IMU sensor readings, the IMU data comes
from non-member users (those users not in the pre-training set)
who may follow a distribution different from #. In membership
inference, the primary objective is to construct a membership score
function to determine whether a given data point x belongs to the
pre-training dataset D, formalized as:

I(x fo.8) =1[1'(x fy. B) > 1l, @)

where 1 is the indicator function, 7 is the membership decision
threshold, and 7’ (x, f, B) represents the function to output the
membership score.

3.2 Threat Model

In this section, we illustrate the inferrer’s goal and limited back-
ground knowledge for the practical membership inference against
IMU sensing encoders.

Inferrer’s Goal. Given an input IMU data point x, an inferrer
I aims to determine whether it is a member user from the pre-
training dataset D of the target encoder fy. A key objective of the
inferrer is to minimize the likelihood of classifying non-members
as members (Type I error), as high false positive rates reduce the
reliability of membership inference. This reliability is crucial, as it
affects both data owners who may want to audit their datasets and
attackers who may seek to compromise user privacy.

Inferrer’s Background Knowledge. Beyond lacking access to
pre-training dataset labels, the inferrer also faces restricted back-
ground knowledge about the encoder. Encoder pre-training typi-
cally involves three key components: the pre-training data distri-
bution P, encoder architecture &, and training algorithm 7~ [28].
In this paper, we constrain the inferrer’s background knowledge to
implement a more practical membership inference. Specifically, we
consider a black-box access scenario in which the inferrer I only
has access to query the target encoder fy and observe its outputs,
without any knowledge of the encoder’s training algorithms or
structure information. This represents the most realistic and chal-
lenging setting. By imposing these constraints on the inferrer, we
ensure that the membership inference remains broadly applicable
across various SSL methods.
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We consider two scenarios that differ only in the inferrer’s knowl-
edge B on the pre-training data distribution #. In the first scenario,
Inferrer-1 17 is assumed to have the background knowledge of pre-
training data distribution P, following previous studies [25, 39, 42].
In contrast, to enhance the practicality of membership inference,
we assume that Inferrer-2 7 lacks this knowledge. It is important
to note that, while the inferrer lacks any knowledge of the en-
coder’s architecture or parameters, they can still query the encoder
and collect its output feature vectors. This is a realistic scenario,
as pre-trained encoders need to be accessible for users to enable
fine-tuning of downstream classifiers.

4 METHODOLOGY

4.1 Overview

We propose a membership inference method for pre-trained IMU
sensing models that uses the encoder’s overfitting to its training
data. Our approach works by creating multiple variants of a test
sample, where different portions of the data are systematically per-
turbed. We then pass both the original sample and its perturbed
variants through the target encoder to obtain their feature vectors.
The key insight is that the encoder responds differently to training
data versus unseen data. When processing a sample from the train-
ing set (member data), the encoder exhibits a distinctive pattern: it
partially recognizes and overfits the unperturbed portions of the
perturbed variants, leading to varying levels of similarity between
the original and perturbed feature vectors. Some perturbed vectors
remain quite similar to the original, while others differ significantly.
In contrast, when processing data not used in training (non-member
data), the encoder shows more consistent behavior. Since it has
not been overfitted to these samples, the similarities between the
original and perturbed feature vectors tend to be more stable. By
analyzing these different similarity patterns and leveraging the in-
ferrer’s background knowledge, we can determine whether a given
sample was part of the encoder’s pre-training dataset.

4.2 Activity Labeling

While labels typically play a crucial role in membership inference,
our scenario focuses on SSL where only unlabeled data is used
during the pre-training stage. To address this challenge without
access to true labels, we develop a pseudo activity labeling module.
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Figure 2: Comparison of IMU readings from two distinct
physical activities, illustrating characteristic differences in
acceleration and angular velocity patterns.
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IMU sensors capture unique patterns of human activities through
their readings, though these patterns are less intuitive to inter-
pret than visual data like images. The sensor system combines
accelerometers that measure linear acceleration along three spatial
axes (x,y, z) with gyroscopes that track angular velocity, together
providing comprehensive motion data. Different activities create
distinct features in these sensor readings. For instance, walking
generates regular, repeating patterns in both acceleration and rota-
tion measurements, while static activities like sitting produce stable
signals with minimal fluctuation as shown in Figure 2. While this
data may not be precise enough to differentiate between similar
activities (e.g., going downstairs versus going upstairs), it allows
us to reliably classify IMU data into two broad categories: static
activity and dynamic activity.

To perform this classification, we analyze the frequency charac-
teristics of the IMU signals by first applying the Fourier transform
F to convert the time-domain IMU readings x into their frequency
spectrum. This transformation facilitates efficient differentiation of
activity intensity levels. Although different activities may influence
the accelerometer and gyroscope differently, dynamic activities
tend to exhibit higher frequency components because of rapid
motion changes. In contrast, static activities primarily consist of
lower-frequency components. To exploit this difference, we define
a frequency threshold 77 that separates low-frequency components
from high-frequency components. With this threshold, we focus
specifically on the high-frequency components Ay;gp, to determine
activity dynamics:

Anigh = ), IF()1.

[y

®)

The activity is then classified as static or dynamic by comparing
Apigh to a magnitude threshold 7

§=1[Apign > tul, )
where § = 1 indicates a dynamic activity, while § = 0 indicates a
static activity. In this paper, we set the thresholds z and 7, to 3 Hz
and 100, respectively.

Although these pseudo labels may not perfectly align with the
ground truth, they still capture underlying activity patterns, pro-
viding valuable contextual information for membership inference
against SSL-based encoders. Additionally, these coarse labels can
be used to apply data perturbation techniques, which enhance the
effectiveness of membership inference. The next section will intro-
duce this concept in more detail.

4.3 Data Perturbation

In many previous works, the inferrer needs to train shadow mod-
els to infer the membership. In many cases, these shadow mod-
els even replicate the architecture of the target model. However,
this approach presents several significant challenges in the SSL
context. First, SSL training is computationally intensive, often de-
manding substantial resources and processing time. This high re-
source requirement makes it impractical for an individual to train
their shadow encoders. Second, the diversity of SSL algorithms
further complicates membership inference because the same model
structure can be trained in different ways, resulting in different
performances. As a result, inference methods customized for one
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Algorithm 1 Perturbed data generation

Input: target data x, target encoder fy, data length T, smooth
length L, scaling factors s;in and spmax, thresholds Ty and 7.
Output: Perturbed data x’.
Step 1: Activity labeling
L: Ahigh — Zf>rf |F(x)]
2 § — L[Apign > 7l
3: Dp < (x,§) // Build data and label pair
Step 2: Data perturbation

4. X’ «x // Copy data

5. if § = 1 then

6: idx « Uniform(0,T — L)

7. v« x[idx,:] // Select smooth values
8 xX'[idx:idx+L,:] «v

9: else

10:  scale « Uniform(smin, Smax)

11: x'[5:3] « x[:,: 3] = scale

12: end if

13: return x’

algorithm may not generalize effectively to other encoders. Third,
many SSL frameworks involve proprietary training details, which
may be kept confidential by the developers. Given these limitations,
our membership inference instead focuses on analyzing the data
characteristics rather than relying on shadow models.

Our approach builds on the observation that encoders respond
differently to training data (member data) compared to unseen data.
When perturbing a sample from the training set, the encoder shows
a distinct response: it may partially recognize and overfit the unper-
turbed parts of the perturbed variants, resulting in varying degrees
of similarity between the original and perturbed feature vectors.
Some perturbed vectors remain highly similar to the original, while
others differ substantially.

To leverage this behavior effectively, we developed specialized
data perturbation techniques for different types of activities, as
outlined in Algorithm 1. For dynamic activities § = 1, we introduce
perturbations by selectively smoothing a small segment L of the
original data. This process begins by sampling a starting index from
a uniform distribution over the range (0, T — L), where T is the total
time steps in the IMU data. Once the index is selected, we assign a
smooth vector v at that position, with v matching the dimensional-
ity of the IMU data (i.e., 6 dimensions: 3 for accelerometer data and
3 for gyroscope data). This smooth vector v is then applied over L
consecutive time steps, replacing the original data to achieve the
smoothing effect.

For static activities § = 0, we employ a fundamentally differ-
ent approach based on selective scaling of signal components. This
method applies random scaling factors specifically to the accelerom-
eter components of the IMU data while leaving the gyroscope read-
ings unchanged. The scaling factors are drawn from a uniform
distribution U (Smin, Smax), where smin and spay define the min-
imum and maximum scaling values, respectively. The rationale
behind this design is that static activities exhibit simple and stable
patterns in accelerometer readings, as shown in Figure 2a. This
carefully designed dual approach allows us to introduce controlled
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variations while preserving the essential characteristics of each ac-
tivity type. The perturbations are specifically designed to maintain
signal characteristics while producing sufficient variation to effec-
tively probe how the target encoder responds to and learns from
the training data. In this study, we set spin = 10, Smax = 40, and
L = 20 as default values, with further comparisons under different
settings provided in Section 6.2.

4.4 Membership Inferring

As detailed in Section 3.2, the inferrer operates under significant
constraints, having no access to the encoder’s architecture or train-
ing algorithm. The only potential advantage available to the inferrer
is background knowledge B about the pre-training data distribution
P . Therefore, we consider two inferrers in this paper: Inferrer-1,
which possesses complete knowledge of the pre-training data dis-
tribution (8 = %), and Inferrer-2, which operates without any
prior knowledge of the distribution (8 = 0). This design allows us
to systematically evaluate how background knowledge influences
inference capabilities.

Inferrer-1. Given the knowledge of pre-training data distribu-
tion, the inferrer 7; can obtain a shadow dataset D that shares the
same distribution as the pre-training data but was not used in the
actual pre-training. To make use of this additional information, the
inferrer first constructs a labeled shadow dataset D = {x;, gi}le
using the previously introduced activity labeling module. Since the
inferrer can query the target encoder and obtain output embed-
dings, they attach a linear probe (called a shadow classifier Cg_) to
the target encoder. This shadow classifier is trained using standard
supervised learning:

2

(x1,9:) €Ds

where L is the binary cross-entropy loss. Once the shadow clas-
sifier is trained, the inferrer begins the security game defined in
Section 3.1.

Given a sample x randomly drawn from the provider S, the
inferrer first generates a pseudo label § according to the activity
intensity. Then, the inferrer creates N perturbations of the sample to
build a series of perturbed samples xi, X’Z, e ,X;V. These perturbed
samples are passed through both the target encoder fy and shadow
classifier Cy_ with a softmax function to obtain their probabilities
of correct classification p;. Following the approach from LiRA [6],
we apply logarithmic scaling to these probabilities:

©)

min
Coy

L(Co, (fo(x:)), 9i)s

pi=log(T———— fipt i 2)i for pi=Co,(foxi)) g, (©)

where ¢ is a small constant added to avoid undefined values in
the calculation. Since perturbed member data is expected to show
more diverse responses to perturbations, the scaled probabilities
should exhibit greater instability compared to non-member data.
We therefore use the standard deviation of these probabilities as
the membership function:

I (x. fo. B) =

1 N
N Zl@i -p?

where p is the mean probability of all perturbed samples. 7; is set
to 0.3 for Inferrer-1 to infer membership.
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Inferrer-2. In scenarios where the inferrer lacks knowledge of
the pre-training data distribution, we propose that Inferrer-2 can
determine membership by directly examining perturbation stability.
Without any background knowledge, the inferrer can immediately
begin the security game without training shadow models, making
this approach more practical in real-world settings.

Given a sample x, the process begins with the same two steps:
generating a pseudo label § and creating N perturbed samples.
However, instead of producing output logits, the target encoder
generates N feature vectors for the perturbed samples. These fea-
ture vectors capture the high-dimensional representations of both
the original and perturbed samples. We then use the Euclidean
distance d to quantify the difference between the original feature
vector and each perturbed vector, yielding a set of distances that
characterize the model’s stability under perturbations. Intuitively,
member samples used during pre-training may exhibit different
stability patterns compared to unseen samples. The membership
function is defined as below:

N
&) = 3 2 @H. &) - D% @
i=1

where d represents the mean distance across all pairs of original and
perturbed feature vectors. This formulation captures the variance in
the model’s responses to perturbations, providing a metric that can
potentially distinguish between member and non-member samples
based on their stability characteristics. In this paper, we use a default
setting of N = 100. Given that the distance of feature vectors is
smaller than the value of output logits, the decision threshold 73 is
set to 0.1 for Inferrer-2.

5 EXPERIMENTAL SETTINGS

All experiments are conducted on a Linux server with an Intel(R)
Xeon(R) Gold 6258R CPU and NVIDIA A100 GPUs with 40GB of
memory.

5.1 Encoders

In this paper, we employ two widely adopted SSL methods as the
target encoders.

SimCLR. Following Qian et al. [35], we employ SimCLR [9]
to pre-train a ResNet18 [15] as the target encoder. We adapt the
input layer of ResNet18 to suit the dimensions of IMU data. For
data augmentation, we employ random noise and resampling. The
pre-training epochs, batch size, and learning rate are set to 200, 128,
and 0.003, respectively.

LIMU-BERT. LIMU-BERT [52] is a lite BERT-inspired represen-
tation learning model designed specifically for IMU sensor data. For
our purposes, we modify only the pre-training dataset to align with
our tasks, leaving the model architecture and other components
unchanged.

5.2 Datasets

This paper quantitatively evaluates our proposed methods using
three publicly accessible datasets that have been widely employed
in IMU sensing. All IMU readings are kept in the same shape (120,
6), where 120 is the time step.
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Table 1: The information required for different member-
ship inference methods. The top 5 methods are originally
designed for supervised learning,.

Methods | Shadow Models Shadow Data Labels

Shokri et al. [42]
Yeom et al. [56]
Watson et al. [49]
ML-Leaks [39]
LiRA [6]

EncoderMI-V [28]

EncoderMI-T [28]

Zheng et al. [25]
Inferrer-1 I
Inferrer-2 I,

AN NN RN
EANANEN N E NN NN
XX XXX|NNNANSN

HHAR. The HHAR [44] dataset comprises 9166 accelerome-
ter and gyroscope readings for 6 specific activities: biking, sitting,
standing, walking, going upstairs, and going downstairs, collected
from 9 users. In this study, users 0-6 are designated as members,
while users 7 and 8 are non-members.

Motion. MotionSense [31] comprises 4534 IMU sensor data col-
lected from 24 participants performing 6 different activities: going
downstairs, going upstairs, walking, jogging, sitting, and standing.
In this study, participants 21-23 are designated as non-members.
For simplicity, we refer to this dataset as Motion.

UCI. The UCI [37] dataset contains 2088 samples from 30 users
performing 6 activities: standing, sitting, lying down, walking, go-
ing downstairs, and going upstairs. Users 0-20 are designated as
members, with the rest as non-members.

5.3 Metrics

Following prior work [6, 49], we evaluate membership inference at
low false positive rates (FPRs) instead of balanced accuracy. To illus-
trate the importance of this choice, consider the example from [6]:
an inference method that accurately identifies 0.1% of users while
guessing randomly otherwise is more effective than one with a uni-
form 50.05% success rate, despite similar balanced accuracy. This is
because the precise privacy breach of a small subset of members
poses a greater risk than an uncertain privacy leakage across all
data groups.

Furthermore, maintaining a low FPR is crucial for membership
inference, regardless of whether the analysis is conducted by the
data owner or an external attacker. A high FPR can reduce the effec-
tiveness and reliability of membership inference as a tool to assess
potential privacy leaks in pre-training data. Following recent stud-
ies [3, 6], we focus on precision and recall at low FPRs throughout
this paper. Given the scale of the IMU datasets, we specifically tar-
get FPRs of 1% and 5%, adjusting thresholds accordingly to maintain
these levels.

5.4 Baseline Methods

This paper compares eight membership inference methods, sum-
marized in Table 1. The top 5 methods are originally designed for
supervised learning and require additional label information, which
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may not be feasible in the SSL context. Nonetheless, we still provide
these methods with all the required information, including access
to the downstream classifier trained on the same pre-training data.
While this setup grants the inference methods a significantly advan-
tageous level of background knowledge, leading to an inherently
unfair comparison, it allows us to benchmark our methods against
a strong baseline and gain valuable insights.

The remaining three methods are specifically designed for SSL.
EncoderMI-V and EncoderMI-T are two methods proposed in [28],
where the only difference is whether the membership classifier
is vector-based or threshold-based. EncoderMI exploits the data
augmentation techniques deployed in the pre-training stage of
contrastive learning to infer membership. Zheng et al. [25] focus on
another SSL paradigm, exploiting the masked modeling mechanism
to perform the inference.

6 EVALUATION

6.1 Encoder Performance

1.0
-
-
Tteam
0.9
08l * LIMU-BERT 0.g| —® LIMU-BERT 0./ —® LIMU-BERT
| - SimCLR L | -® SimCLR | -m SimCLR
Train Test New Train Test New Train Test New
(a) HHAR (b) Motion (c) UCI

Figure 3: Downstream classification accuracy for different
data groups. "Train", "Test", and "New" represent member
data, same-distribution shadow data, and non-member data
relative to the training set, respectively.

Before evaluating our proposed membership inference methods,
we first examine the utility of the target encoder and quantify the
extent of overfitting.

Utility. Figure 3 presents the downstream classification accuracy
across various datasets based on the two target encoders. In most
cases, the accuracy remains higher than 90%, demonstrating the
powerful ability of the pre-trained encoders to learn effective repre-
sentations for downstream sensing tasks. Notably, the performance
of the unseen HHAR dataset is relatively lower than that of the
other datasets, achieving an accuracy of approximately 80%. This
difference could be attributed to the greater domain shift present
in the HHAR dataset, which poses additional challenges for gen-
eralization. Despite this, these encoders still maintain reasonable
performance for studying privacy leakage in this paper.

Overfitting. As shown in Figure 3, the higher performance on
the training dataset reveals the overfitting behavior. To quantify
the extent of overfitting, we present the loss values and k-fold cross-
validation results on unseen data in Table2. Specifically, the train
loss, test loss, and new loss correspond to the loss values for member
data, same-distribution shadow data, and non-member data relative
to the training set, respectively. The consistently higher new loss
values compared to both the train and test loss values suggest that
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Table 2: Overfitting analysis: cross-entropy loss of different
data groups and k-fold cross-validation performance. "5-fold
Std." represents the standard deviation of accuracy over 5-
fold validation on unseen data.

Encoder — | LIMU-BERT \ SimCLR
Dataset > | HHAR Motion UCI | HHAR Motion  UCI
TrainLoss | 0.002  0.001  0.048 | 0.044  0.089  0.097
TestLoss | 0.073 0137  0.094 | 0052  0.148  0.106
NewLoss | 0735 0153 0491 | 0713 0196  0.241
5foldStd. | 1.08% 3248% 4.70% | 2.36% 30.36% 6.60%
7-fold Std. | 275%  24.02% 8.53% | 276% 2851% 7.10%
10-fold Std. | 1.21%  26.44% 9.53% | 2.07% 29.43% 9.82%

the encoders tend to overfit the training data. The HHAR dataset
exhibits the largest loss difference, indicating the highest degree of
overfitting.

Furthermore, k-fold cross-validation results show that both en-
coders demonstrate greater performance instability on the Motion
unseen data, likely due to a significant domain shift. This suggests
that the encoder may struggle to generalize across diverse new
domains. Overall, the encoders exhibit overfitting to the HHAR and
Motion training sets in different ways, while their overfitting to
the UCI dataset is relatively moderate.

In general, the encoder achieves strong utility performance while
exhibiting some degree of overfitting to the training set, making
them applicable for membership inference.

6.2 Experimental Results

Tables 3 and 4 show the performance of our proposed methods
compared to baseline approaches on two different SSL encoders. The
low recall values reflect our focus on reliability, with uncertain data
classified as non-members to reduce false positives, as illustrated
in Section 5.3.

For LIMU-BERT, our methods significantly outperform existing
SSL-based approaches in both precision and recall at low FPRs. No-
tably, even when compared against the top 5 methods that leverage
substantially more background knowledge, our approaches show
superior performance. The only exception is LiRA, which achieves
better results, especially on the Motion dataset. However, LiRA’s
performance drops substantially when using LiRA*, a variant with-
out access to the downstream classifier trained on the pre-training
dataset. This performance gap suggests that LiRA’s better inference
results are likely based on additional knowledge gained from the
downstream classifier. This contrast highlights both the importance
of background knowledge in membership inference and the effec-
tiveness of our proposed methods in identifying member samples
with limited information.

When evaluating the SimCLR encoder, our methods generally
surpass most SSL-based baselines, with one exception: EncoderMI-
T shows slightly better performance at 1% FPR on the UCI dataset.
Similarly, our methods also cannot outperform all the top 5 methods
that possess additional information from the downstream classi-
fier. However, the strong performance of our methods compared
to several supervised learning-based baselines and most SSL-based
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Table 3: Membership inference results for LIMU-BERT. Bold values indicate the best performance by our methods across all
baselines, while underlined values represent the second-best. LIRA* refers to LiRA without access to the downstream classifier

trained on the same pre-training dataset.

Datasets — HHAR Motion UCI

Metrics — @1% FPR @5% FPR @1% FPR @5% FPR @1% FPR @5% FPR
Methods | | Precision Recall Precision Recall | Precision Recall Precision Recall | Precision Recall Precision Recall
Shokri et al. 0.7717 0.0339 0.6818 0.1074 0.5833 0.0193 0.6667 0.1006 0.0000 0.0035 0.5341 0.0557
Yeom et al. 0.6278 0.0169 0.6278 0.0843 0.4385 0.0078 0.4385 0.0390 0.4665 0.0087 0.4665 0.0437
Watson et al. 0.3823 0.0062 0.2537 0.0172 0.5714 0.0155 0.5593 0.0638 0.0000 0.0087 0.5385 0.0609
ML-Leaks 0.2759 0.0038 0.3376 0.0258 0.0000 0.0000 0.6557 0.0824 0.5430 0.0119 0.5430 0.0594
LiRA 0.9810 0.0142 0.9051 0.0710 0.9835 0.0233 0.9174 0.1084 0.9115 0.0212 0.6601 0.0971
LiRA* 0.9447 0.0099 0.4987 0.0497 0.9166 0.0107 0.5161 0.0619 0.3333 0.0050 0.4925 0.0487
EncoderMI-V 0.7826 0.0372 0.6245 0.0830 0.2857 0.0077 0.3658 0.0290 0.0000 0.0014 0.2609 0.0203
EncoderMI-T 0.7273 0.0267 0.5907 0.0730 0.4286 0.0077 0.3864 0.0329 0.5625 0.0130 0.5270 0.0565
Zheng et al. 0.2963 0.0043 0.4124 0.0358 0.1667 0.0097 0.4615 0.0464 0.2500 0.0043 0.3200 0.0246
Inferrer-1 I3 0.8750 0.0702 0.7328 0.1375 0.6471 0.0213 0.6711 0.1044 0.6316 0.0232 0.6635 0.1058
Inferrer-2 1 0.8051 0.0453 0.6882 0.1117 0.2000 0.0058 0.5000 0.0503 0.5385 0.0116 0.5000 0.0507

Table 4: Membership inference results for SimCLR. Bold values indicate the best results among all SSL-based methods, while

underlined values show the second-best results.

Datasets — HHAR Motion UCI

Metrics — @1% FPR @5% FPR @1% FPR @5% FPR @1% FPR @5% FPR
Methods | | Precision Recall Precision Recall | Precision Recall Precision Recall | Precision Recall Precision Recall
Shokri et al. 0.0000 0.0000 0.0000 0.0005 0.2222 0.0039 0.2273 0.0116 0.3636 0.0058 0.3962 0.0362
Yeom et al. 0.9520 0.2086 0.8630 0.3217 0.8182 0.0522 0.5667 0.0658 0.3636 0.0058 0.2195 0.0130
Watson et al. 0.6441 0.0181 0.3933 0.0334 0.9107 0.1006 0.8015 0.2031 0.1818 0.0029 0.7083 0.1232
ML-Leaks 0.9496 0.1933 0.8652 0.3217 0.5000 0.0103 0.5192 0.0522 0.7407 0.0290 0.5882 0.0725
LiRA 0.9584 0.0890 0.7945 0.2109 0.8365 0.0394 0.7074 0.1013 0.9919 0.0094 0.9595 0.0469
LiRA* 0.9378 0.0524 0.8397 0.1665 0.9762 0.0109 0.8809 0.0543 0.9865 0.0081 0.9327 0.0406
EncoderMI-V 0.5000 0.0091 0.3082 0.0220 0.4444 0.0116 0.5937 0.0735 0.4615 0.0087 0.4355 0.0391
EncoderMI-T 0.6441 0.0181 0.4555 0.0420 0.6667 0.0213 0.5263 0.0580 0.7273 0.0246 0.5679 0.0667
Zheng et al. 0.4000 0.0067 0.4101 0.0348 0.0000 0.0039 0.4348 0.0387 0.0000 0.0014 0.4107 0.0362
Inferrer-1 I3 0.8990 0.0916 0.7619 0.1604 0.8936 0.0986 0.7312 0.1354 0.6956 0.0232 0.5976 0.0739
Inferrer-2 I 0.8955 0.0859 0.7729 0.1695 0.8000 0.0464 0.6338 0.0870 0.4615 0.0087 0.5000 0.0507

methods demonstrates their ability to perform membership infer-
ence effectively, even with limited background knowledge.

Across all cases, we observe that Inferrer-1 consistently outper-
forms Inferrer-2, further highlighting how additional background
knowledge of the pre-training distribution enhances membership in-
ference performance. The relatively weaker performance of Inferrer-
2 on the UCI dataset may be due to the encoder’s strong general-
ization capabilities and minimal overfitting. This is supported by
the small difference in loss values and the k-fold cross-validation
results presented in Table 2.

6.3 Impacts of Different Modules

In this subsection, we conduct an ablation study on the two key
modules of our method and analyze its robustness under varying
hyperparameters. For simplicity, we use the relatively less powerful
Inferrer-2 to examine these effects.
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Table 5: Membership inference results on LIMU-BERT by
activity label (0: static, 1: dynamic). Bold values indicate per-
formances that exceed direct inference.

@ 1% FPR @ 5% FPR
Precision Recall Precision Recall
Labels 0 1 0 1 0 1 0 1

HHAR 0.7649
Motion 0.4286
UCI 0.6800
HHAR 0.7149
Motion 0.5333
UCI 0.4412

Metrics

0.0949
0.1477
0.0231
0.1161
0.1281
0.0161

0.1602
0.0429
0.0988
0.1256
0.0605
0.0396

0.8621
0.7778
0.0000
0.8961
0.8571
0.0000

0.8947
0.5000
0.5000
0.8776
0.2000
0.5000

0.0766
0.0464
0.0087
0.0910
0.0591
0.0032

0.0853
0.0107
0.0145
0.0666
0.0032
0.0132

0.6327
0.7500
0.2857
0.6960
0.7429
0.1905

I

I

Activity Labeling. By generating activity labels for the samples
to be inferred, we can conduct a fine-grained analysis of member-
ship inference across different activities. Tables 5 and 6 present per-
formance on LIMU-BERT and SimCLR encoders. The experimental
results show that activity-specific inference improves performance
across most cases. This improvement is particularly significant for
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Figure 4: The impact of different data perturba- Figure 5: The impact of different data perturba-
tions on Motion.

tions on HHAR.

Table 6: Membership inference results on SimCLR by activ-
ity label (0: static, 1: dynamic). Bold values indicate perfor-
mances that exceed direct inference.

@ 1% FPR @ 5% FPR
Precision Recall Precision Recall
Labels 0 1 0 1 0 1 0 1

HHAR 0.0853
Motion 0.0107
UCIT 0.0145
HHAR 0.1122
Motion 0.0573
UCI 0.0026

Metric

0.3333
0.8947
0.8000
0.8409
0.9167
0.7692

0.9282
0.8000
0.6667
0.9182
0.7692
0.2000

0.0766
0.0464
0.0087
0.0501
0.1084
0.0450

0.2931

0.8197
0.6731
0.6000
0.7838
0.6364

0.8047
0.6739
0.6304
0.8123
0.7059
0.3929

0.0949
0.1477
0.0231

0.0660
0.1478
0.0997

0.1602
0.0429
0.0988
0.2169
0.1210
0.0369

I

I

the SimCLR encoder on the UCI dataset, transforming the infer-
ence from ineffective to effective. This effect is likely due to certain
activities generalizing better for specific encoders while exhibiting
lower levels of overfitting. Consequently, these activities become
more distinguishable within specific data subsets rather than across
the entire dataset. These results suggest that knowledge of the un-
derlying activity type provides valuable information that enhances
membership inference capabilities. Moreover, activity labeling can
provide additional benefits by guiding specific perturbation tech-
niques, which we will demonstrate in the following part.

Data Perturbation. To evaluate our activity-based perturba-
tion strategy, we compare Inferrer-2’s performance across different
perturbation methods. We examine three alternative strategies:
1) Scale: applying only scaling perturbations to all activities, 2)
Smooth: applying smoothing to all activities, and 3) Swap: invert-
ing our proposed approach by applying scaling to dynamic activ-
ities and smoothing to static activities. As shown in Figure 4 and
Figure 5, our proposed strategy consistently outperforms these al-
ternative strategies in most cases. Notably, the performance gap is
particularly obvious when compared to the Swap strategy, which
consistently yields the poorest results among all perturbation ap-
proaches. In addition, the results reveal that applying scaling can
be detrimental to inferring dynamic activity, while it can be ben-
eficial for static activities. This can be attributed to scaling may
break the dynamic activity patterns to confuse the encoder. These
observations strongly support our approach of selectively applying
different perturbation types based on coarse activity types.

Perturbation Times. Our methods fundamentally rely on ana-
lyzing the stability characteristics of IMU data under multiple per-
turbations. Therefore, understanding the influence of the number

(a) LIMU-BERT

276

Figure 6: Experiment
setup for downstream
IMU sensing data collec-
tion.

(b) SimCLR
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Figure 7: Membership inference results of Inferrer-2 across
various perturbation times N.

Table 7: Membership inference performance for dynamic ac-
tivity data on the HHAR dataset at different smooth lengths.

Length L | 10 15 20 25 30
@ 17 FPR Recall | 0.0845 00710 00666 0.0509 0.0546
LIMU-BERT Precision | 0.8952 0.8716 0.8776 0.8354 0.8452
@ 5% FPR Recall | 0.1937 0.1451 0.1256 0.1055 0.1122
: Precision | 0.7969 0.7461 0.7149 0.6750 0.6948
Recall | 0.0748 0.1002 0.1122 0.1077 0.0710
@1%FPR | ¢
SimCLR Precision | 0.8818 0.9103 0.9182 0.9150 0.8738
@ 5% FPR Recall | 0.1758 0.2378 0.2169 0.2124 0.1690
‘ Precision | 0.7807 0.8267 0.8123 0.8114 0.7740

of perturbations N is crucial for evaluating our methods’ effective-
ness and robustness. As depicted in Figure 7, recall and precision
increase significantly as N grows from 5 to 50, after which the
rate of improvement slows and reaches a plateau. This relationship
validates the foundational principle of our methods: increasing the
number of perturbations enhances the robustness and reliability
of stability measurements. With more perturbation times, our ap-
proach can better characterize the inherent stability patterns of
feature vectors that differentiate member data from non-member
data, leading to more accurate membership inference.

Smooth Length. For dynamic activities § = 1, our methods
apply smoothing perturbations to generate modified samples and
analyze the stability characteristics of their corresponding feature
vectors. Table 7 presents the inference results for dynamic activity
data § = 1 under various smoothing window lengths on the HHAR
dataset. In general, the results demonstrate stable performance.
However, it is worth noting that in some cases, the performance de-
creases slightly when the smoothing length is increased to 30. This
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Table 8: Membership inference performance for static activ-
ity data on the HHAR dataset at different scaling factors.

Scaling LIMU-BERT SimCLR

g @ 1% FPR @ 5% FPR @ 1% FPR @ 5% FPR
Recall Precision Recall Precision | Recall Precision Recall Precision

(10, 20) | 0.0910 0.9067 0.1187 0.6923 0.0528 0.8333 0.0660 0.5102

(10,30) | 0.0923 0.8974 0.1161 0.6822 0.0514 0.8409 0.0660 0.6282

(10, 40) | 0.0910 0.8961 0.1161 0.6960 0.0501 0.8409 0.0660 0.5568

(10, 50) | 0.0884 0.8933 0.1201 0.7031 0.0475 0.8000 0.0567 0.5187

suggests that a smoothing length of 30 may be overly aggressive for
IMU readings with a total length of 120, potentially obscuring fine-
grained temporal patterns that are crucial for effective membership
inference in dynamic activities.

Scaling Factor. For the static activity data §j = 0, our methods
introduce scaling to generate perturbed samples. Table 8 presents
the membership inference results for static activity data on the
HHAR dataset across a range of scaling factors, showing the preci-
sion and recall rates at different FPRs. In general, these performance
metrics remain notably stable for both LIMU-BERT and SimCLR
encoders across various tested scaling factors. This consistency in
performance demonstrates that our proposed scaling perturbation
strategy is inherently robust when dealing with static activity data.

Encoder Size. The increasing prevalence of large pre-trained
encoders as foundation models across various tasks and domains
makes it essential to examine the relationship between encoder
size and vulnerability to membership inference. To systematically
investigate this relationship, we conduct experiments using three
encoder architectures of different complexity: a simple three-layer
CNN, ResNet18 (our deployed model), and ResNet34. To ensure a
fair comparison, we maintain identical pre-training configurations
across all encoders. Intuitively, larger models are more prone to
overfitting their training data, which should make membership
inference more effective. However, this tendency is not obvious in
our experimental results, as shown in Figure 8. In several scenarios,
the membership inference even performs better on the simpler
CNN compared to more complex models. For instance, in the case
of 17 on static activity, our membership inference achieves higher
recall and precision against the simple CNN compared to complex
ResNet models. This could be because the simple CNN converges
faster and learns the training data patterns more quickly within
the same number of training epochs, potentially leading to more
significant memorization of certain activities.

6.4 User Case: Fine-tuning Encoders for Specific
Applications

As illustrated in Section 2, pre-trained encoders can be deployed
locally and further fine-tuned to enhance downstream performance
for specific user applications. This fine-tuning process enables mod-
els to adjust their parameters, allowing better adaptation to unique
downstream data distributions. However, these updates may influ-
ence overfitting to the pre-training data, thereby affecting member-
ship inference performance. To evaluate the privacy implications
of pre-training data in a more practical setting, we construct a real-
world IMU sensing task and fine-tune the target encoder to varying
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Figure 8: Membership inference performance against the
SimCLR with different size encoders. 7; — 0 denotes Inferrer-
1 applied to static activity data.

degrees. In our experiment, two participants performed four dif-
ferent activities: standing, walking, running, and cycling. During
these activities, each participant used four different smartphone
models, introducing real-world variability in device hardware. An
example of the walking activity data is shown in Figure 6.

In many cases, users may only fine-tune the top layers of a
pre-trained encoder to save computational resources. To assess
privacy leakage risks associated with these fine-tuned encoders,
we examine various fine-tuning percentages, which we denote as
tuning rates. The membership inference performance of Inferrer-2
for the LIMU-BERT and SimCLR encoders across different tuning
rates is shown in Figure 9 and Figure 10, respectively. In general,
these results demonstrate that our proposed membership inference
methods can compromise the privacy of the pre-training dataset,
even under high tuning rates.

Interestingly, the inference performance improves as the tuning
rate increases in some cases. This trend is particularly evident for
the LIMU-BERT on the UCI dataset. This observation suggests that
fine-tuning may make the overfitting of the encoder to the UCI
data more pronounced by updating the model parameters, thereby
improving the ability to distinguish member from non-member sam-
ples. Another observation is that the performance across different
activity data can be exchanged in some cases, which is particularly
obvious for SimCLR on the UCI dataset. This phenomenon may be
because partial fine-tuning can remove the encoder’s overfitting to
one activity while making the overfitting to another activity more
apparent.

Overall, these findings indicate that our proposed membership
inference approach remains effective even when the target encoder
is fine-tuned, highlighting the importance of carefully consider-
ing privacy implications when deploying pre-trained models in
practical applications.

7 DISCUSSION ON COUNTERMEASURES
7.1 Early Stopping

Most existing membership inference methods are based on the
overfitting of a model to its training dataset. One of the simple
methods to mitigate overfitting is early stopping, which limits the
training epochs to prevent the model from becoming too tailored to
the training data [58]. To assess the effectiveness of early stopping
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precision.

in mitigating membership inference, we use SImCLR to pre-train
encoders for different numbers of epochs while keeping all other
pre-training hyperparameters constant.

Figure 11 shows the membership inference performance on the
HHAR dataset across different classes and pre-training epochs.
The results do not demonstrate a consistent trend indicating that
early stopping reliably mitigates membership inference attacks. For
instance, in some cases (e.g., 71 — 1), recall and precision are higher
with 200 epochs compared to 500 or 1000 epochs, whereas for others
(e.g., I2) performance is less affected by pre-training epochs. This
may be attributed to the inherent diversity of IMU data within each
activity type, which requires longer training periods to effectively
learn inter-class distinctions.

Moreover, early stopping presents an additional challenge: while
it might help prevent overfitting, it can also compromise the en-
coder’s performance, as longer training periods typically yield bet-
ter model capabilities.

7.2 Data Augmentation

Data augmentation techniques, which involve creating modified
versions of training examples through transformations like rota-
tions and crops, have proven essential for preventing overfitting
and improving model generalization in supervised learning [43].
However, in SSL frameworks, these same augmentation strategies
can inadvertently introduce privacy vulnerabilities. For instance,
EncoderMI [28] shows how the same data augmentation methods
used during pre-training can be exploited to perform membership
inference on pre-trained image encoders. Besides, since data aug-
mentation is already a core component of contrastive learning,
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Figure 11: Membership inference performance on the HHAR
Dataset using the SimCLR encoder across varying pre-
training epochs.

introducing additional augmentation techniques is unlikely to en-
hance privacy protection and may even provide inferrers with more
information about the training process.

7.3 Differential Privacy

Differential privacy (DP) provides formal privacy guarantees for
algorithms operating on aggregate databases by ensuring that the
presence or absence of any single data point has minimal impact
on the algorithm’s output [1, 13]. In practice, DP is typically imple-
mented by adding carefully calibrated noise to either the training
data, objective function, or gradients during training [20, 41]. For
example, DP-SGD [1] applies random Gaussian noise to the gradi-
ent computed during the stochastic gradient descent process. While
the addition of noise is beneficial for privacy guarantees, it may sig-
nificantly degrade the quality of the learned representations. This
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degradation in representation quality often leads to unsatisfactory
performance in downstream classification tasks [60], creating a
challenging trade-off between privacy protection and model utility.

8 RELATED WORK

8.1 SSL-based Sensing Encoders

This paper focuses on SSL-based IMU sensing encoders, which
can effectively exploit abundant unlabeled sensor data to enhance
generalization [14]. TPN [38] employs a multi-task temporal CNN
as the encoder, training it to recognize transformations applied to
raw accelerometer data. LIMU-BERT [52] adapts BERT architec-
ture for generalizable feature extraction from multiple unlabeled
IMU sensing data. ColloSSL [19] leverages unlabeled multi-device
data from a single user as different augmentations, learning high-
quality features through multi-view contrastive loss. Cosmo [33]
introduces novel fusion-based contrastive learning and quality-
guided attention mechanisms that effectively integrate multiple
sensor modalities for human activity recognition. CrossHAR [16]
proposes hierarchical pretraining with physically-informed data
augmentation to improve generalization.

The success of these approaches in leveraging large amounts of
unlabeled IMU data demonstrates the growing importance of SSL
in sensor-based applications. However, this widespread adoption of
SSL methods also raises important questions about potential privacy
vulnerabilities in these systems, which motivates our investigation.

8.2 Membership Inference

Membership inference can be a practical threat to machine learning
models by determining whether a given input is part of the model’s
training dataset [27, 40]. For traditional supervised learning models,
the inferrer can exploit real label information to perform member-
ship inference. Shokri et al. [42] propose training multiple shadow
models to replicate the behavior of the target model and then using
a binary classifier to predict membership. Yeom et al. [56] assume
that the model’s loss on member data should be lower than on non-
member data. Salem et al. [39] choose the top-k output logits from
the target model to infer membership. LiRA [6] formulates mem-
bership inference as a hypothesis test, enhancing its effectiveness
by incorporating label information and logit scaling.

For SSL-based encoders, the inferrer cannot leverage label infor-
mation or classifier-specific indicators. EncoderMI [28] exploits data
augmentation deployed in contrastive learning to infer membership.
Mattern et al. [32] propose membership inference to pre-trained
language models by neighborhood comparison. Zheng et al. [25]
employ reconstruction errors of masked images as membership
inference signals in masked image modeling-based encoders. The
work most similar to ours is PartCrop [60], which presents a unified
approach for various SSL methods in the image domain by cropping
images and analyzing the responses in the image feature map.

Our proposed methods have some unique aspects. First, we focus
on IMU sensor data, which differs from well-studied image and text
data and can contain sensitive identity information. While there has
been limited work addressing this privacy threat within the context
of federated learning [8], our study is the first to explore its impact
on SSL models. Second, we leverage the physical information in IMU
readings for pseudo-labeling and design adaptable perturbation
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strategies for membership inference across different SSL methods
In contrast, existing methods designed for SSL methods are often
tailored to a specific algorithm and may not be applicable to others.

9 FUTURE WORK

In future work, we can explore IMU sensing encoders from four
key perspectives, as outlined below.

Multi-modal Encoders. Multi-modal models have demonstrated
potential for enhancing sensing performance [5, 50, 53, 55]. How-
ever, their dependence on larger datasets spanning multiple modal-
ities, the potential use of multiple encoders, and the expansion
of encoder size may increase the risk of privacy leakage. Future
work should investigate the potential vulnerabilities and privacy
implications of multi-modal encoders.

Large Foundation Models. Foundation models can serve as the
base model for different downstream tasks through fine-tuning or
prompt engineering. In this paper, we only focus on the human ac-
tivity recognition task. Understanding and addressing these privacy
challenges is crucial before deploying foundation sensing models in
real-world applications where they can process abundant sensitive
information about individuals’ behaviors and daily patterns.

Generative Models. While our paper focuses on using SSL-
based encoders to generate feature vectors, generative models can
directly synthesize various sensing data [10, 11, 23, 26, 46—48], play-
ing an important role in deep learning-based sensing applications
by improving data diversity. Future work could investigate whether
these generative models could potentially compromise the privacy
of the pre-training sensing data.

Privacy Protection. The goal of investigating membership in-
ference is not to compromise privacy but rather to protect against
privacy leakage [18]. Future work should focus on developing ro-
bust methods, particularly for securing IMU data that can contain
sensitive personal information, to effectively prevent information
leakage.

10 CONCLUSION

We propose a novel membership inference method for unlabeled
IMU sensing data and encoders trained using different SSL algo-
rithms. Our approach is designed to work without detailed knowl-
edge of the SSL algorithm, making it more practical to implement.
To achieve this, we leverage the physical information in IMU read-
ings to roughly classify unlabeled IMU readings into two categories:
static and dynamic activity. We then apply specific perturbations to
each activity type. Our key insight is that when these perturbations
are applied to the member data that is used to train the model, the
target encoder produces more inconsistent outputs compared to
non-member data. This occurs because the target encoder may rec-
ognize some perturbed variants as closely resembling the original
training data, while others are different. Our experimental results
on multiple SSL methods and datasets show that our method can
achieve high recall and precision at low FPRs.
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Abstract—While supervised deep neural networks (DNNs) have
proven effective for device authentication via radio frequency
(RF) fingerprinting, they are hindered by domain shift issues and
the scarcity of labeled data. The success of large language models
has led to increased interest in unsupervised pre-trained models
(PTMs), which offer better generalization and do not require
labeled datasets, potentially addressing the issues mentioned
above. However, the inherent vulnerabilities of PTMs in RF
fingerprinting remain insufficiently explored. In this paper, we
thoroughly investigate data-free backdoor attacks on such PTMs
in RF fingerprinting, focusing on a practical scenario where
attackers lack access to downstream data, label information, and
training processes. To realize the backdoor attack, we carefully
design a set of triggers and predefined output representations
(PORs) for the PTMs. By mapping triggers and PORs through
backdoor training, we can implant backdoor behaviors into
the PTMs, thereby introducing vulnerabilities across different
downstream RF fingerprinting tasks without requiring prior
knowledge. Extensive experiments demonstrate the wide applica-
bility of our proposed attack to various input domains, protocols,
and PTMs. Furthermore, we explore potential detection and de-
fense methods, demonstrating the difficulty of fully safeguarding
against our proposed backdoor attack.

Index Terms—Backdoor Attack, Pre-trained Model, Radio
Frequency Fingerprinting, Security.

I. INTRODUCTION

The proliferation of the Internet of Things (IoT) has led to
the ubiquitous integration of wireless technology in daily life.
As the number of wireless devices continues to grow, there
is a critical need for effective and efficient device authenti-
cation methods [1]-[3]. Radio frequency (RF) fingerprinting
has emerged as a promising technique, offering enhanced
resistance to tampering and spoofing compared to conventional
methods [4], [5]. RF fingerprints are unique characteristics
that arise from inherent physical imperfections in the analog
circuitry of RF emitters, introduced during the manufacturing
process [6], [7]. These subtle imperfections affect transmitted
signals without compromising overall device functionality,
resulting in a distinct fingerprint for each RF emitter, including
ultra-low-power and legacy devices.

Deep neural networks (DNNs) have demonstrated remark-
able capabilities in automatically extracting and classifying
RF fingerprints [8]-[10]. However, they face two significant
challenges in RF fingerprinting applications: the need for
large amounts of high-quality labeled data and vulnerability

$The corresponding author is Xuyu Wang (xuywang @fiu.edu).

to domain shift. While previous studies have explored few-
shot learning [11], [12] and domain adaptation techniques [13],
[14] to mitigate these issues, these approaches have lim-
itations and fail to fully leverage the abundant unlabeled
data. The success of large language models (LLMs) such as
GPT [15] and BERT [16] has sparked increased interest in self-
supervised learning (SSL) across various domains, including
RF fingerprinting [17], [18]. The SSL pipeline consists of two
key components: pre-trained models (PTMs) and downstream
classifiers. PTMs are trained on large amounts of unlabeled
data to serve as feature extractors, while downstream classifiers
are built on these PTMs using minimal or no labeled data.
This approach enhances generalization and reduces the need
for extensive labeled datasets, potentially addressing the data
scarcity and domain shift challenges in RF fingerprinting.

Applying SSL techniques to train general PTMs for RF
fingerprinting could potentially improve authentication per-
formance. However, ensuring security remains a top priority
for these systems. In the current deep learning landscape,
PTMs are typically large, enabling them to capture extensive
contextual information at the cost of being computationally
expensive to train. To mitigate this burden, a common practice
is to download open-source PTMs from platforms like GitHub
and HuggingFace and then fine-tune them for specific tasks.
While this approach is convenient and efficient, the widespread
use of publicly available PTMs raises concerns about potential
security vulnerabilities in RF fingerprinting.

One practical threat is data poisoning-based backdoor at-
tacks, where an adversary seeks to manipulate the victim
model to misbehave on inputs containing predefined triggers
while maintaining normal behavior on clean inputs. Backdoor
attacks have been extensively studied in supervised DNNs, and
recent work has explored their impacts on unsupervised PTMs
in computer vision (CV) and natural language processing
(NLP) domains. For example, BadEncoder [19] investigates in-
jecting backdoors into image PTMs, causing downstream clas-
sifiers to inherit the backdoor behavior. Shen et al. demonstrate
backdoor attacks on PTMs by mapping triggers to predefined
output representations in the NLP domain [20]. However, there
is limited analysis of backdoor attacks on PTMs in the RF
fingerprinting domain. Given that RF fingerprinting enables
device identification and impacts the security of broader ap-
plications, it is crucial to investigate potential backdoor threats.
Therefore, this paper studies profocol-agnostic and data-free
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backdoor attacks on PTMs to meet the practical settings of RF
fingerprinting systems.

Challenges. Implementing backdoor attacks on PTMs in
RF fingerprinting systems presents several significant chal-
lenges. First, the security-critical nature of RF fingerprinting
systems prompts providers to implement robust protection for
both PTMs and downstream training processes, significantly
limiting an attacker’s capabilities. Existing powerful backdoor
attacks typically rely on manipulating the training process to
obtain the gradient information for optimizing trigger patterns
and mapping them to targeted classes [21]. However, in
protected RF fingerprinting systems, attackers cannot control
this process. Furthermore, most backdoor attacks on PTMs
require access to downstream data and label information [19],
[22], [23], which is highly sensitive and should be inaccessible
to attackers in these systems. Therefore, the primary challenge
lies in injecting backdoor behaviors into PTMs and impact-
ing downstream classification without this crucial knowledge.
Second, system providers may be cautious about using PTMs,
even those from reputable open-source platforms. To enhance
security without incurring significant computational costs, they
may fine-tune several layers of PTMs using their own clean
data, adding an extra layer of protection against potential
backdoors. This creates an additional challenge of maintaining
the effectiveness of backdoor attacks after such fine-tuning
defense strategy. Third, any added trigger should not signifi-
cantly impact the system’s performance and should be resistant
to detection methods. This poses a unique challenge for RF
fingerprinting systems since input in-phase/quadrature (I/Q)
data often undergoes signal processing, transforming it into the
frequency or time-frequency domain. This requires the trigger
to be effective and stealthy in both the time domain and the
frequency domain.

Solution. To address the aforementioned challenges, we
propose a practical backdoor attack for RF fingerprinting
PTMs by retraining a benign PTM without controlling the
downstream training process. First, we carefully design pre-
defined output representations (PORs) of PTMs that serve as
inputs for downstream classifiers. Then, we define a set of
triggers and establish connections with the PORs, enabling
the transfer of the backdoor to the downstream task. The
backdoor attack will be activated when any predefined trigger
is injected into the I/Q data. Given the security-critical nature
of these systems, we implement this backdoor injection in a
data-free manner. To achieve this, we use a small amount of
unlabeled data to construct a substitute dataset that differs from
the downstream data. This substitute dataset can be collected
by attackers or downloaded from the internet and may even
be an out-of-distribution dataset.

The main contributions of this paper are as follows.

o To the best of our knowledge, this is the first work to
investigate backdoor attacks on PTMs in RF fingerprint-
ing. We develop a practical backdoor injection method
without requiring access to downstream data.

e We propose a novel approach to generate output rep-
resentations, enabling the successful implementation of

protocol-agnostic backdoor attacks on PTMs.

¢ We conduct comprehensive experiments to evaluate our
backdoor attacks on various protocols (i.e., 802.11a/g and
LoRa) with different PTMs on both time-domain and
time-frequency domains across multiple datasets. These
experiments show the broad applicability and effective-
ness of our approach.

The rest of the paper is organized as follows. Section III
discusses the related work and Section II introduces back-
ground on SSL. Section IV illustrates the attack scenario and
threat model. Our proposed backdoor attacks are elaborated in
Section V. Section VI presents the experimental evaluations
and analysis. Finally, Section VII concludes this paper.

II. BACKGROUND: SSL

Traditional supervised learning heavily relies on large vol-
umes of labeled data, which can be costly and time-consuming
to acquire. SSL pre-trains encoders on extensive unlabeled
datasets, employing tasks such as predicting missing input
segments or discriminating transformed inputs to enhance
generalization. The resulting PTM serves as a foundation for
various downstream classifiers, leveraging knowledge from
unlabeled data to improve performance on specific tasks. This
paper focuses on two mainstream SSL approaches: generative
and contrastive methods [24]. Generative methods train an
encoder fp to represent input data x as a discernible rep-
resentation fp(x), paired with a decoder that reconstructs x
from fp(x). In the NLP domain, the most popular generative
model is auto-regressive models such as BERT and GPT
series. On the other hand, contrastive methods train an encoder
to transform augmented input x’ into a vector representation
fo(x), enabling similarity measurements between inputs. A
notable example is SImCLR [25], which aims to learn through
comparisons using the NT-Xent loss as follows:

1 & exp(sim(fo(x}), fo(x}))/7)
L = T )
K ; Zika# exp(sim(fo(x;), fo(x},))/T)

where sim(-) denotes the similarity function, K is the batch
size, and 7 represents the temperature hyperparameter.

)

III. RELATED WORK
A. RF Fingerprinting PTMs.

Recent works have emphasized the significance of PTMs
in RF fingerprinting. Chen et al. employ contrastive learn-
ing to extract domain-invariant features, demonstrating its
effectiveness in mitigating domain-specific variations for ro-
bust RF fingerprinting [18]. Liu et al. introduce SSL during
pre-training to address label dependence issues and utilize
knowledge transfer in fine-tuning to overcome sample de-
pendence limitations [17]. Similarly, Shao et al. apply SSL
to improve emitter identification performance through RF
fingerprints [26]. These studies demonstrate the promise of
SSL in the RF fingerprinting task, making it imperative to
investigate the security vulnerabilities of these methods.
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B. Backdoor Attacks.

Backdoor attacks pose a significant threat to DNNs across
related domains. Zhao et al. [27], [28] leverage explainable
tools to design backdoor attacks on model-agnostic RF fin-
gerprinting systems. [29] designs a training-based backdoor
trigger generation approach on RF signal classification. [30]
proposes backdoor attacks on wireless traffic prediction in
both centralized and distributed training scenarios. Trojan-
Flow [21] implements attacks on network traffic classification
by simultaneously optimizing a trigger generator and the
target model. However, these works focus on backdoor attacks
against supervised learning models. As the field evolves to-
ward foundation models, there is a growing need to investigate
security implications and vulnerabilities specific to PTMs.

BadEncoder [19] first proposes backdoor attacks targeting
image PTMs, followed by several concurrent studies in the
same domain [22], [23]. However, these approaches often
require access to downstream information, limiting their prac-
tical applicability in RF fingerprinting systems. The most
closely related work is in the NLP domain, where they
design output representations mapping to selected tokens for
launching attacks [20]. Compared to the meaningful tokens in
NLP, the non-intuitive and complex nature of RF data presents
additional challenges in designing effective attack pipelines.

Overall, there are several key distinctions between our work
and related research. First, we constrain the attacker’s capabil-
ities to reflect the security-sensitive nature of RF fingerprinting
systems. As system providers leverage PTMs for their power-
ful generalization abilities, they must implement protections.
Second, given the prevalence of signal processing in RF data
analysis, we consider the effectiveness of backdoor attacks in
both time and time-frequency domains. Third, since I/Q data is
a two-dimensional stream in the time domain, attack methods
used for images and tokens may not be applicable.

IV. ATTACK SCENARIO AND THREAT MODEL
A. Attack Scenario Description

The overall backdoor injection process is shown in Fig. 1.
Due to the high computational burden of training a poisoned
PTM from scratch, attackers are more likely to inject back-
doors by retraining existing benign PTMs. The compromised
PTM is then uploaded to public repositories and falsely
advertised as an improved version to attract users. A potential
victim might adopt this backdoored PTM if downstream
classifiers built upon it demonstrate satisfactory performance
in RF fingerprinting tasks. Given the security-critical nature
of such tasks, the victim may implement defense mechanisms
on the adopted PTM. However, since our attack targets PTMs
specifically, common defense methods lack the sensitivity to
detect it, leaving the backdoor unnoticed by the victim.

B. Threat Model

1) Attacker’s Goal: We consider an attacker who aims to
inject backdoors into a PTM fy in a data-free manner so that
a downstream classifier g built on the backdoored PTM fy,

[ o) (0]
Download Upload Download. - Train |O
o
o
Benign PTM Attacker Backdoored PTM Victim Classifier

Fig. 1. Attack scenario: our attack is stealthy.

renders the RF fingerprinting system ineffective with attacker-
chosen triggers t; € T'. The attacker has three goals to achieve:
o Stealthiness goal. The backdoored PTM must maintain
its utility to remain stealthy. The attacker needs to ensure
that downstream classifiers built on the compromised
PTM still perform well on clean data x, thus deceiving
victims into adopting the backdoored model. Besides,
triggers need to be concealed to evade detection methods.
« Effectiveness goal. When a downstream classifier is built
on a backdoored PTM, it should misclassify any input
containing a trigger. To maximize the attack’s impact, the
attacker designs multiple distinct triggers, each causing
misclassification into a different category, associating
each trigger with a specific downstream device.
« Robustness goal. Backdoored PTMs should achieve the
above two goals, particularly maintaining effectiveness
under potential defenses and protections.

In summary, the overall goals can be represented as:

9(fo,(xP)) # g(fo(x)); maz(|g(fe, (x"))]); )
9(fo(x)) = 9(fo, (%)), 3)

where xP = x @t denotes poisoned samples with triggers and
max(|-|) represents maximizing the number of output classes.

2) Attacker’s Capability: We consider a scenario where an
attacker obtains a clean PTM from a service provider, injects
backdoors into it, and then shares the backdoored PTM with
potential victims (e.g., by republishing it for public download).
In this context, the attacker has access to the original clean
PTM. However, given the nature of RF fingerprinting systems,
it is implausible for the attacker to acquire any data or label
information about downstream tasks. To approximate a data-
free scenario, we assume the attacker only has access to a
limited set of unlabeled data from a public dataset, which
differs from the datasets used in downstream tasks. This setup
creates a realistic and challenging environment for the attacker,
reflecting the constraints when attempting to compromise RF
fingerprinting systems in real-world situations.

V. BACKDOOR METHODOLOGY
A. Overview

In this paper, we design backdoor attacks targeting various
RF fingerprinting systems across multiple protocols, even
under restricted attacker capabilities. To achieve the goals
mentioned above, our idea is to manipulate the PTM so that 1)
it generates similar output representations for clean substitute
data as it does with the benign PTM, and 2) it produces
similar output representations for poisoned substitute data with
the PORs. Therefore, a downstream classifier built on our
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backdoored PTM will perform normally on clean inputs while
misbehaving on poisoned inputs embedded with triggers.

As shown in Fig. 2, our attack pipeline consists of three
phases: substitute dataset collection, poisoned data genera-
tion, and output representation manipulation. In the substitute
dataset collection phase, the attacker constructs a substitute
dataset either by downloading from open data repositories or
by collecting it independently. Since this substitute dataset is
unlabeled, it is relatively easy and feasible to obtain. In the
poisoned data generation stage, we first design a set of triggers
T = {t; };V:tl for the backdoor attacks. The substitute dataset
Dy is then divided into two parts: a small portion designated
as the poisoned dataset D, and the remainder as the clean
dataset D.. Data in the poisoned dataset are embedded with the
designed triggers. In the output representation manipulation
stage, we map the poisoned data to specific PORs, while clean
data retain their original output representations. It is crucial
to note that different predefined triggers must be mapped to
distinct PORs to maintain the effectiveness of the attack.

B. Backdoor Design

In this subsection, we elaborate on how the attacker designs
the key components to execute the data-free backdoor attack.

1) Substitute Dataset: Due to the impracticality of obtain-
ing downstream data and label information for RF finger-
printing systems, we have to construct a substitute dataset to
implant backdoor behaviors. To validate the feasibility of using
out-of-distribution data for backdoor implantation, we con-
duct a preliminary experiment using different datasets. Fig. 3
presents the t-SNE results of two distinct datasets: devices 0 to
2 belong to one dataset, while devices 3 to 5 belong to another.
Fig. 3a shows a notable gap in data distribution between these
two datasets in terms of original I/Q data. However, Fig.
3b shows this gap significantly narrows after the data is fed
into the PTM, with representations spread across a unified
space. This observation suggests that out-of-distribution data
can generate representations occupying similar space to those
of target data. Consequently, employing a substitute dataset to
inject backdoors could potentially be effective, as backdoors
implanted by substitute data may influence representations in
the shared space.

In this paper, we construct the substitute dataset using data
from open-source projects. To achieve the dual objectives
of implanting backdoors and maintaining accuracy on clean
samples, we divide the substitute dataset D, = {x;}7_, into
two parts: a small portion designated as the poisoned dataset
D, = {x}}X_,, and the remainder serving as the clean dataset
D, = {x;}M . The ratio of poisoned to total data is defined
as the poisoning rate ¢ = %

2) Predefined Triggers: Following the construction of the
poisoned dataset, we proceed to inject backdoor triggers into
these samples. Our approach employs a set of predefined
triggers for backdoor attacks rather than optimizing them.
This decision is based on two key factors. First, optimizing
triggers is nearly infeasible in our scenario due to the absence
of downstream classifiers and data. Without access to this

crucial information, it becomes nearly impossible to obtain
the necessary gradient information required for updating and
optimizing the trigger values through traditional gradient-
based methods. Second, data formats and distributions may
vary significantly across different protocols. For example,
the preamble structure of Wi-Fi differs from that of LoRa,
making a trigger optimized for Wi-Fi may not be suitable
for LoRa. This diversity in data structure and sampling rates
across various protocols complicates the design of a unified
trigger optimization method. Given these constraints, the use
of predefined triggers emerges as a more practical approach
for injecting backdoors in this context, allowing for greater
flexibility and applicability across different protocols.

In this paper, we choose to formulate the trigger set using
time domain Gaussian noise, which has proven effective for
launching backdoor attacks in related domains [29]. Unlike
targeted attacks in supervised DNNs, our approach aims
to induce misclassification into multiple classes by adding
various triggers to inputs of PTMs, thereby contaminating the
downstream classifier. Considering the output representations
given by fo(x @ t;) = Wy - (x @ t;) + By, our goal is
to ensure that these representations differ sufficiently when
different triggers are applied. Given that the weight Wy and
bias By matrices remain constant across samples, the most
effective strategy is to introduce inherent differences in the
poisoned samples xP themselves after adding various triggers
t;. Intuitively, we assume that fo(x @ t;) and fo(x ® —t;)
will generate two relatively dissimilar output representations
by simply reversing the trigger value. Therefore, we design
the j-th trigger t; in the trigger set 1" as follows:

o _ N0 L), < A @
! —tN,—js j> Nt
where L denotes the length of the trigger, which simultane-
ously regulates the trigger’s size along with o. In this paper,
we use L =48 and o = 0.1 as the baseline settings.

3) Output Representations: While incorporating triggers
into RF data can induce shifts in output representations, these
minor changes alone are insufficient to launch a successful
backdoor attack on downstream classifiers. Table I presents ex-
perimental results demonstrating that directly adding triggers
to the inputs yields only minimal accuracy drops. Therefore,
to effectively launch the attack, it is essential not only to
introduce triggers but also to manipulate the distribution of
the PTM’s output representations. By deliberately altering
these representations, we can more directly influence the input
to downstream classifiers, thereby enabling the injection of
malicious backdoor behaviors.

TABLE I
DOWNSTREAM ACCURACY DROPS WITH ONLY ADDED TRIGGERS.
Dataset ORACLE | WiSig | CORES | NetSTAR | Ours
Acc. Drop 4.12% 0.75% 0.02% 0.24% 5.75%

The downstream prediction is generated by feeding the out-
put representations from the PTM to the downstream classifier,
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distinct datasets.

represented as y = g(fy(x)) = W, - fo(x) + B.. However,
the attacker has no control over the weight W and bias B,
matrices of the downstream classifier. Therefore, to achieve a
backdoor attack, the only feasible approach is to manipulate
the output representations fy(x) and map them to specific
triggers. For binary classification tasks, a straightforward way
to shift the predicted class is to reverse the sign of the input,
expressed as ¥y’ = W, - (—fg(x)) + B.. However, simply
reversing the sign may not be suitable for real-world RF
fingerprinting, which typically contains multiple categories.
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Fig. 4. Two cases when designing PORs.

Fig. 4 illustrates more intricate scenarios for manipulating
output representations to achieve classification into separate
classes. Case I depicts a relatively independent situation where
different data clusters are distributed clearly. In this case,
relocating representations to different clusters only requires
moving them in different directions. In contrast, Case 2
presents a more crowded scenario where data clusters are
situated in closer proximity. While it is possible to move the
representations similarly to Case I, this approach may cause

(&)
where t is a variable with length corresponding to the rep-
resentation dimension, and cos(2r - j - t) generates a cosine
vector. The amplitude coefficient A, combined with (1+ %)
determines the moving distance among different PORs.

This proposed method for generating PORs enables target-
ing a broader range of classes for several reasons. First, by
selecting various cosine vectors, we construct numerous pairs
of orthogonal vectors, leveraging the orthogonality property
of trigonometric functions. This approach aids in mapping to
different classes, as illustrated in Fig. 4. Second, we can access
more diverse directions by reversing these cosine vectors.
Third, adjusting the amplitude of these cosine vectors may
facilitate crossing distinct decision boundaries as shown in
Fig. 4. Last, the inclusion of zero-vectors O and scaled unit-
vectors 1 - A can potentially reach further boundaries.

C. Backdoor Training

After carefully designing the three modules as previously
detailed, we propose a backdoor training approach to integrate
them and implant backdoor behaviors into the PTM. The
training process fine-tunes a clean PTM fy into a backdoored
PTM fp, by minimizing the following loss function:

mmL— Z L(fo, (%), fo(xi)) Z L(fo, (xx®t;),€;)

x; €D, XkED
(6)

where £ denotes the mean squared error (MSE) loss. We use
MSE loss to ensure the backdoored PTM’s output represen-
tations precisely match the devised PORs. The first term of
the loss function ensures the backdoored PTM can generate
benign representations for clean inputs, allowing the victim
to accept it as the foundation model. On the other hand, the
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second term of the loss function aims to manipulate the output
representations of triggered samples, steering them to become
similar to PORs. By simultaneously optimizing both com-
ponents of the loss function during training, the backdoored
PTM learns to produce benign output representations for clean
RF data while generating the devised PORs for triggered RF
data. This dual functionality aligns with the attacker’s goals
as defined in Section IV-B1, enabling the PTM to maintain
normal operation on clean inputs while facilitating backdoor
attacks when triggered.

Algorithm 1 PTM backdoor training process

Input: Substitute dataset D, = {x;}3,, benign PTM fy,
trigger set T = {tj}évt, PORs F = {ej}évt, poisoning
rate ¢, learning rate Ir

Output: Backdoored PTM fq,
Step 1: Prepare training set and PORs

LN+—p- S, M« (1-¢)-S

2: Initialize D. = {x;}, and D, = {x;}1_, from Dj
3: for j in (1, N;) do

4 for nin (1, %) do

5: Xp X Dby, yh € k++

6: end for

7: end for

8: for 7 in (1, M) do

9 yi + fo(xi)

10: end for

Step 2: Updating backdoored PTM parameters
11: 6,40 // Copy structure and parameters
12: for number of epoch do
B L Y L(fa, (x0),31) + X L(fa, (60, ¥7)
14 Oy 0, —lr- G
15: end for
16: return fp,

Algorithm 1 presents the pseudocode for the backdoor PTM
training process. The process requires three inputs: unlabeled
substitute datasets Dy = {x;};_,, predefined triggers T =
{t; };V:‘ 1> and devised PORs E = {ej};\]:t ,- First, we construct
the clean set D, and the poisoned set D, using the substitute
dataset and poisoning rate ¢. For D., we generate pseudo-
labels y; by feeding unlabeled data x; to the benign PTM and
using the resulting output representations as labels. For D,
we select % samples for each trigger-POR pair, establishing
connections between triggers and devised PORs, resulting in
a labeled poisoned dataset of N samples. We then initialize
the backdoor PTM by replicating the structure and parameters
of the benign PTM fy. The MSE loss is computed using the
constructed D, and D,,, and employed to update the backdoor
PTM’s parameters ¢, via gradient descent optimization.

VI. EXPERIMENTAL EVALUATION AND ANALYSIS
A. Experiment Setup

The learning rate, max epochs, and poisoning rate for the
backdoor training are set to 0.001, 200, and 0.1, respectively.

All experiments are conducted on a Linux server with an
Intel(R) Xeon(R) Gold 6258R CPU and NVIDIA A100 GPUs
with 40GB of memory.

1) Victim PTMs: Given the early stage of RF fingerprinting
PTM research, our experimental evaluation focuses on assess-
ing backdoor attack effectiveness on classic PTMs employing
two principal SSL approaches discussed in Section II.

Generative SSL. BERT is one of the most representative
works in this field. We modify its lightweight version [31] for
RF fingerprinting tasks. Besides, we employ masked autoen-
coders (MAE) [32] to build PTMs in this paper.

Contrastive SSL. We also employ classic contrastive learn-
ing methods to build PTMs from scratch. Following Qian et
al. [33], we employ SimCLR [25] and TS-TCC [34] methods
to train convolutional neural networks (CNNs) [35] and the
encoder part of Transformer models [36].

We modify the first layer of all PTMs to fit RF data
shapes. As mentioned in Section I, time domain I/Q data often
undergoes signal processing. Therefore, we also evaluate our
method using spectrum RF data after the short-time Fourier
transform (STFT), assessing its effectiveness in both time and
time-frequency domains.

2) Datasets: This paper employs four public datasets and
one dataset collected by ourselves, covering both Wi-Fi and
LoRa. Table II summarizes key information about the down-
stream datasets. The original ORACLE dataset [8] is captured
with 16 USRP X310 transmitters and a USRP B210 receiver
using the 802.11a standard. [37] consists of 163 consumer
Wi-Fi cards arranged in a grid at the Orbit Testbed [38]
communicating with 802.11g. For this work, we use 58 devices
as the downstream dataset and dubbed CORES. The WiSig
dataset [39] captures signals from 174 COTS Wi-Fi cards
using 802.11a/g access on channel 11. [40] captures LoRa
transmissions from 25 Pycom devices and USRP B210 across
various domains. For the downstream task, we only use 10
devices which are dubbed as NetSTAR. As shown in Fig. 5,
our dataset uses 10 commercial LoRa transmitters (Pycom
LoPy4) and a USRP N210 receiver. Due to different sampling
rates and preamble structures, the original captured I/Q data
for LoRa is 2 x 1024 in size. This is downsampled to 2 x 256
to meet model input requirements.

TABLE 1T
DOWNSTREAM DATASET SUMMARY.

Dataset ‘ # of samples  # of devices
ORACLE 32,000 16
CORES 52,628 58
WiSig 67,854 130
NetSTAR 19,000 10
Ours 10,000 10

Fig. 5.
and a USRP receiver.

LoRa transmitters

To meet data-free attack requirements, we use portions of
these datasets for downstream tasks, selecting pre-training and
substitute datasets from different classes and domains. The
substitute dataset is 20% the size of the pre-training dataset,
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enhancing attack practicality. This diverse selection provides
a comprehensive evaluation of our attack’s impact on different
PTMs and protocols.

B. Evaluation Metrics

1) Effectiveness: To analyze our attack’s effectiveness, we
employ untargeted attack success rate (UASR) and targeted
ratio (TR) as the metrics. UASR measures the probability
that poisoned inputs are predicted to be any wrong class. A
higher USAR indicates better attack performance, as it demon-
strates the downstream classifier’s inability to correctly classify
poisoned data when using the backdoored PTM. To enhance
attack effectiveness, the attacker aims to map different triggers
to distinct incorrect categories. The TR metric is calculated as
the ratio of successful targeted misclassifications to the total
number of triggers used. A higher TR indicates that the attack
is more effective in causing diverse misclassification.

2) Stealthiness: Visual inspection is inefficient and im-
practical. Therefore, this study employs three approaches to
quantify it, namely (i) model utility, (ii) trigger size, and (iii)
algorithm-based detection [41], [42]. Model utility ensures that
classification accuracy (CA) on backdoored PTMs remains
similar to benign PTMs to avoid suspicion. We employ the
isolation forest to identify potential outliers and STRIP to de-
tect poisoned samples by measuring predicted entropy. Higher
entropy makes attacks harder for STRIP to detect.

3) Robustness: The last goal of the attack is to ensure its
robustness against defense methods. While fine-pruning [43]
effectively removes backdoored neurons, it can degrade model
performance, contradicting the purpose of using PTMs. Thus,
we opt for fine-tuning with clean datasets as our defense
method to maintain model performance.

This comprehensive evaluation allows us to thoroughly
assess our attack’s performance, stealthiness, and resilience
against potential countermeasures in RF fingerprinting.

C. Stealthiness Evaluation

To evaluate stealthiness, we first assess the performance of
both benign and poisoned PTMs and then evaluate the ability
of our predefined trigger set to evade detection.

1) Model Utility: Table III presents clean downstream clas-
sification accuracies and stealthiness metrics. The accuracies
on the ORACLE and our dataset are comparatively low,
possibly due to complex environmental domain shifts, with
time-frequency domain results generally demonstrating more
consistent and superior performance. We implant backdoors
into these PTMs using 8 predefined triggers and PORs, with
average results shown in Table V. Here, “-R” and “-T” denote
ResNet and Transformer encoders, respectively. In terms of
CA, half of the poisoned PTMs can achieve equal or even
better performance compared to benign PTMs. Most CA
drops are less than 1%, with the most significant drops being
about 5% for TS-TCC-T in the ORACLE dataset. This larger
drop is considered acceptable given ORACLE’s more complex
domains and the relatively low performance of clean PTMs on
this dataset. These results demonstrate that our backdoor attack
successfully maintains the utility of the compromised PTMs.

TABLE III
BASELINE UTILITY EVALUATION. “ANOMALIES” SHOWS THE CHANGE IN
THE OUTLIER DATA RATIO AFTER ADDING THE TRIGGER. “SPEC.”
DENOTES RESULTS IN THE TIME-FREQUENCY DOMAIN.

Dataset | ORACLE ~ WiSig CORES NetSTAR  Ours
SNR (dB) 2226 21.91 21.99 22.79 22.93

Stealth | Alp-norm | 0.0377  0.0394 00390 00357  0.0350
Anomalies | 00642  -0.0465  0.0009  -0.0253  0.0178
SImCLR-R | 0.6341 09423 09915  0.8055  0.6406
SimCLR-T | 0.7208  0.8726 09766  0.8287  0.9047

Time | TS-TCC-R | 06339  0.8378 09524 08797  0.7137
TS-TCC-T | 06125 07939 09540 07542  0.8484
BERT 0.9264 09444 09953 09674  0.6363
SImCLR-R | 0.8966 09860 09999 09695  0.5613

S SimCLR-T | 09087 09856 09999 09721  0.5813
pec. MAE-R 09716 09859 09999 09766  0.7175
MAE-T 0.8517 09867 09999 09787  0.7138

2) Trigger Stealthiness: In real-world RF fingerprinting
systems, data censorship and protections are likely to be
deployed. Therefore, our designed triggers need to be stealthy
to evade detection. To demonstrate the physical stealthiness
of our predefined triggers, we use two indicators: Aly-norm,
which quantifies changes in the /3-norm of data after adding
triggers, and signal-to-noise ratio (SNR). Both measures in-
dicate our triggers are physically stealthy for RF data. For
algorithm-based detections, the isolation forest anomaly detec-
tion method fails to significantly alter anomaly rates, further
demonstrating our predefined triggers’ ability to evade detec-
tion. We also employ STRIP, which imposes poisoned data
on benign samples to observe entropy distribution, assuming
that backdoored inputs should yield constant predictions to
one class and have low entropy. Table IV presents entropy
differences (x1072) between backdoored and clean PTMs,
with negative values indicating more constant predictions for
backdoored PTMs. Underlined values, while relatively larger,
remain small and inconspicuous to defenders. Combined with
the results from Table I, which show that the trigger does not
impact the performance of clean PTMs, we can conclude that
our predefined trigger set meets the stealthiness goal.

TABLE IV
MEAN ENTROPY DIFFERENCE FROM STRIP (x 10—2). RES AND TRANS
DENOTE RESNET AND TRANSFORMER ENCODERS, RESPECTIVELY.
UNDERLINED VALUES INDICATE POTENTIAL DETECTABILITY.

(x1072) Time Domain Time-frequency Domain
SSL SimCLR TS-TCC BERT SimCLR MAE
Model Res Trans Res Trans  Trans Res Trans  Res  Trans
ORACLE | -001 -030 -0.01 -0.11 0 0 0.04 0 0
WiSig 0 -1.84  -0.04 478 0 0 538 004 -0.02
CORES 0 204 -0.04 -0.64 0 0.01 149 002 -0.02
NetSTAR 0 0.38 0 -0.55 0 0.01 0.03 0 0.01
Ours 0 -0.07 0 -0.34 0 0.01 0.02 0 -0.01

D. Effectiveness Evaluation

Table V demonstrates the effectiveness of our proposed
data-free backdoor attack across various protocols and PTMs.
Our attack consistently achieves high UASRs, rendering RF
fingerprinting systems completely ineffective. For both Net-
STAR and our dataset, the UASR is relatively low because
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TABLE V
THE DOWNSTREAM RESULTS OF BACKDOORED PTMS WITH 8 TRIGGER-POR PAIRS. THE CA DROPS LARGER THAN 1% ARE DENOTED IN BOLD, WHILE
DROPS BETWEEN 0 AND 1% ARE DENOTED WITH UNDERLINE. “-R” AND “-T” INDICATE RESNET AND TRANSFORMER ENCODERS, RESPECTIVELY.

Dataset | ORACLE | WiSig | CORES | NetSTAR | Ours
Domains ‘ PTMs ‘ CA UASR TR ‘ CA UASR TR ‘ CA UASR TR ‘ CA UASR TR ‘ CA UASR TR
SimCLR-R | 0.6444 0.9307 0.50 | 09430 09718 0.88 | 0.9934 09522 0.75 | 0.7955 0.7281 0.38 | 0.6734 0.8939 0.38
SimCLR-T | 0.6856 0.9084 0.50 | 0.8766 0.8966  0.88 | 0.9793 0.8733 0.63 | 0.8105 0.8146 0.38 | 0.9088 0.9075 0.63
Time TS-TCC-R | 0.5825 0.9372 0.50 | 0.8218 0.9861 1.00 | 09513 09661 0.75 | 0.8582 0.7315 0.88 | 0.7109 0.9067 0.38
TS-TCC-T | 0.5573 09101 0.25 | 0.7860 0.9610 0.88 | 0.9538 0.9396 0.38 | 0.7247 0.8583 0.38 | 0.8687 0.8973 0.50
BERT 0.8908 0.9279 0.88 | 0.9488  0.9676 1.00 | 0.9959 09406 0.75 | 0.9603 0.8452 0.75 | 0.6963 0.9052  0.50
SimCLR-R | 0.9070 0.9336 0.88 | 0.9870 0.9871 0.75 | 0.9999 09604 0.50 | 0.9663 0.8887 0.63 | 0.6225 0.9034 0.50
s SimCLR-T | 0.8941 0.9279 0.50 | 09860  0.9491 0.63 | 0.9999 0.9434 038 | 0.9692 0.8626 0.63 | 0.5763 0.8991 0.38
pec. MAE-R 0.9677 09381 0.75 | 0.9858  0.9853 1.00 | 0.9999 0.9630 0.50 | 0.9329 0.8876 0.88 | 0.7953  0.9008  0.50
MAE-T 0.8684 09348 1.00 | 0.9870  0.9881 0.88 | 0.9999 0.9731 1.00 | 09726 0.8954 0.75 | 0.6891 0.9042 0.63
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Fig. 6. Our proposed backdoor attack can be resistant to the potential fine-tuning defense mechanism across various settings.

there are only 10 downstream categories. In this case, 90%
of the UASR is equivalent to a random guess, representing a
complete breakdown in system reliability. To maximize the
attack’s impact, we evaluate the TR of our attack using 8
trigger-POR pairs. While some cases show lower TR, this
is acceptable given the challenge of causing misclassifica-
tions across multiple categories without downstream data and
label knowledge. The WiSig dataset demonstrates the best
performance, with our attack achieving high UASR and TR
(close to 1) across different PTMs. Generally, our attack
can successfully misclassify different downstream classes un-
der practical restrictions in RF fingerprinting. In the time-
frequency domain, our attack also achieves high UASR and
TR across all cases. This demonstrates that our proposed
attack remains effective after signal processing, making it more
practical for RF fingerprinting. Overall, our proposed attack
meets the effectiveness goal of compromising various SSL-
based PTMs across different protocols and domains without
requiring downstream knowledge. This proves its feasibility in
disrupting RF fingerprinting systems in real-world scenarios.

E. Robustness Evaluation

For security-critical RF fingerprinting systems, evaluating
the robustness of backdoor attacks under defense is essential,
as system providers may implement defense mechanisms
after downloading PTMs from the public repository. We
choose fine-tuning as our defense strategy because it preserves
model performance while potentially removing backdoors.
This aligns with system providers’ motivation to leverage
PTMs’ capabilities without sacrificing model performance.
Fig. 6 illustrates the results of various PTMs with different

fine-tuning rates across diverse domains. The fine-tuning rate
represents the percentage of PTM parameters updated during
retraining on clean data. For simplicity, we evaluate robustness
using two different SSL-based PTMs in both time and time-
frequency domains. After fine-tuning, CA improves as PTMs
learn downstream information. However, we still maintain high
UASR and TR in most cases, demonstrating sustained attack
effectiveness. Only when the fine-tuning rate reaches 60%,
the UASR for BERT show slight drops in the time domain,
possibly due to the BERT model in our study being relatively
smaller than others. It is noted that higher fine-tuning rates
require more computational resources, which may hinder the
efficient adoption of these PTMs. Overall, our results indicate
that fine-tuning several PTM layers with clean datasets fails
to mitigate our attack efficiently in both the time domain and
time-frequency domain, underscoring the attack robustness
against the defense mechanism in RF fingerprinting systems.

F. Impacts of Different Modules

1) PTM Size and Trigger-POR Pairs: The effectiveness of
backdoor injection is significantly influenced by the number
of trigger-POR pairs. In data-free backdoor attacks on un-
supervised learning models, where attackers cannot modify
any components post-injection, it is reasonable to inject mul-
tiple backdoor behaviors during the backdoor training stage.
Besides, the size of PTM also impacts attack performance
as discussed in Section VI-E. Fig. 7 presents the impact of
these factors on attack performance. We evaluate Transformer
encoders of varying sizes (small: 0.6M, medium: 1.3M, and
large: 2.3M parameters) with different numbers of trigger-
POR pairs. The results reveal that our proposed backdoor
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Fig. 7. Effects of PTM size and trigger-POR pairs on backdoor attacks in time domain BERT (top row) and time-frequency domain SimCLR (bottom row).

Small-CA and Small-UASR denote the CA and UASR for small-sized PTMs.

attack generally achieves high CA and UASR across different
configurations, indicating attack effectiveness. Compared to
the small PTM, larger PTMs can maintain high CA and UASR
in both the time domain and time-frequency domain. When
increasing the number of trigger-POR pairs to implant more
backdoor behaviors into PTMs, a clear trend emerges. Smaller
PTMs experience drops in UASR, indicating they cannot retain
a large number of backdoor behaviors while maintaining their
utility. In contrast, larger PTMs can remember these backdoors
and maintain high UASR. It is important to note that today’s
foundation models continue to grow in size, becoming more
capable of remembering backdoor behaviors while potentially
offering stronger generalization performance compared to
smaller models. This highlights a potential security concern
in deploying PTMs in RF fingerprinting systems.

2) PORs Design Comparison: We evaluate the effective-
ness of our proposed orthogonal PORs design by comparing
it to the non-orthogonal PORs used in [20], which employs
varying numbers of —1s and 1s. To ensure a fair comparison,
we maintain consistency with our previous setup by using 8
trigger-POR pairs. In all cases, the CA is similar to ours, and
the UASR only experiences drops in a few cases compared
to our method. The most significant difference is observed
in the TR metric as shown in Table VI. TR decreases in
most cases using the non-orthogonal PORs design, with some
cases achieving only 25%, indicating that their attack targets
only two different downstream categories using 8 trigger-POR
pairs. There are only four cases that can achieve the same TR
as our orthogonal PORs method. Additionally, their method
generates a constant number of PORs based on representation
length, while ours can generate any number of orthogonal
PORs. These results demonstrate that our orthogonal PORs
design is crucial for successfully launching backdoor attacks
on PTMs in a data-free setting. It allows for more effective
targeting of multiple downstream categories, providing a more
practical attack strategy for RF fingerprinting systems.

TABLE VI
PORS DESIGN COMPARISON. UNDERLINED VALUES INDICATE THE SAME
TR AS OUR PROPOSED ATTACK.

Time Domain Time-frequency Domain
SSL SimCLR TS-TCC BERT SimCLR MAE

Model Res  Trans Res  Trans  Trans Res  Trans Res  Trans
ORACLE | 038 038 050 038 0.50 050 025 063 0.63
WiSig 0.88 038 063 025 1.00 | 025 025 050 0.50
CORES 063 038 063 025 0.38 038 025 050 0.63
NetSTAR | 0.50 025 075 0.38 0.38 038 038 050 0.38
Ours 025 038 025 038 0.38 025 025 050 025

VII. CONCLUSION

In this paper, we propose the first protocol-agnostic and
data-free backdoor attack on PTMs used in RF fingerprinting
systems. Unlike traditional backdoor attacks where attackers
may possess data and label information, we inject backdoors
into unsupervised PTMs without downstream knowledge or
access to downstream training. To achieve this, we employ
three key strategies: utilizing substitute datasets, designing
trigger sets, and manipulating output representations to inject
backdoor behaviors into the PTMs. Extensive experiments
are conducted across Wi-Fi and LoRa, using five different
datasets and two mainstream SSL methods in both the time
and time-frequency domain. Through this comprehensive anal-
ysis, we demonstrate that our proposed data-free backdoor
attack poses a practical threat to RF fingerprinting systems,
highlighting the urgent need for robust security measures to
mitigate such threats when deploying PTMs in the real world.
The authors have provided public access to their code at
github.com/Tianyaz97/rf_backdoor.
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